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Introduction to Network Detective Pro

Network Detective Pro is the indispensable tool for MSPs who want to maximize the value
of each client relationship. Be in-the-know about every new network environment you
touch, and every change that takes place on all the client networks you manage. Then
transform that data into meaningful reports that you can use throughout the managed
services lifecycle to work faster and create new revenue opportunities.

Network Detective Pro is quick and easy to use. To perform an assessment you follow
four basic steps:

1. Create a Site to Organize your Assessment: Use Sites to manage specific
customer accounts, remote office locations, data centers, departments,
organizational units, or any structure that is applicable to the environment on which
you are performing an IT or Risk assessment.

2. Start a New Assessment Project: Start a new project for your chosen assessment
and use the guided checklist to collect data.

3. Perform the Assessment and Data Collection: Run scans as required for your
chosen assessment. Use the assessment-specific Data Collector and/or the Push
Deploy Tool. The output of the scans will be in .zip files based on assessment type
(.ndf, .cdf, .sdf).

4. Generate Assessment Reports: Customize the reports to be presented to your
customers by setting up your company’s branding. Then generate a set of reports to
accomplish your exact business purpose!

Once you complete an assessment, you can then use Reporter. Reporter to automate,
schedule, and deliver the assessment reports generated by Network Detective Pro.
Reporter can be used with each Network Detective Pro assessment type, and allows you
to deliver emailed assessment reports to anyone on your distribution list, or store
generated reports in a shared folder location on your internal network.

Network Detective Pro Components

The Network Detective Pro application is composed of several components:

* Network Detective Pro application: create and manage your assessments,
generate reports, detect external vulnerabilities for target sites, and scan the
Microsoft Cloud

© 2023 RapidFire Tools, Inc. All rights reserved.
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» Data Collectors for various assessment types (Network, Security, Exchange,
and SQL): download and run the specified data collector to generate scan data to
import into your assessment in Network Detective Pro

» Push Deploy Tool: save time and perform local computer scans from a centralized
location on the target network to collect scan data

* Reporter: use in tandem with the Remote Data Collector to automate your
assessment projects from beginning to end

© 2023 RapidFire Tools, Inc. All rights reserved.
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Network Detective Pro

Download and Install the Network Detective Pro

Application

Visit https://www.rapidfiretools.com/ndpro-downloads/. Download and install the

Network Detective Pro Application.

PRODUCTS SERVICES SOLUTIONS

RESOURCES CQC

3P

\’
Network Data
Detective Pro Collectors

O\ Search downloads
(1
|

Network Detective Pro

More Info Download More Info

The Network Detective Application and

RapidFire Tools
Application Reporter - Server

Download

Installation can be done on any Windows

RapidFireTools’

© 2023 RapidFire Tools, Inc. All rights reserved.
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Set Up Network Detective Pro Reports

Either before or after you perform your first assessment using Network Detective Pro, you
may wish to configure Network Detective Pro’s report generation tool to use your
company’s logos and business document text format and color themes.

By customizing Network Detective Pro’s Reports settings, the reports produced by
Network Detective Pro for presentation to your customers will conform to your company’s
corporate branding and image standards.

Setting Report Branding and Customization Preferences

Network Detective Pro enables the ability for you to brand the reports produced by the
tool with your company’s standard logos, disclaimers, themes, and cover page images.

Setting Reports Preferences at the Global or Site Level

You can configure the report branding by configuring the Report Defaults settings at one
of two levels:

» atthe Global level (for all Sites) using the Network Detective Pro Preferences
option
« atthe Site level through the use of the Site’s Preferences
To set the Report Defaults necessary to use your company’s branding within the reports

produced by Network Detective Pro, customize the preferences found throughout this
section as referenced below.

Access and Set Reports Defaults Preferences at the Global Level

To set one or more of the Reports Defaults preferences, select the Preferences option
located at the top of the Network Detective Pro application window.

Network Detective Pro - v4.0.1293

@, 482019 vy Arrow Test Site
R =, Assessment Status: In Progress A =, Assessment Status: j arte

2232279 Checdist: 0/0 .\_,': Checklist:

© 2023 RapidFire Tools, Inc. All rights reserved.
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Note: The Report Defaults are global settings and all new Sites and Assessments will
rely on these settings when reports are generated after an Assessment has been
performed.

By selecting the Network Detective Preferences option, the Reports Preferences
window will be displayed to enable you to set the global branding standards for all reports
generated by Network Detective Pro. If you select the Global Reports Preference
option, please proceed to the section below entitled Setting Reports Preferences found
on the next page.

Access and Set Reports Defaults Preferences at the Site Level

Network Detective “Site”

Before starting an Assessment using Network Detective Pro, it is required that you
create a Network Detective “Site”.The Network Detective Site is typically associated with
a specific client’s network or office location. Within a Site, Assessment Projects are set
up, performed, and include the generated Reports as a result of the assessment
performed.

Setting Reports Preferences

To set one or more of the Reports Defaults preferences at the Site Level, select the Site
Preferences option located at the top of the Network Detective application window.

From the Site’s Dashboard, select the [Al selector control to the left of the Assessment’s
name to access the Report Preferences setup option.

“| Customer A - Network Assessment

The Site’s Preferences will be displayed.

% Customer A J  Edi Ste Assessments | Repots | Export
Appliances Connectors Remote Data Collectors |:| Report Preferences
Click Add to bind a Metwork Detective Appliance to the site +  Add

By selecting the Reports Preference button, the Reports Preferences window will be
displayed to enable you to set the Site Level branding standards for all reports generated
for Assessments performed within a specific Network Detective Site.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Setting Reports Preferences

Once the Reports Preferences window is displayed, the Report Defaults options will be
available so that you can configure the available options to implement your company’s
branding standards within the reports. These options include Text, My Logos, Theme,
and Cover Images.

(81 Preferences - [m] X
Report Defaults | Reporter  Email Groups
Tet  Mylogo Theme Coverlmages Company Information
Report Prepared By:  [Performance 1 |
Footer: [PROPRIETARY |
Cover Pags Disclaimer: [CONFIDENTIALITY NOTE: The information contained in this repot document i forthe exchusive use of the client specfied above and may contain corfidental,
privieged and non-isclosable information.  the recipient of this report is not the cient or addressee. such recipient is sticty profibited from reacing,
photocopying. distributing or otherwise using this report or its conterts in any way
Taret Lanusge Engish v
Paper Size: Letter (8511 v
Cumency Symbol
Conversion Factor. (0000000 |3 x USD

Cancel

Set Reports Text Preferences

Select the Text Tab of the Report Defaults window, to set the Text branding
preferences.

@1 Preferences
Report Defaultts  Reporter  Email Groups

Text My Logo Theme Cover Images Company Infomation

ort Prepared By: | PeformancelT

oter: |PROPRIETARY

ver Page Disclaimer,  |CONFIDENTIALITY NOTE: The irformation cortail
privileged and non-disclosable information. i the re
photocopying, distibuting or otherwise using this ref

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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There are five reports text preferences that can be set within the Report Defaults Text

page:

1.
2.

Report Prepared By*: This is you, your company, your DBA.

Footer*: This is the footer of the document, and appears on all pages. By default it
reads, “PROPRIETARY & CONFIDENTIAL”

Cover Page Disclaimer*: By default this is a confidentiality disclaimer, but could
also could serve well for Copyright.

Target Language: Select the language to be used when producing reports. Target
languages include English, German, Spanish, French (Canadian), and Italian.

Paper Size: Select the default page size to be used when reports are generated
and formatted.

Set the Reports Defaults Text preferences and then select the Preferences Window
Ok button to save the preferences.

If you need to set other Reports Defaults preferences then continue by selecting the
window tab associated with the Reports Defaults preferences that you would like to
configure.

Set Reports Logo Preferences

To incorporate your company’s logos into the Reports generated by Network Detective,
you must update the My Logos Report Defaults preferences to include your company’s
logo files.

Adding the Cover Page Logo Image

Select the My Logos tab. To update the Cover Page Logo image, select the Cover
Logo Image Upload button to upload an image that is 600 x 150.

g ‘ RapidFireTools’ ‘ I
{300x 75 or 600 150) . RapidFireTools

Upload

Upload

© 2023 RapidFire Tools, Inc. All rights reserved.
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The following window will be displayed to enable you to select the image file to be used for
the Cover Page Logo.

@1 Open ==
& = » Libraries » Documents » CompanyImages - | + Search Company Images ,O‘
L pany mag + ) £
Organize » New folder = « [0 .'@.
- .
¢ Favorites Documents library - .
Arrange by:  Folder ~
Company Images
&l Libraries Name ’ Date modified Ty

3 Documents

i=| ABC Company Header Image.jpg

J Music

&) Pictures = %% ABC Company Loge.gif G

E Videos = ABC Company Loge.jpg P
P

B ABC Company Lego.png

?& Homegroup

M Computer
£, THos234woC (Cx)
—a Local Disk (D)
&% DVD RW Drive (E:) RFT BU Dskl 9-26

- 4 T b

- IImageFiIe(*.bmp:*-jpg:*-gif;*.p VI

M |

File name: ABC Company Logo.jpg

[ Open Cancel I

Select the image file to the used for the Cover Logo Image and select Open to complete
the image upload process.

Adding the Header Logo Image

Select the My Logos tab. To update the Header Logo image, select the Header Logo
Image Upload button to upload an image that is 300 x 75 or 600 x 150.

B RapidFireTools’ |

Upload

Cover Logo Image:
(600 150)

Header Logo Image
(300 75 or 600 150)

RapidFireTools’

Upload

The following window will be displayed to enable you to select the image file to be used for
the Header Page Logo.

© 2023 RapidFire Tools, Inc. All rights reserved.
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@1 Open ==
@Qv‘ » Libraries » Documents » CompanyImages - | &,| | Search Company Images L |
Organize v New folder = O @

¢ Favorites ~ Documents library

Arrange by:  Folder ~
Company Images

-

4 le_lbrarles Mame Date modified Ty
| Documnents

J; Music = ABC Company Header Image.jpg 1/12/201612:35 PM P

=] Pictures = % ABC Company Loge.gif 1/12/2 G

B Videos = ABC Company Loge,jpg 11272 JR
R ABC Company Lego.png 1/12/2016 12:3 P

) Homegroup
418 Computer

£, Tnos23awoc (C)

—a Local Disk (D)

%% DVD RW Drive (E:) RFT BU Dskl 9-26 ] < L1} 3

File name:  ABC Company Header Image.jpg - [Image File (*.bmp;* jpg:*.gif:*.p v]

[ open |] [ Concel |

Select the image file to the used for the Header Logo Image and select Open to
complete the image upload process.

To save your Cover Logo Image and Header Logo Image settings, select the
Preferences Window Ok button.

Set Reports Cover Page Styles and Themes Preferences

Each report generated follows a pre-built theme and is color-coded based on the specific
Assessment Module the report is generated from after an assessment is performed (i.e.
Network Assessment, Security Assessment, and/or Exchange/SQL Server).

Using this option, you can set the Cover Page Style for each assessment module’s
report documents and you can assign a report color palette to be used with each module

during report generation.

To set the Themes preferences, select the Themes tab within the Reports Defaults
window.

© 2023 RapidFire Tools, Inc. All rights reserved.
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(@Y Preferences - O *
Report Defaults  Reporter  Email Groups
Text My Loge Theme Cover Images Company Information
Cover Page Style (double-click to view)
B — i _anu-’ |‘- | - L
| : =T
....... 1]
- e e
Basic Basic2 Classic Classic2 Contemporary Modem Professional
v
Module Color Scheme
(O Use Pre-defined Color Palette
. . . :
. ||
Standard Standard2 Blue Red Green Mewtral Violet Purple Fruity Sunny W
(® Use Custom Defined Colors (click on module color to select)
Network
Security
Exchange / SGL Server / HIPAA
Document Style
Default Style ~ | | Modify Style Preview Style
Ok Cancel

Setting the Reports Cover Page Style

Select the Cover Page Style from the available Cover Page document styles. If no other
Reports Defaults preferences are to be set, then select the Preferences Window Ok
button. Otherwise, continue setting a Color Scheme for one or more Modules as detailed
below.

Setting the Module Color Scheme

If you desire to assign a specific report color scheme to be used when a specific Network
Detective Module generates reports documents, then use the Module Color Scheme
option. This option enables you select from a pre-defined group of colors assigned to
each module type in order to quickly assign a specific color scheme to each module (i.e.
Network, Security, and/or Exchange, SQL Server) for use during the report generation
process.

To use the Module Color Scheme option, select a color palette from the Pre-defined
Color Palettes.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Network Detective Pro

Keep in mind that each Color Scheme has bands of three colors that have been
predefined. Each color scheme band is assigned to one or more modules as noted in the

figure below.

Metwork

Security
Exchange / SQL Server / HIFAA

Setting Document Style

Use the Document Style drop-down menu to change the fonts and font colors used in

your reports.

Module Color Scheme
{® Use Pre-defined Color Palette

Standard Standard2 Blue Red

MNewtral

() Use Custom Defined Colors (glick on module colorto select)

Network
Security
Exchange / SGL Server / HIPAA

Document Style

~ | | Modify Style Preview Style

Helvetica Medical Blue

Click the Modify Style to make changes to the selected style.

RapidFireTools

© 2023 RapidFire Tools, Inc. All rights reserved.
21



Network Detective Pro

Network Detective Pro — User Guide

[@1 Modify Report Style

Style Name: |Mc~dem Royal

Font Settings
Font Family: Avial -

Font Size: 10 =

Top Five Color Palette

Color1  Color2  Color3  Color4  Color5  Other
B - BB BB O &=B- = -
Chatt Style

“ Hi-Res 2D v

Risk Meter

2020 Modem Settings
Table Style

Preview Cancel

You can then Preview and Save your changes.

Set Infographic Report Style

You can choose from two Infographic Report styles: Classic and Professional.

© 2023 RapidFire Tools, Inc. All rights reserved.

RapidFireTools
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[E1 preferences - o X
Report Defaults  Reporter Email Groups  Issue Overrides  Integrations

Tet Mylogo Theme Coverlmages Company Information

Cover Page Style (doubleclick to view)

“ “ — - B ] - )
.............. s =2 133 @
- =T =
Basic Basic2 Classic Classic2 Contemporary Modem Professional
v
Moduie Color Scheme
Use Pre-defined Color Palette
- = = B m ;
Red Green Netiral Violet Puple Fruity Sunny v

Colors {click on module color to select)
Network / Microsoft Cloud

Security
Exchange / SQL Server / HIPAA

Modem Graphite ~ | | Mody Style Preview Style Delete Style

Infographic Report Style (double-click to view

Ok Cancel

The infographic report style affects the following reports:

e Outdated Operating Systems Summary
e Outdated Malware Definitions Summary
e Password Policy Summary

» Data Breach Liability Summary

o Executive Summary

e Dark Web ID Summary

Assigning Custom Defined Color Schemes to Each Assessment
Module

Note: Currently, you cannot define custom color schemes for the "Modern" report
styles.

To assign your own color schemes to each Assessment Module, select the Use Custom
Default Colors option from within the Themes window and define your own Module color
scheme.

Next, click on the Module color band as noted below, to view a color palette that is used to
set the Color Scheme that is to be assigned to a specific Module.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Module Color Scheme
(® Use Pre-defined Color Palette

Standard Standard2 Blue Red Green Neutral

(0 Use Custom Defined Colars {click on module color to select)

Metwark
Security
Exchange / SGL Server / HIPAA

Click here on the color band to
set a custom color for a specific
module

Select the color that you want to assign to the Module from the choices presented in the
Color palette window and then select the Ok button in the Color window to assign the
color to the Module.

Color *
Module Coler Sch Basic colors:
lodule Lolor acheme Fi E
() Use Pre-defined Color Palette 13 (N Al o
] [ FEEE .
. - : el R . N
Standard Standard2 Blue Red Greer . . - - . . - - Purple Fry
(®) Use Custom Defined Col lick dule coler to select) EEEEEEEHN
se Lustom ne olors {click on module color to sele
A 0 0 0 Aol Il
Network
Securty Custom colors
Exchange / SQL Server / HIPAA Frrrrrrrrr
- rr
Document Style
Helvetica Medical Blue « | | Modfy Style Preview Style Define Custom Calars >
Cocel
Ok Cancel

To save the color assignment for the Module’s color band you selected, click on the
Preference Window Ok button. Then set the colors for the other modules. To save your
final Theme settings, select the Preferences Window Ok button.

Set Reports Cover Images Preferences

For each Module, you can define the image that should be displayed within the Reports
Cover Page when a report document is generated.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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To assign an image to a specific Module’s report cover page, select the Reports
Defaults preferences and click on the Cover Images tab within the Preferences
Window that is displayed.

(@1 Preferences - ] X
Report Defauts | Reporter  Email Groups
Ted  Mylogo Theme Coverimages Company Information

Select an image from the image library or upload a custom image

Network Assessment Security Assessmer nt Exchange Assessment HIPAA Assessmer it

Upload Custom Image Upload Custom Image Upload Custom Image Upload Custom image

~ ~ o
l '@L ~ ~ . ~
Securtyl Exchangel HIPAAT
= =k =
Secuity2 Fere ﬁw‘
m = 2

Ok Cancel

Then, for each Module listed in the Cover Images page, select thatimage from the list
box containing the available images, and select an image to be module that is referenced
above the images list box.

MNetwork Assessment Security Aszessment Exchange Assessment S0L Server Aszessi

s - AR N ]
: = P
.. o ‘ hﬁ-h
1) ¥ =
Upload Custom Image Upload Custom Image Upload Custom Image Upload Custom |
- 7 ,. A :
@ &

Exchange Automotive
T =
Exchange2 Hospitality
| g Sy | N .ol - e | N 1 ..__I

Select the image that you would like
to assign to a Module for use as the
Reports cover page image

Ok Cancel
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After assigning the images to be used in the Reports Cover Pages for the reports output
by each module, select the Preferences Window Ok button to save your image
assignments.

After you have finished setting the Reports Defaults preferences, you can proceed to
performing assessments and generating reports that will use your company’s branding.

Note that the reports produced by Network Detective are delivered to you as Microsoft®
Word and/or Excel documents so that you are able to add information to the report, or
extract information to be included in your own documentation, sort and analyze, in Excel,
etc.

Configure Report Date Format in Network Detective Pro

You can configure the format for dates displayed in Network Detective Pro Reports. For
example, you can decide whether you want a USA date format or international date
format. To configure dates that appear in reports:

1. First decide whether you want to change the report date format for ALL of your Sites
- or just for specific Sites:

A. If you want to change the date format for ALL of the reports you generate
using Network Detective Pro, click Preferences from the top menu.

B. If you wantto change the date format for reports you generate for a specific

Site (or client), click the top selector icon A and then click Report
Preferences.

2. Then, under Report Defaults, open the Text tab.

3. Select your preferred date format from the menu.

Note: You can see a preview of how the date will appear next to the date format
code.

© 2023 RapidFire Tools, Inc. All rights reserved.
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[®1 Preferences
Report Defaults  Email Groups

Ted  Mylogo Theme Coverlmages Company Information

Report Prepared For: |

Report Prepared By [Rapifire Tools Support

Footer |PROPRIETARY

Cover Page Disclaimer. [CONFIDENTIALITY NOTE: The infomation contained in this report i for the exclusivi
privieged, and non-disclosable

ctherwise using this report or fts contents in any way.

e of the client specified e and ritain confidential

i exclusive s above and may co ]
information. F you are not the dlient or addressee, you are strctly prohibited from reading, photocopying, distributing, or

Target Language Englsh v
Date Format MMMy v| 13.un2018
Paper Size: Letter (8.5'x11") v

Conversion Factor: 0.000000 4| = UsD

Cumency Symbol

Reset to Global Preferences

Ok Cancel

—

Select date format

Network Detective Pro

4. Click Save. Your newly generated reports will now have the specified date format.

Assigning the Global Reports Preferences to a Site

If you want to assign the Reports Preferences that you set globally for Network Detective

to a particular site, follow these steps:

From the Site’s Dashboard, select the [Al selector control to the left of the Assessment’s
name to access the Report Preferences setup option.

Vv

Customer A - Network Assessment

The Site’s Preferences will be displayed.

% Customer A

J  Edi Stte

Assessments | Reports

| Export

Appliances Connectors Remote Data Collectors

|:| Report Preferences

_ Click Add to bind a Network Detective Appliance to the site + Add

Next, select the Report Preferences button to enable you to access the Site Level
branding standards for all reports generated for Assessments performed within a
specific Network Detective Site. The Site’s Reports Preferences window will be

displayed.

Next, select the Reset to Global Preferences button.

© 2023 RapidFire Tools, Inc. All rights reserved.
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1 Preferences -oB
Report Defous | Emal Grous

Ted  Mylogo Theme Coverlmages Company Information

Report Prepared For: | |

Report Prepared By: [ Performance T |

Footer [PROPRIETARY J

Cover Page Disclaimer: [CONFIDENTIALITY NOTE: The information contained in this report documert is for the exclusive use of the cient speciied above and may contain confidertial,
privileged and non-disclosable irfomation. F the recipiert of this report is not the client or addressee, such recipient is strictly prohibited from reading,
photocopying. distributing or otherwise using this report or its contents in any way

Target Language Engish v
Paper Size: Letter (8.5'x11") -

ey S

Conversion Factor: 0.000000 3 x UsD

Reset to Global Preferences

oce

Select the OK button to apply the Global Reporting Preferences to the Site Level.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools

28



Network Detective Pro — User Guide Network Detective Pro

Performing a Network Assessment

Network Assessment Overview

The Network Assessment Module gives you the broadest insights of any IT assessment
module. The Network Assessment Module has many every day uses for your MSP,
including:

e Conducting full, 'deep-dive' network assessments

» Documenting your customers' networks as part of regular "Technology Reviews"

» Generating change management reports for clients

e Conducting IT SWOT Analyses to help your clients make better and more informed
business decisions

What You Will Need

Network Assessment

Component Description
Network Detective The Network Detective Pro Application and Reporting Tool guides you
Pro through the assessment process from beginning to end. You use it to create

sites and assessment projects, configure and use appliances, import scan
data, and generate reports. The Network Detective Pro Application is
installed on your workstations/laptops; it is not intended to be installed on
your client or prospect sites.

Network Detective

The Network Detective Network Assessment Data Collector (NADC) is a
Data Collector

windows application that performs the data collections for the Network
Assessment Module.

Push Deploy Tool The Network Detective Push-Deploy Tool pushes the local data collector to
machines in a specified range and saves the scan files to a specified
directory (which can also be a network share). The benefit of the tool is that
alocal scan can be run simultaneously on each computer from a
centralized location.

RapidFireTools © 2023 RapidFire Tools, Inc. All rights reserved.
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1.

Network Prerequisites for Network Detective Pro
Scans

For a successful network scan:

ENSURE ALL NETWORK ENDPOINTS ARE TURNED ON THROUGHOUT THE DURATION OF
THE SCAN. This includes PCs and servers. The scan can last several hours.

CONFIGURE THE TARGET NETWORK TO ALLOW FOR SUCCESSFUL SCANS ON ALL
NETWORK ENDPOINTS. See Pre-Scan Network Configuration Checklist for
configuration guidance for both Windows Active Directory and Workgroup
environments.

GATHER THE INFORMATION BELOW TO CONFIGURE YOUR SCANS FOR THE CLIENT
SITE. Work with the project Technician and/or your IT admin on site to collect the
following:

Admin network credentials that have rights to use WMI, ADMINS, and File
and Printer Sharing on the target network.

Internal IP range information to be used when performing internal scans.

Note: Network Detective Pro will automatically suggest an IP range to
scan on the network. However, you may wish to override this or exclude
certain IP addresses.

External IP addresses for the organisation to be used when setting up
External Vulnerability Scans.

Network Detective User Credentials

For Windows Active Directory environments, you will need admin credentials
to connect to the Domain Controller, as well as the name/IP address of the
domain controller.

For Windows Workgroup network environments, a list of the Computers to
be included in the Assessment and the Local Admin Credentials for each
computer.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Follow these steps to perform a Network Assessment.

Step 1 — Download and Install the Network Detective Pro
app

Go to https://www.rapidfiretools.com/ndpro-downloads/ to download and install the
Network Detective Pro application on a PC on the MSP network. Then run
Network Detective Pro and log in with your credentials.

Step 2 — Create a New Site

To create a new site:

1. Open the Network Detective Pro Application and log in with your credentials.

2. Click New Site to create a new Site for your assessment project.

(=] Network Detective Pro - v4.0.1293

f "=

InForm Appliances Connector Reporter

HOME

3. Enter a Site Name and click OK.

z [ oo
Mew Site |

All Metwork Detective assessments are organized into Stes. Aste canbe a
physical location ar a logical grouping, such as a customer.

Site Mame:

Customer A - Assessment

Ok || Cancel

RapidFireTools’ © 2023 RapidFire Tools, Inc. All rights reserved.
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Step 3 — Start a Network Assessment

1. From within the Site Window, select the Start button that is located on the far right
side of the window to start the Assessment.

% Customer A - Assessment Export

Press the Start buiton to start a new Assessment Project Start

Next, select the Network Assessment option presented.

Network Detective Wizard X

Select Assessment Type

What type of assessments are you performing at this site ? (Check all that apply)

(® IT and Cloud Assessments:

(M| Network Assessment (Domain) |
[] Network Assessment (Workgroup)

[] Security Assessment (Domain)

[] Security Assessment (Workgroup)

[] Exchange Assessment

[] SQL Server Assessment

[[] BDR Assessment (Quick)

[] BDR Assessment (Ful)

[] Microsoft Cloud Assessment

(O Other (Use for adhoc reporting. No checklist provided.)

Next Cancel

Then follow the prompts presented in the Network Detective Wizard to start the
new Assessment.

2. Once the new Network Assessment is started, a “Checklist” is displayed in the
Assessment Window presenting the “Required” and “Optional” steps that are to
be performed during the assessment process. Below is the Checklist for a
Network Assessment.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Assessment-20230518
0% Complete 0 Complete () Required (2) Optional  Created 05/18/2023 01:40PM  Updated 05/24/2023 1043 AM  Previous Project: Select
Network Assessment (Domain) 0% Complete  0Complete @) Requred (2 Optional  Created 05/18/202301:40PM  Modified 0.
v
Run Network Run Computer Optionally. run a
Detective Data Data Collector on Dark Web ID
Collector computers that Scan to search Reports
(NDDC) with the cannot be for compromised Mot Ready
Network Scan scanned remol credential:
(1] 2 3
Double lick items to open
© Run Network Detective Data Collector (NDDC) with llﬁe Network Scan
Run the Network Data Collector on the Domain Controller (f possible). a computer joined to the Domain i the Domain Controlleris net available. or from any
workstation on the network. The data collector should be run with Administrative privileges.

3. Complete the required Checklist Items and use the Refresh Checklist feature to
guide you through the assessment process at each step until completion.

You may also print a copy of the Checklist for reference purposes by using the
Printed Checklist feature.

Refresh Checklist Printed Chechdlist

Step 4 — Perform Network Scan Data Collection

Download and run the Network Detective Pro Data Collector on a PC on the target
network. Use the Data Collector to scan the target network.

1. Visit the RapidFire Tools software download website at

https://www.rapidfiretools.com/ndpro-downloads/ and download the Network
Detective Data Collector.

2. Runthe Network Detective Data Collector executable program as an
Administrator (right click>Run as administrator).

E@ ExampleDataCollector (11 10711

CI DataCollector (2) Open

E@ DataCollector (3] E; Run as administrator
MetworkDetectivePushl Tr-:uul::llel%'mu:ut compati
¢ ND Sample Site Pin to Start

© 2023 RapidFire Tools, Inc. All rights reserved.
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Important: For the most comprehensive scan, you MUST run the data
collector as an ADMINISTRATOR.

3. Unzip the files into a temporary location. The Network Detective Data Collector’s
self-extracting ZIP file does not install itself on the client computer.

4. The Network Detective Data Collector Scan Type window will appear.

Configure the network scan using the wizard.

e Look here if you are "Scanning an Active Directory Domain-based Network" below

» Look here if you are "Scanning a Workgroup Network" on page 43

Scanning an Active Directory Domain-based Network

Once you run the Data Collector, the Scan Type screen will appear.

1. Select the Network Data Collector option. Click Next.

Note: You can optionally choose to run the Local Computer Data Collector,
too, to collect data from the local machine that you are using to run the network
scan.

€
 sanType R

Scan Options
Verify and Run

Select type of scan to perform

Coll - P Select one or more the collection process below to run. The amount of collectors to run will
ollection Progress atfoct ot

i
= Finish Network Data Collector

Collect network-wide data using remote protocols. Required for Network
Assessments.

Local Computer Data Collector

Collect data on the computer. Typically, used to augment data collection when

remote protocols are not available from this computer.

Security Data Collector

[] Collect security data from the current computer perspective. Required for
security Assesments.

(running on .NET CLR version 4.0.30319.42000)

2. The Active Directory window will appear. Select the type of network you are
scanning: Active Directory domain.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools’
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Scan Type

Active Directory

Local Domains
Additional Credentials
External Domains

IP Ranges

SNMP Information
VMware

Verify-and Run
Collection Progress

> Finish

Active Directory

Please enter a username and password with administrative rights to connect to the local
Domain Controller and Active Directory.

If you are scanning a i select the options and you can enter
credentials which can access the individual i as a local ini on the next
screen.

If in a domain, clicking the Next button will test a connection ta the local Domain Controller
and Active Directory to verify your credentials.

I want to scan
@ Active Directory O Workgroup (no domain)

Active Directory Credentials

‘test.\ 0 admin | (FQDN\user)

o]

(running on .NET CLR version 4.0.30319.42000)

Network Detective Pro

3. Next enter the network's Fully Qualified Domain Name along with a username
and password with administrative rights to connect to the local Domain Controller
and Active Directory.

[ Note: For example: corp.yourprospect.com\username.

Enter the name or IP address of the domain controller.

5. Click Next to test a connection to the local Domain Controller and Active Directory
to verify your credentials.

6. The Local Domains window will appear. Select the Domains to scan. Choose
whether to scan all domains or only specific domains and OUs. Click Next.

RapidFireTools’
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S e Local Domains

Active Directory

Below is a list of the detected domains in the current forest of the Active Directory.
Local Domains
Additional Credentials @ Gather information for ALL the domains detected.
External Domains O Gather information for only the domains selected below.
IP Ranges =

SNMP Information

VMware

Verify and Run

Collection Progress
™ Finish

Expand All Collapse All  Expand Selected  Advanced Tree View

(running on .NET CLR version 4.0.30319.42000)

Confirm your selections if you opt to scan only specific Domains and OUs. Click OK.

7. The Additional Credentials screen will appear. Enter any additional credentials to
be used during the scan using the fully qualified domain name. For example:
corp.yourprospect.com\username. Click Next.

ez Tifee Additional Credentials
Active Directory

Network scan credentials are required to perform remote Windows data collection via WM and

Local Domains Remote Registry. Use this screen to optionally add additional credentials to be used during the
— - scan. Calls using the default credentials will always be attempted first.

Additional Credentials

External Domains —— Network Scan Credentials

IP Ranges
SNMP Information

e — =

Verify-and Run corp (AD user to be used first)

Collection Progress

™ Finish

Clear All Entries

(running on .NET CLR version 4.0.30319.42000)

8. The External Domains screen will appear. Enter the name(s) of the organization’s
External Domains. Click Next.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools’
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€

Scan Type
Active Directory

External Domains

List external domains to be used for WHOIS, MX (mail) record detection, and Dark Web scans.
Local Domains

Additional Credentials

IP Ranges myitco.performance.com

]

SNMP Information
—

VMware

VQ;TEE‘}\ d Run

E;T\lei:tion Progress
——

\";sh

Clear All Entries ‘ ‘ Import from Text File

Perform Dark Web Scan for Compromised Passwords

(running on .NET CLR version 4.0.30319.42000)

A Whois query and MX (mail) record detection will be performed on the external
domains.

Note: Perform Dark Web Scan for Compromised Passwords*: Select this
option to check the domains you enter for compromised usernames/passwords
on the dark web. This service will return the first 5 compromised passwords for
each domain specified. If any compromised credentials exist for these domains,
they will appear in your assessment reports for the Security Assessment
Module (SAM).

*To access the Dark Web Scan results, you must have a subscription to the
Security Assessment Module and you must generate Security Assessment
reports using your data. See also Dark Web Scan Summary for Security
Assessment Module.

\.

9. The IP Ranges screen will then appear. The Network Detective Data Collector will
automatically suggest an IP Range for the scan. If you do not wish to scan the
default IP Range, select it and click Clear All Entries. Use this screen to enter
additional IP Addresses or IP Ranges and click Add.

RapidFireTools’ © 2023 RapidFire Tools, Inc. All rights reserved.
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E=lES IP Ranges

Active Directory
The following IP Ranges will be scanned. Use the "Reset to Default” button to reset the list to
Local Domains the auto-detected ranges. The auto-detect ranges are determined from the IP Addresses and
o . subnet masks on the detected network cards in this machine.
Additional Credentials

External Domains
Single IP or IP Range (example: 192.168.0.0-192.168.0.255) ‘ | Add

IP Ranges

172, .. 255
SNMP Information 172. E 955

VMware

Verify and Run

Collection Progress
™ Finish

Clear All Entries ‘ ‘ Import from Text File ‘ ‘ Reset to Default

[[] Perform minimal impact scan (reduced number of threads for less network
impact but longer scan time)

(running on .NET CLR version 4.0.30319.42000)

From this screen you can also:

» Click Reset to Default to reset to the automatically suggested IP Range.

e Click Import from Text File to import a predefined list or range of
IP addresses.

Important: Scans may affect network performance. Select Perform minimal
impact scan if this is an issue.

When you have entered all IP Ranges to scan, click Next.

Confirm
You are currently abouwt Bo scan 2,048 IP addresses. Large
ranges can take long periods of time to complete.
Do you with to continue amyways?
ok || cancel
© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools’
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Important: If you are scanning a large number of IP addresses, confirm that you
wish to continue.

10. The SNMP Information window will appear. Enter any additional SNMP community
strings used on the network. Click Next.

Scan Type SNMP Information

Active Directory
SNMP community strings are used to try to determine information about devices detected
Local Domains during the IP Range scan. Enter any additional community strings used on this network.

Additional Credentials

Read Community String ‘ ‘ Add ‘

External Domains

public
IP Ranges

| SNMP Information
=20
VMware
Verify-and Run

Collection Progress

> Finish Clear All Entries ‘ ‘ Import from Text File ‘ ‘ Reset to Default

Advanced SNMP Options

SNMP Timeout (seconds): Use Default

[[] Attempt SNMP against non-pingable devices (slower but more accurate)

(running on .NET CLR version 4.0.30319.42000)

Select Attempt SNMP against non-pingable devices to enhance Layer
2/3 data collection and reporting with Network Detective Pro. Note that this
option may increase overall scan time.

11. The optional VMware credentials window will appear. Enter the hostnames or IP
Addresses of any VMware hosts that you wish to include in the scan. Likewise enter
credentials needed to access the VMware hosts. Click Next.

RapidFireTools’ © 2023 RapidFire Tools, Inc. All rights reserved.
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Scan Type VMware
Active Directory

VMware credentials are required for discovery of VMware hosts. Enter the VMware host server
Local Domains DNS name or IP address along with VMware login credentials.

Additional Credentials

External Domains ‘ Hostname or IP Address ‘ 7] Skip connection test

IP Ranges ‘

SNMP Information ‘ Password ‘ | Add VMware Server

VMware
Verify-and Run

Host Connection Verified

Collection Progress

™ Finish

Clear All Entries | | Test All Connections

(running on .NET CLR version 4.0.30319.42000)

12. The Verify and Run window will appear. Select the folder that you want to store the
scan data file in after the scan is completed. You may also change the scan’s
Output Assessment File Folder location and Basename for the scan data.

Tip: Ifyou are using a USB flash drive, select a folder on that drive.

The file will be output as a .NDF file.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools’
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Scan Type Verify and Run

Active Directory
Ready to run the data collection. Select your output file location and basename. The final
Local Domains assessment file will be <folder>\<basename>.zip.

budliTitee At b Output Assessment File

External Domains

IP Ranges Folder: ‘C:\uSers‘ \Desktop ‘ l:l
SNMP Information Basename: |Netw0rkDetective-20220222 ‘ ZIP

VMware

wm Launch Pre-scan Analyzer Advanced Options

Collection Progress
™ Finish

(running on .NET CLR version 4.0.30319.42000)

Use the Pre-scan Analyzer to identify and correct any configuration issues
prior to running the Network Scan. The Push Deploy tab will indicate which
assets are fully accessible for scanning to ensure a more thorough scan. Pre-
scan results and recommendations are provided at the completion of the pre-
scan.

Qverview Result Summary Active Directory SQL Server Network Computers ~ Push Deploy

Pushing local data collectors to remote computers requires WMI, Admin$ access, and .NET 3.5 or above.

Showing: All Nodes

a—— 3 In wmi Admin§  NETv3Ser Status

Address A/D Access Access above Installed
| apporcorprapirReTo || v [ x| WM failed TheRPCze
BROWN-WIN10.CORPRAPL... v * WMI failed. The RPC ser
DESKTOP-09SDFEL.CORPR... v x WMI failed. The RPC ser
DESKTOP-1HMOE71.CORPR... v x WMI failed. The RPC
DESKTOP-6ND4Q8O.CORP.... 172180207 V' v v v Full access
DESKTOP-7DBVA30.CORPR... 10.236.831.. V' ? Accessin g WML...
DESKTOP-7RFOK75.CORP.R... v x WMI failed. The RPC server is unavailable.

Enter any Comments and then click Start.

13. The Collection Progress window will appear. The Network Scan’s status is
detailed in the Collection Progress window. The Collection Progress window
presents the progress status of a number of scanning processes that are
undertaken.
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Scan Type Collection Progress

Active Directory
Eventlogs: Completed.

SQL Servers: Scanning for MS SQL Servers...
Additional Credentials Internet: Initializing...

External Domains DHCP: Checking rft

Network: 7 of 4160 finished.

Local Collector: Getting optional features...

Local Domains

IP Ranges
SNMP Information

VMware
Verify-and Run
 callcian Progress

™ Finish

Cancel Data Collection ‘ | Wrap ItUp

.. Collection in progress, please be patient...

(running on .NET CLR version 4.0.30319.42000)

At any time you can Cancel Data Collection which will not save any data. By
selecting Wrap It Up you can terminate the scan and generate reports using the
incomplete data collected.

Upon the completion of the scan, the Finish window will appear. The Finish
window indicates that the scan is complete and enables you to review the scan
output file’s location and the scan’s Results Summary.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools’

42



Network Detective Pro — User Guide Network Detective Pro

SE e Finish

Active Directory

e DemEhs The data collection process has been successfully ended, and file(s) with the partial data have
been generated. Please be aware that reports created from this data may have missing

i B sections or may oth contain fon as the collection process did not
Additional Credentials ot
ully finish.

External Domains
Collect the output file from
IP Ranges C:\Users\| \Desktop

SNMP Information

VMware
Verify and Run

Collection Progress

(running on .NET CLR version 4.0.30319.42000)

Click Done to close the Network Detective Data Collector window. Note the
location where the scan’s output file is stored.

Scanning a Workgroup Network

Once you run the Data Collector, the Scan Type screen will appear.

1. Select the Network Data Collector option. Click Next.

Note: You can optionally choose to run the Local Computer Data Collector,
too, to collect data from the local machine that you are using to run the network
scan.
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Scan Type
Scan Options

Scan Type

Wiy e o Select type of scan to perform

Coll - P Select one or more the collection process below to run. The amount of collectors to run will
ollection Progress atfoct e,

> Fir
=t Network Data Collector

Collect network-wide data using remote protocols. Required for Network
Assessments.

Local Computer Data Collector

Collect data on the computer. Typically, used to augment data collection when
remote protocols are not available from this computer.

Security Data Collector

[] Collect security data from the current computer perspective. Required for
security Assesments.
[ Perform Network Scan. Required for Share Permissions.

(running on .NET CLR version 4.0.30319.42000)

2. The Active Directory window will appear. Select the type of network you are
scanning: Workgroup).

E=RllEE Active Directory
Active Directory

Please enter a username and password with administrative rights to connect to the local
Domain Controller and Active Directory.
. If you are scanning a i select the options and you can enter
Scan Credentials credentials which can access the individual ions as a local admini on the next

: screen.
External Domains

If in a domain, clicking the Next button will test a connection te the local Domain Controller
and Active Directory to verify your credentials.

IP Ranges

SNMP Information
VMware I want to scan

Verify and Run O Active Directory © Workgroup (no domain)

Collection Progress
> Finish Active Directory Credentials

| Username | (FQDN\user)

= |

| Domain Centroller (IP or Hostname) |

(running on .NET CLR version 4.0.30319.42000)

3. The Scan Credentials screen will appear. Enter additional credentials which can
access the individual workstations as a local administrator.
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Important: If each workgroup PC has its own unique Admin username and
password credentials, you will need to enter each set of credentials here in order
to scan these PCs.

Then click Next.

el e Scan Credentials

Active Directory
Network scan credentials are required to perform remote Windows data collection via WMI and
Remote Registry. Use this screen to aptionally add additional credentials to be used during the
scan.

Scan Credentials

External Domains —— Network Scan Credentials

IP Ranges

SNMP Information H Ysermame

— ==

Verify-and Run
Collection Progress

™ Finish

Clear All Entries

| ¥ At least one credential is required in a workgroup environment.

(running on .NET CLR version 4.0.30319.42000) Next

4. The External Domains screen will appear. Enter the name(s) of the organization’s
External Domains. Click Next.
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&

Scan Type
Active Directory

External Domains

List external domains to be used for WHOIS, MX (mail) record detection, and Dark Web scans.

Scan Credentials

IP Ranges microsystems-msp.com

[z

SNMP Information
VI —
Vgr;ri_yand Run

Collection Progress
> Finish
Py
—

—

| Clear All Entries ‘ ‘ Import from Text File

Perform Dark Web Scan for Compromised Passwords

(running on .NET CLR version 4.0.30319.42000)

A Whois query and MX (mail) record detection will be performed on the external
domains.

Note: Perform Dark Web Scan for Compromised Passwords*: Select this
option to check the domains you enter for compromised usernames/passwords
on the dark web. This service will return the first 5 compromised passwords for
each domain specified. If any compromised credentials exist for these domains,
they will appear in your assessment reports for the Security Assessment
Module (SAM).

*To access the Dark Web Scan results, you must have a subscription to the
Security Assessment Module and you must generate Security Assessment
reports using your data. See also Dark Web Scan Summary for Security
Assessment Module.

\.

5. The IP Ranges screen will then appear. The Network Detective Data Collector will
automatically suggest an IP Range for the scan. If you do not wish to scan the
default IP Range, select it and click Clear All Entries. Use this screen to enter
additional IP Addresses or IP Ranges and click Add.
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E=tlEE IP Ranges

Active Directory
The following IP Ranges will be scanned. Use the "Reset to Default” button to reset the list to
the auto-detected ranges. The auto-detect ranges are determined from the IP Addresses and
subnet masks on the detected network cards in this machine.

Scan Credentials

External Domains
Single IP or IP Range (example: 192.168.0.0-192.168.0.255) ‘ | Add |

IP Ranges

SNMP Information
VMware
Verify-and Run
Collection Progress

™ Finish

172. 200

Clear All Entries ‘ ‘ Import from Text File | | Reset to Default

[0} Perform minimal impact scan (reduced number of threads for less network
impact but longer scan time)

(running on .NET CLR version 4.0.30319.42000)

From this screen you can also:

» Click Reset to Default to reset to the automatically suggested IP Range.

» Click Import from Text File to import a predefined list or range of
IP addresses.

Important: Scans may affect network performance. Select Perform minimal
impact scan if this is an issue.

When you have entered all IP Ranges to scan, click Next.

Confirm
You are currently about o scan 2,045 IP addresses. Large
ranges can take long periods of time to complete.
Do you wish to continue amyways?
ok | Cancel
RapidFireTools’ © 2023 RapidFire Tools, Inc. All rights reserved.
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Important: If you are scanning a large number of IP addresses, confirm that you
wish to continue.

6. The SNMP Information window will appear. Enter any additional SNMP community
strings used on the network. Click Next.

S T SNMP Information
Active Directory

SNMP community strings are used to try to determine information about devices detecte:
during the IP Range scan. Enter any additional community strings used on this network

Scan Credentials

“ Read Communi ity String

External Domains

public
IP Ranges

Clear All Entries Import from Text File Reset to Default

Advanced SNMP Options
SNMP Timeout (seconds): Use Default

[} Attempt SNMP against non-pingable devices (slower but more accurate)

(running on .NET CLR version 4.0.30319.42000)

Important: As of 9/28/2018, the Microsoft Base Security Analyzer (MBSA) has
been removed from the Data Collector. MBSA is in the process of being
deprecated by Microsoft. Microsoft no longer supports MBSA in newer versions
of Windows (i.e. v10 and Windows Server 2016). MSBA is only useful for earlier
versions of Windows (Windows 7, Windows 8, 8.1, and Windows Server 2008,
Windows Server 2008 R2, Windows 2012, and Windows 2012 R2). Follow the
steps in this guide and use the Push Deploy Tool as instructed. This will
collect information such as Patch Analysis for all Windows operating systems.

7. The optional VMware credentials window will appear. Enter the hostnames or IP
Addresses of any VMware hosts that you wish to include in the scan. Likewise enter
credentials needed to access the VMware hosts. Click Next.
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E=lES VMware
Active Directory

VMuware credentials are required for discovery of VMware hosts. Enter the VMware host server
DNS name or IP address along with VMware login credentials.

Scan Credentials

A Host 1P Add ‘ i ;
External Domains ‘ ostname ar ress [J skip connection test

[usermame \

IP Ranges

SNMP Information ‘ Password ‘ ‘ Add VMware Server

VMware
Host Connection Verified
Verify and Run

Collection Progress

™ Finish

Clear All Entries ‘ ‘ Test All Connections

(running on .NET CLR version 4.0.30319.42000)

8. The Verify and Run window will appear. Select the folder that you want to store the
scan data file in after the scan is completed. You may also change the scan’s
Output Assessment File Folder location and Basename for the scan data. The
file will be output as a .NDF file.

Scan Type Verify and Run
Active Directory

Ready to run the data collection. Select your output file location and basename. The final
file will be <folds b Zip.

Scan Credentials

Qutput A nt File

External Domains

IP Ranges Folder: ‘C:\Users\ \Desktop ‘ l:l

SNMP Information LEECLET MlINetworkDetective-20220222| ZIP

VMware

Verify and Run Launch Pre-scan Analyzer Advanced Options

Collection Progress

™ Finish

(running on .NET CLR version 4.0.30319.42000)

Tip: Use the Pre-scan Analyzer to identify and correct any configuration issues
prior to running the Network Scan. The Push Deploy tab will indicate which

RapidFireTools’ © 2023 RapidFire Tools, Inc. All rights reserved.
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assets are fully accessible for scanning to ensure a more thorough scan. Pre-
scan results and recommendations are provided at the completion of the pre-
scan.

Overview Result Summary Active Directory SQL Server Network Computers  Push Deploy

Pushing local data collectors to remote computers requires WMI, Admin$ access, and .NET 3.5 or above.

Showing: All Nodes

13 In wMmi Admin$  NETv3.5or
Address A/D Access  Access above Installed
[ sppoL.corrRAPIDRRETO.. || v/ | X | | |WMfailed TheRPCze
BROWN-WIN10.CORPRAPI... v WMI failed. The RRC se
DESKTOP-09SDFEL.CORPR... WMI failed. The RPC se
DESKTOP-1HMOE71.CORPR... WMI failed. The RPC se
DESKTOP-6ND4Q80.CORP....  172.18.0.207 Full access
DESKTOP-7DBVA30.CORPR... 10.236.83.1...
DESKTOP-7RFIK75.CORPR...

Computer Status

ICEENY
KoLK XX
\

\

WMI failed. The RPC server is unavailable.

Enter any Comments and then click Start.

9. The Collection Progress window will appear. The Network Scan’s status is
detailed in the Collection Progress window. The Collection Progress window
presents the progress status of a number of scanning processes that are
undertaken.

Scan Type
Active Directory

Scan Credentials
External Domains
1P Ranges

SNMP Information

Collection Progress

Eventlogs:
SQL Servers:
Internet:

Network:
Local Collector:

Completed.

Scanning for MS SQL Servers...

Initializing...

Checking rft-dc02.corp.rapidfiretools.com...
7 of 4160 finished.

Getting optional features...

VMware
Verify-and Run

> Finish

Cancel Data Collection ‘ |

Wrap It Up

. Collection in progress, please be patient...

(running on .NET CLR version 4.0.30319.42000)

At any time you can Cancel Data Collection which will not save any data. By
selecting Wrap It Up you can terminate the scan and generate reports using the
incomplete data collected.
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Upon the completion of the scan, the Finish window will appear. The Finish
window indicates that the scan is complete and enables you to review the scan
output file’s location and the scan’s Results Summary.

S e Finish
Active Directory

The data collection process has been successfully ended, and file(s) with the partial data have
been generated. Please be aware that reports created from this data may have missing
may otherwise contain incomplete information as the collection process did not

Local Domains

Additional Credentials

sectio
Fully finish.

External Domains
Collect the output file from
IP Ranges C:\Users\. \Desktop

SNMP Information

VMwa: re
Verjf;and Run

QaTIectian Progress

(running on .NET CLR version 4.0.30319.42000)

Click Done to close the Network Detective Data Collector window. Note the
location where the scan’s output file is stored.

Step 5 — Use the Push Deploy Tool to Collect Remaining
Data

The Push Deploy Tool performs a localized scan on each workstation on the
target network. Perform this required step to gather maximum data for the most
detailed reports.

Download and run the Push Deploy Tool on a PC on the target network. Use it to perform
local data scans on all computers.

1. Visit the RapidFire Tools software download website at
https://www.rapidfiretools.com/ndpro-downloads/ and download the Push Deploy
Tool.

2. Unzip the files onto a USB drive or directly onto any machine on the target network.

RapidFireTools’ © 2023 RapidFire Tools, Inc. All rights reserved.
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3. From within the unzipped folder, run the NetworkDetectivePushDeployTool.exe
executable program as an Administrator (right click>Run as administrator).

E@ MetworkDetectiveDataCollectorMoRun
(<] MetworkDetectivePushDeployTg
|| MetworkDetectivePushDeployTc
%] Utility.dll

Open

Run as admimistrator

Troubleshoot compatil

10/31/2017 2:03

Important: For the most comprehensive scan, you MUST run the Push
Deploy Tool as an ADMINISTRATOR.

The Push Deploy Tool Settings and Configuration window will appear.

Q NetworkDetective Push Deploy Tool - v20.1105

+ Settings and C¢

Settings and Configuration

Scan Settings

Storage Folder: [C:\Users jwadmin\Desktop\NetworkDDetective PushDeployTool

Change Folder Open Folder

Scan Type: Computer Scan [ Securty Scan
[ HPAAGuck  [] HIPAA Deep
[ PCI Quick [ PCI Deen
[JBORSeen  [] PllScan

Usemame may contain a backslash f you wish to also

speciy a domain
here. entered here are not checked unti a collection is ntiated.

| TEST jwadmin fcure ot user)

Gonnector Settings (optional)

Add

Add Curent User  Clear Al

Connector ID: |

Verfy Connector ID

[ A Proxy Server is Required to Access the Intemet

4. Setthe Storage Folder location and select the Computer Scan option.

For your convenience, create a shared network folder to centralize and
store all scan results data files created by the Push Deploy Tool. Then

reference this folder in the Storage Folder field to enable the local computer
scan data files to be stored in this central location.

If additional credentials are required, type in the administrator level Username and

Password necessary to access the local computers on the network to be scanned.
Then click Add.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Important: For the Push Deploy Tool to push local scans to computers
throughout the network, ensure that the following prerequisites are met:

* Ensure that the Windows Management Instrumentation (WMI) service is
running and able to be managed remotely on the computers that you wish to
scan. Sometimes Windows Firewall blocks Remote Management of WMI, so
this service may need to be allowed to operate through the Firewall.

* Admin$ must be present on the computers you wish to scan, and be
accessible with the login credentials you provide for the scan. Push/Deploy
relies on using the Admin$ share to copy and run the data collector locally.

* File and printer sharing must be enabled on the computers you wish to
scan.

* For Workgroup based networks, the Administrator credentials for all
workstations and servers that are to be scanned are recommended to be
the same. In cases where a Workgroup-based network does not have a one set
of Administrator credentials for all machines to be scanned, use the Add option
to add all of the Administrator credentials for the Workgroup. Multiple sets of
Administrator credentials will be listed in the Credentials box.

5. Click Next after you have configured the Push Deploy Tool.

6. The Computers and Status window will appear. From here you can:
« Add a Single Computer to be scanned
e Add (computers) from File that are to be scanned
» Add (computers) from IP Range that are to be scanned

+ Or Save Computers to File in order to export a list of computers to be

© 2023 RapidFire Tools, Inc. All rights reserved.
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scanned again in future assessments

@ NetworkDetective Push Deploy Tool =RIEE— X
« Settings and Computers and Status
¥ Computers and Status When you are ready to being data collection. cick the "unpause” buton. This wil inmediately commence dta callection. You may add or mana
‘the local data collectorto interactivaly
[7dd Sngle Computer]  [Addfrom file]  [Addfrom P fiange]  Save Computersto Fie Show: (Al
NET35
p— P ML [0 e
installed
Total Computers: 0, Remaining: 0, Successhu: . Faled: 0
<Back Next > Cancel

7. When you have input the IP address range into the IP Range window, select the OK
button.

After one or more of the above-mentioned methods have been used to define the
computer IP addresses to be scanned, the computer names and |IP addresses will
be listed in the Computers and Status window.

8. Startthe scan either by selecting the “unpause” button in the Computer and
Status window, or, by selecting the Next button in the Computer and Status
window and the scan will be initiated. The status of each computer’s scan activity
will be highlighted within the Computers and Status window as presented below.

@ NetworkDetective Push Deploy Tool - oiEN

" Settings and Configuration Computers and Status

¥ Computers and S1atus ﬁ When you are ready o being data cobection, cick the "urpause” button. This 2
> 1 Figh-chck on  conpute o 23oncl paons

fddGegle Corguter  AddfiomFle  AddbomiPRange S

adming | NELIS | pie Data
Access | 245 | Exiracted Collec

slE

Compote Ao M

A NN NN |
S NN NN
S R O NN NN
UL
S R O NN N NN

Total Computers: 202, Remairing 0, Successiuk 21, Faled 131
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Network Detective Pro

Upon the completion of all of the scheduled scans, the scan data collected is stored
within the Storage Location folder presented in the Collected Data Files window

of the Push Deploy Tool.

9. To verify the inclusion of the scan data produced by the Push Deploy Tool within
your assessment, select the Next button within the Push Deploy Tool. The
Collected Data Files window will be displayed.

@ NetworkDetective Push Deploy Tool

v Settings and Configuration Collected Data Files

Right chck. opt Jected

stocsge foldes, not

Cument Storage Foider: | C:\download\Network DetectivePushD eployT ool

Open Foider

Filename: File Date

110316 844:26 PM

1170316 84300 PM

/0316 84224 PM
1170316 306:42PM
11/0316 84257 PM
/036 84149 PM

B ovsesow
“ap 6844

|||||
aaaaa

On Finish: (¥ ZpDataFies | Ugload via Cornector [ Archive Scan Fi

s ] Open Storage Folder

10. To review or access the files produced by the Push Deploy Tool’s scans, select
the On Finish: Open Storage Folder option in the Collected Data Files window.

Then click Finish.

MORE INFO:

Detective.

The Push Deploy Tool pushes the local data collector to machines in a
specified range and saves the scan files to a specified directory (which can
also be a network share). The benefit of the tool is that a local scan can be run
simultaneously on each computer from a centralized location.

The output files (.ZIP, files) from the local scans can be stored on a USB drive
and taken off site to be imported into the active assessment within Network

After all of the Computer Scans are complete, the next phase in the process is to
import the scan data files produced by the Computer Scan into the current

assessment.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Step 6 — Import Scans into Network Detective Pro App

The Push Deploy Tool performs a localized scan on each workstation on the
target network. Perform this required step to gather maximum data for the most
detailed reports.

Make sure you can access all of the scan data files from the PC on the MSP network
where you have Network Detective Pro installed. Then, import the data collected by the
Data Collector into the assessment.

1. Click Import Scan File on the Scans bar in the Network Detective Assessment
window.

V r Scans #* Import Scan File '____ Inttiate: Extemal Scan ‘- Download Scans

Scanis) 0 Files

The Select the Scan Results window will be displayed.

(@) Network Detective Wizard =5

Select the Scan Results

Select the resulting scan file orfiles. Muttiple scan files or compressed anchives can be selected in the file browser.
Use CTRL-Click or SHIFT-Click to select multiple files.

I you do not have a results file from @ network scan, please download the Data Collector and complete a scan first.

Net | [ Cancel

© 2023 RapidFire Tools, Inc. All rights reserved.
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2. Click Browse in the Scan Results window and select all data file(s) that you wish to
import.

3. Click Open button to import the scan data. Then click Next.
An archived copy of the scan will be created in the Network data directory. You can
access this at % APPDATA%\NetworkDetective\ on your PC. Click Finish.

i. If prompted, use the Network Detective Pro Merger to merge the data file(s)
into the assessment. Select the Domain into which the file will be merged.
Click Merge Now.

MNetwork Detective Merger - O X
Files from the Computer Data Collector {.CDF) need to be merged with the original Network Detective data file (. NDF) before genersting a report
In order to merge individual computers, you will need to specify a domain or workgroup for each CDF file.

Custom Domain: ‘ {aptional)
“Select CUSTOM in the dropdown list under "Merge Into™ to use the Custom Domain
Refresh
Computer Local Domain/Workgroup 0s Run Date Menge Into A
DAEDALUS CORP. C..|Windows 10 Ent... [8/27/20174:4305PM | ComMyCocom |~ |
Windows 10 Ent... |10/12/2017 2:39-08 PM T T =
DAMION CORP. C.. |Windows 10 Pro | 10/12/2017 2:56:35 PM [Use Workgroup] ~
DC CORP. C... |Windows Server ... | 10/2/2017 4:24:03 PM [Use Workgroup] ~
DC CORP. C... |Windows Server ... |8/21/2017 1.54:00 PM [Use Workgroup] ~
DESKTOP CORP. C.. |Windows 10 Ent... |9/27/2017 4:46:44 PM [Use Workgroup] ~
DESKTOP CORP. C.. Windows 10 Pro | 10/12/2017 2:31:42 PM [Use Workgroup] ~
DESKTOP CORP. C... |Windows 10 Pro 1041272017 2:44:44 PM [Use Workgroup] ~
DESKTOP CORP. C.. |Windows 10 Pro | 9/27/2017 4:41:58 PM [Use Workgroup] ~
DEV CORP. C... |Windows 10 Pro 1041272017 2:43:44 PM [Use Workgroup] ~
DEVILS CORP. C.. |Windows 10 Pro | 10/12/2017 3:03:47 PM [Use Workgroup] ™
Menge Now Cloge

The Scans bar will be updated with the imported scan files.

Once all of the scan data is imported into the Assessment, the assessment’s Checklist
will indicate that the Reports are ready to be generated.
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P

Reports
Ready

O

Step 7 — Run Dark Web Scan (Optional)

In this step, you can optionally perform a Dark Web Scan to detect compromised
credentials as part of your Network Assessment. This is a separate process from using
the Dark Web Scan available in the data collector. You must subscribe to Dark Web ID to

use this feature. Here's how it works:

1. Be sure you have completed a network scan and uploaded the results to

Network Detective Pro.

. Enable the Dark Web ID Integration from Preferences > Integrations > Dark Web

ID. This first requires creating a support ticket with Kaseya support and the Dark

Web ID Team to enable APl access.

See also "Set Up Full Dark Web ID Integration" on page 270.

Preferences
Report Defaults Reporter Email Groups  lssue Overides  Integrations
Dark Web ID  |TGlue Datto Unified Continuity
Enable Dark Web ID Integration

Dark Web 1D Usemame: @rapidfiretools.com

Dark Web 1D Password:

SRR ARRRIRRIENMSY

Test Connection

© 2023 RapidFire Tools, Inc. All rights reserved.
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Network Detective Pro

3. Click the Run Dark Web Scan button from the Scans bar. The scan will present a

confirmation when complete.

e inaccessible). you should run

Refresh Checklist ~ Printed Checklist

W Comesdsens 1, RnDak e son  ffmm—

4. You can then generate the Dark Web ID Scan Summary report.

Reports

IR

L Layet L0 LAaayiaiil TRl LU IVILTLSINL VIS | viSUs )
[CJLayer 2-3 Detail Report (docx)
[JLayer 2-3 Detail Excel Export (xdsx)
[JLayer 2-3 Diagram (1)
[CJConsolidated Risk Report (.docx)
[CJConsolidated Risk Excel (xsx)
[[]Consolidated Management Plan ( docx)
[(JClient Health Report ( docx)

= M Infographics
] Dark Web ID Scan Summary (.docx)
[CJExecutive Summary (docx)
[[JOutdated Malware Definitions Summary (. docx)

Active Assessment - Ready to Generate w I 61%

Available

RapidFireTools’
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Step 8 — Generate Network Assessment Reports

7

Note: This step is NOT performed at the client site or network. Network Detective Pro
should be installed on your workstations or laptop. Install Network Detective Pro from
https://www.rapidfiretools.com/ndpro-downloads/ if you have not already done so. To
generate the reports for your Network Assessment, follow the steps below:

1. Run Network Detective Pro and log in with your credentials.

2. Then select the Site, go to the Active Assessment, and then select the Reports
link to the center of the Assessment Window in order select the reports you want
to generate.

Al Reports ~| 3% Avalable 3 Available Reports 113 Unavailable Reports

SQL Server
Standard Reports|

3. Selectthe Create Reports button and follow the prompts to generate the reports
you selected.

4. Atthe end of the report generation process, the generated reports will be made
available for you to open and review.

Network Assessment Reports

The Network Assessment allows you to generate the following reports:

Standard Reports

Report Name Description

Asset Detail Report For each network scan, this report provides detailed information
on each of the individual assets discovered by Network
Detective. The report is ideal for cataloging and documenting the
complete settings and configurations for individual workstations
and servers.

BDR Needs Analysis | An analysis of the backup needs for servers, workstations, and
cloud applications on the network.

BDR PowerPoint PowerPoint presentation showing a summary of the backup

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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Report Name Description

needs for servers, workstations, and cloud applications on the
network.

Client Health Report The Client Health Report details the overall risk to the
assessment environment. The Health Score represents the
number of issues detected. An ideal environment would have a
Health Score of 0 (indicating no risks found). The higher the
score, the more likely a security, availability, or performance
related incident will occur. Unresolved issues are detailed item by
item and are organized by risk score.

Client Risk Report This is the "money" report for you. The report presents your client
with a summary of their overall risk score based on your scan,
along with simple charts to show the problem areas. Each
problem area represents an opportunity for you to present a
proposed solution and pitch your services. The purpose of this
report is for you to use as a "discussion document" to aid you in
having a conversation with your customer about the specific risk
areas you found, what they mean, and how you can help. Keep
the Full Network Assessment in your hip pocket, and pull it out
when your prospective new client asks how you came up with

your findings!
Computer Security The Computer Security Report Card assesses individual
Report Card computers at a high level based on various security criteria. The

report card should be viewed as a relative measure as to how
well a computer complies with security best practices. There may
be specific reasons or compensating controls that may make it
unnecessary to achieve an "A" in all categories to be considered
secure. Devices discovered on the network are assigned an
overall score, as well as a specific score for each of the
assessment categories detailed below. The scores are
represented as color-coded letter grades (‘A' through 'F").

Consolidated The Management Plan ranks individual issues based upon their
Management Plan potential risk to the network while providing guidance on which
issues to address by priority. Fixing issues with lower Risk
Scores will not lower the Overall Risk Score, but will reduce the
global Issue Score. To mitigate global risk and improve the health
of the network, address issues with higher Risk Scores first.

Consolidated Risk We also give you the output of the Consolidated Risk Report and

© 2023 RapidFire Tools, Inc. All rights reserved.
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Report Name Description

Excel export itinto an Excel file format.

Consolidated Risk The Consolidated Risk Report aggregates risk analysis from
Report multiple assessments performed on the network, providing you
with both a Consolidated Risk Score and a high-level overview of
the health and security of the network. The report details the scan
tasks undertaken to discover security issues. In addition to the
overall Consolidated Risk Score, the report also presents
separate risk scores for all IT assessments (Network, Security,
Exchange, SQL Server) and compliance assessments (HIPAA
and PCI) performed on the network environment. This includes a
summary of individual issues, as well as their severity and
weighting within the risk analysis. At the end of the report, you
can find a summary of the assets discovered on the network, in
addition to other useful information organized by assessment

type.
Datto BDR Needs An analysis of the backup needs for servers, workstations, and
Analysis cloud applications on the network.

Datto BDR Powerpoint | PowerPoint presentation showing a summary of the backup
needs for servers, workstations, and cloud applications on the

network.
Datto Unified This report details the status of your Datto BCDR, Cloud
Continuity Report Continuity for PCs, Datto Continuity for Microsoft Azure, and

SaaS Protection accounts.

Excel Export We also give you the ability to output all of the assets and
configurations uncovered by our scan, and export it into an Excel
file format. Once in Excel, you'll be able to take the data and
import it into your favorite Service Desk or PSA system, or simply
create your own custom sorts, analyses, reports and graphs
inside of Excel. Add columns of new data such as location info,
emergency phone numbers, and customer instructions to make
this report even more valuable.

Full Detail Report This report provides comprehensive documentation of the
current configuration and use of the network. The report shows
assets in high-level views, allowing you to easily get an overall
assessment of the entire network. Discovered issues are
highlighted, making it easy to spot individual problems.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Report Name Description

IT SWOT Analysis Embellish your IT assessments with site photos, policies, and
additional information you collect from client interviews & on-site
inspections. The Network Detective In-Form tool is included with
all Module subscriptions. Use it to create IT check-lists,
questionnaires, and IT SWOT Analyses.

Layer 2-3 Detail Excel | This Excel report show systems that were able to be accessed
Export via SNMP and those that were not able to be accessed. Not all
computers need to be accessible via SNMP, but all primary
network devices should be to get the best complete picture. The
report requires detection of at least one Layer 2/3 device (i.e., a
router or a switch).

Layer 2-3 Detail Report | This Report report show systems that were able to be accessed
via SNMP and those that were not able to be accessed. Not all
computers need to be accessible via SNMP, but all primary
network devices should be to get the best complete picture. The
report requires detection of at least one Layer 2/3 device (i.e., a
router or a switch).

Layer 2-3 Diagram (.tif) | This .tifimage helps you visualize all assets discovered on the
network that were accessible through Layer 2/3 discovery.

Layer 2-3 Diagram This Visio file helps you visualize all assets discovered on the
Export to Microsoft network that were accessible through Layer 2/3 discovery.
Visio Specifically, you can export the Layer 2-3 Diagram to Visio,

Microsoft's diagramming software. This allows you to access the
diagram in the Visio app.

Layer 2-3 Diagram This Word doc helps you visualize all assets discovered on the
Report network that were accessible through Layer 2/3 discovery.
Specifically, it breaks down the graphic into several "zones" or
sub-graphics that make larger networks easier to visualize piece
by piece.

Network Assessment | Everyone knows that a computer network is a dynamic

Change Report environment and as such is constantly changing. And a Network
Assessment is only a snapshot of the network status at the time
the assessment is run. That's why we include a valuable Network
Assessment Comparison Report. Every time you run an
assessment on a given network, the software generates a unique
encrypted data file containing all the findings. Network Detective
allows you to generate a report that compares the results of any
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Report Name Description

two network scans, and highlights everything that has changed.

Network Assessment
PowerPoint

PowerPoint presentation showing details of the environment
scanned, risk and issue score, issue overview, and next steps.

Network Management
Plan

This report will help prioritize issues based on the issue's risk
score. A listing of all affected computers, users, or sub-systems
is provided along with recommended actions.

Response Report

Response Reports can be generated from any InForm form.
These reports allow you to present data entered into InForm from
the pre-built forms or from your own forms.

Site Diagram

Once you sign up for Network Detective and run a scan, you'll
have the option to generate a site diagram which breaks down
and categorizes all of the assets available on the network. The
schematic shows the basic network structure, with convenient
drill downs into each group of like workstations. Each device is
annotated with important identifying configuration information
and is color-coded based on its status.

Site Diagrams Export
to Microsoft Visio

You have the option to export the Site Diagram to Visio,
Microsoft's diagramming software. This allows you to access the
site network diagram in the Visio app.

Windows Patch
Assurance Change
Report

The Windows Patch Assurance Change Report uses scan data
from both the previous assessment and the current assessment
to help verify the effectiveness of the client’s patch management
program over time. The Summary section provides a high-level
overview of missing security updates and service packs across
the entire network. After the Summary, you can find more
detailed missing patch information for each individual
workstation. Use this information to apply critical patches to
reduce the overall security risk to the network.

Windows Patch
Assurance Report

The Windows Patch Assurance Report helps verify the
effectiveness of the client's patch management program. The
report uses scan data to detail which patches are missing on the
network. The Summary section provides a high-level overview of
missing security updates and service packs across the entire
network. After the Summary, you can find more detailed missing
patch information for each individual workstation. Use this
information to apply critical patches to reduce the overall security
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Report Name Description

risk to the network.

Windows Service
Account Report

This report details the Windows Service Accounts discovered in
the target environment.

Infographics

Compliance Baseline
Assessment Summary

This report provides a summary of baseline compliance for the
site (requires Compliance Manager GRC subscription). The
report details the current level of coverage in each rapid
baselines assessment for each standard and variant, allowing
readers to quickly understand where future planning is required.

Dark Web ID Summary

This visual report adds dark web monitoring to your assessment
report. The presence of compromised account credentials
represents a huge risk to the operations of your business. The
longer a credential remains compromised, the higher the chance
that sensitive information has been leaked to a threat.

Executive Summary

This report provides a holistic risk assessment of systems
present on the network and summarizes actionable issues into 9
categories. This allows readers to quickly understand where
immediate action is required.

Outdated Malware
Definitions Summary

This visual report report adds malware definition monitoring to
your assessment report. Up to date anti-spyware and antivirus
definitions are required to properly prevent the spread of
malicious software

Outdated Operating
System Summary

This visual report adds operating system (OS) monitoring to your
assessment report. Unsupported OSes no longer receive vital
security patches and present an inherent risk.

Server Aging The age of hardware in your environment can directly affect your
Infographic Report availability and performance. As hardware gets older, the risk of
failure increases. During our assessment of your environment,
we analyzed the age of servers in the environment.
RapidFireTools © 2023 RapidFire Tools, Inc. All rights reserved.
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Change Reports

Baseline Client Health | The report shows how the Health Score has changed between
Report the updated and previous assessment. Likewise, the report
contains a list of Resolved Issues between the current and
previous assessment organized by risk severity.

Baseline Client Risk This report details the Risk Score for both the current and
Report previous assessment. At the same time, the report breaks down
each issue and conveys whether the issue is increasing or
decreasing in risk level. For example, are your computers
missing more or fewer security patches since the previous
assessment? This report will tell you.

Baseline Network The Baseline Network Management Plan compares the results of
Management Plan a previous assessment with the latest assessment. ltems that
have been fixed or remediated are crossed out.

Full Detail Change A computer network is a dynamic environment and as such is
Report constantly changing. While the Network Assessment Full Detail
report is a snapshot of the network status at the time the
assessment is run, the Network Assessment Change report
focuses on only the add, removes, and changes in the network.

Quarterly Business This report compares one time period to a previous one forming
Review Report the basis for a Quarterly Business Review centered on changes
and overall trending rather than detailed documentation and
asset discovery.
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Performing a Security Assessment

Security Assessment Overview

The Security Assessment Module allows you to deliver IT security assessment services
to your client—even if you aren't an IT security expert. Just run the installation-free
scanning tool, import the scan results into our proprietary risk analyzer, customize the
reports with your own company name and branding elements, and run the reports. The
Security Assessment Module has many uses for your MSP, including:

» Generate executive-level reports that include a proprietary Security Risk Score and
Data Breach Liability Report along with summary charts, graphs and an explanation
of the risks found in the security scans.

« |dentify network "share" permissions by user and computer. Provide
comprehensive lists of all network shares, detailing which users and groups have
access to which devices and files, and what level of access they have.

» Catalog external vulnerabilities including security holes, warnings, and
informational items that can help you make better network security decisions. This
is an essential item for many standard security compliance reports.

» Methodically analyze login history from the security event logs. The report uses
mathematical modeling and proprietary pattern recognition to highlight potential
unauthorized users who log into machines they normally do not access and at times
they normally do not log in.

What You Will Need

Security Assessment

Component

Description

Network Detective
Pro

The Network Detective Pro Application and Reporting Tool guides you
through the assessment process from beginning to end. You use it to create
sites and assessment projects, configure and use appliances, import scan
data, and generate reports. The Network Detective Pro Application is
installed on your workstations/laptops; it is not intended to be installed on
your client or prospect sites.

Security Assessment
Data Collector

The Network Detective Security Assessment Data Collector (SADC) is a
windows application that performs the data collections for the Security
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Security Assessment Beserniption

Component

Assessment Module.

Push Deploy Tool The Network Detective Push-Deploy Tool pushes the local data collector to
machines in a specified range and saves the scan files to a specified
directory (which can also be a network share). The benefit of the tool is that
a local scan can be run simultaneously on each computer from a
centralized location.
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1.

Network Prerequisites for Network Detective Pro
Scans

For a successful network scan:

ENSURE ALL NETWORK ENDPOINTS ARE TURNED ON THROUGHOUT THE DURATION OF
THE SCAN. This includes PCs and servers. The scan can last several hours.

CONFIGURE THE TARGET NETWORK TO ALLOW FOR SUCCESSFUL SCANS ON ALL
NETWORK ENDPOINTS. See Pre-Scan Network Configuration Checklist for
configuration guidance for both Windows Active Directory and Workgroup
environments.

GATHER THE INFORMATION BELOW TO CONFIGURE YOUR SCANS FOR THE CLIENT
SITE. Work with the project Technician and/or your IT admin on site to collect the
following:

Admin network credentials that have rights to use WMI, ADMINS, and File
and Printer Sharing on the target network.

Internal IP range information to be used when performing internal scans.

Note: Network Detective Pro will automatically suggest an IP range to
scan on the network. However, you may wish to override this or exclude
certain IP addresses.

External IP addresses for the organisation to be used when setting up
External Vulnerability Scans.

Network Detective User Credentials

For Windows Active Directory environments, you will need admin credentials
to connect to the Domain Controller, as well as the name/IP address of the
domain controller.

For Windows Workgroup network environments, a list of the Computers to
be included in the Assessment and the Local Admin Credentials for each
computer.
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Follow these steps to perform a Security Assessment.

Step 1 — Download and Install the Network Detective Pro
Application

Go to https://www.rapidfiretools.com/ndpro-downloads/ to download and install the
Network Detective Pro application on a PC on the MSP network. Then run
Network Detective Pro and log in with your credentials.

Step 2 — Create a New Site

To create a new site:

1. Open the Network Detective Pro Application and log in with your credentials.

2. Click New Site to create a new Site for your assessment project.

(=] Network Detective Pro - v4.0.1293

f "=

InForm Appliances Connector Reporter

HOME

3. Enter a Site Name and click OK.

z [ oo
Mew Site |

All Metwork Detective assessments are organized into Stes. Aste canbe a
physical location ar a logical grouping, such as a customer.

Site Mame:

Customer A - Assessment

Ok || Cancel
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Step 3 — Start a Security Assessment

1.

Network Detective Pro

From within the Site Window, select the Start button that is located on the far right

side of the window to start the Assessment.

BExort

V' Customer A - Assessment
Press the Start buiton to start a new Assessment Project Start

Next, select the Security Assessment option presented.

01 Metwork Detective Wizard

Select Assessment Type

\What type of assessments are you performing at this site? (Check all that apply)

(@) |T Assessments:

[] Metwork Assessmert {Domain)
[] Metwork Assessmert (Workgroup)
[] Security Assessment (Workgroup)

[] Exchange Assessment
1501 Semer &

erm et

Then follow the prompts presented in the Network Detective Wizard to start the

new Assessment.

Once the new Security Assessment is started, a “Checklist” is displayed in the
Assessment Window presenting the “Required” and “Optional” steps that are to
be performed during the assessment process. Below is the Checklist for a

Security Assessment.

I\, Customer EFG / Edt St Assessments | Repots | Expot | Explore Data

Assessment-20180525

0% Complete 0 Complcte €]} Requied (1) Optional  Created 5/25/2018 124258 PM  Updated 7/13/20183:30PM  Previous Project: Select

Security Assessment (Domain) 0% Complete 0 Complete @) Required (1) Optional  Created 5/25/2018 12:42PM  Modified 7/13/2018 3:30 PM
v
2 —
Initiate External Run Network Run Network
Vulnerability tective Data Detective Data
Sean Collector Collector Reports
{NDDC) with the {NDDC) with the Not Ready
Security Data Security Data
1 2] 3]

® Run Network Detective Data Collector (NDDC) with the ity Data Ci Scan option

Runthe Securty Data Collector with ‘Perform Network Scan’ option checked on the Domain Cortroller f possble). a computer joined ta the Domain f the Domain
Controller is not available, or from any workstation on the network. The data collector should be run with Administrative privieges
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3. Complete the required Checklist ltems and use the Refresh Checklist feature to
guide you through the assessment process at each step until completion.

You may also print a copy of the Checklist for reference purposes by using the

Printed Checklist feature.

Refresh Checklist Printed Chechdlist

Step 4 — Initiate External Vulnerability Scan

Important: You must ensure that no other Network Detective or Compliance Manager
products are being used to perform an External Vulnerability Scan on the same
external IP Address range at the same time. Allow at least several hours between
repeat external vulnerability scans. Scheduling external scans at the same time will
result in reports with missing or incomplete data.

\

Select Initiate External Scan button to start an External Vulnerability Scan.

% Customer A pssessmerts | Repors | Ewpot | Esplore Data
Assessment-20160216
0% Complete 0 Complete @) Required (1) Optional  Created 1/15/2015  Updated 2/16/2016  Previous Project: Select

Security Assessment (Domain)  0°: Complet= 0 Complete e Required 1) Optional Created 2/16/2016

A ==

Reports
Not Ready

Collector
(NDDC]) with the
Security Data

Modified 2/16/2016

® Run D ive Data Ci

Controller is net available. or from any workstation on the network. The data collector should be run with Administrative privileges.

(NDDC) with the Security Data Collector - Network Scan option
Run the Security Data Collector with "Perform Network Scan’ option checked on the Domain Cortroller (f possible), a computer joined to the Domain if the Domain

*1/ Initiate Appliancs Scan

N "% Scans & impot Scan Fle . itiste Bemal Scan

Scan(s) Exand Al 0 Files

¥ Download Scans

Enter the range of IP addresses you would like to scan. You may enter up to 64

external addresses.
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Initiate External Vulnerability Scan

Schedule an extemal vulnerability scan. Once the scan is complete, you can use the result to augment the Clisnt Risk and
Detail Report, as well as running specialized vulnerability reports. Enter a descriptive label for the scan to help identify the
scan {.e.. Customer ABC Scan’). You may enter up to 64 addresses.

Add
| Remove |

Email me upon completion at: | oox@rapidfiretools.com

[] Save settings for this site

Select Add to add a range of external IP addresses to the scan. If you do not know the
external range, you can use websites such as whatismyip.com to determine the external
IP address of a customer.

If only a single IF Address is wanted, leave the Ending IP Address blank.

Starting IP Address: ||

Ending IP Address: |

Add || Cancel

Enter the IP range for the scan. For just one address, enter the same value for the
Starting and Ending IP Address.
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You can initiate the External Vulnerability Scan before visiting the client’s site to perform
the data collection. This way, the External Scan data should be available when you are
ready to generate the client’s reports.

Initiate External Vulnerability Scan

Schedule an extemal vulnerability scan. Once the scan is complete, you can use the result to augment the Client Risk and
Detail Report, as well as running specialized vulnerability reports. Enter a descriptive label for the scan to help identify the
scan (.., Customer ABC Scan’). You may enter up to 16 addresses.

Email me upon completion at: | sao00c@rapidfiretools.com

[[] Save settings for this ste
Your scan should be completed in approximately 2 hour(s).

In the Initiate External Vulnerability Scan window, enter an email address to be notified
when the scan is completed.

Click Next to send the request to the servers that will perform the scan.

Scans can take several hours to complete. You will receive an e-mail when the External
Vulnerability Scan is complete.

Next, select the Refresh Checklist option to update the status of the External
Vulnerability Scan that is listed under the Scans bar.

1) Initiate External Vulnerability Scan Refresh Checklist

Extemal vuinerability scan wil enhance reports by performing a remote scan looking for common vuinerabiliies. The scan is optional and can be inftiated from the:
Netwark Detective Application. Please note that the scan make take several hours to complete
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The Assessment Window and associated Scans listed under the Scans bar at the
bottom of the Assessment Window will be updated to reflect the External Vulnerability
Scan has been initiated and its completion is pending.

Refer to the Scans list within the Assessment Window detailed in the figure below.

A f Scans & Import Scan File 1 ., Initiate Bxtemal Scan
Scan(s) Ewpand Al 1 Files 02/16/2016 - 02/16/2016
~ External Vulnerability Scans 1 Files 02/16/2016 - 02/16/2016
o vul

The scan’s pending status of “0 of 1 complete” will be updated to “Completed” once
the scan is completed. An email message stating that “the scan is complete” will also be
sent to the person’s email address that was specified when the scan was set up to be
performed.

Upon the scan’s completion, note that the External Vulnerability Scan with its
“Completed” status will be listed as an imported scan under the Scans bar at the bottom
of the Assessment Window as presented below.

A T Scans & Import Scan File " _, Initiste Extemal Scan
Scan(s) Exand All 1 Fles 02/16/2016 - 0271672016
~ External Vulnerability Scans 1 Files 02/16/2016 - 02/16/2016
Q vul

Step 5 — Perform Security Scan Data Collection

Download and run the Network Detective Pro Data Collector on a PC on the target
network. Use the Data Collector to scan the target network.

1. Visit the RapidFire Tools software download website at

https://www.rapidfiretools.com/ndpro-downloads/ and download the Network
Detective Data Collector.

2. Runthe Network Detective Data Collector executable program as an
Administrator (right click>Run as administrator).

© 2023 RapidFire Tools, Inc. All rights reserved.
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{7 ExampleDataCollecter (1) 10/11

&) DataCollector (2) Open

E@ DataCollector (3) $ Run as administrator
Q MetworkDetectivePush Troublethoot compati
¢ ND Sample Site Pin to Start

Important: For the most comprehensive scan, you MUST run the data
collector as an ADMINISTRATOR.

3. Unzip the files into a temporary location. The Network Detective Data Collector’s
self-extracting ZIP file does not install itself on the client computer.

4. The Network Detective Data Collector Scan Type window will appear.

Configure the network scan using the wizard.

» Look here if you are "Performing a Security Assessment" on page 67

» Look here if you are "Scanning a Workgroup Network" on page 83

Select the Security Data Collector and Perform Network Scan options. Click
Next.

&

S Scan Type

Scan Options

Verify and Run

Collection Progress
™ Finish

Select type of scan to perform

Select one or more the collection process below to run. The amount of collectors to run will
affect run-time.

Network Data Collector

[C] Collect network-wide data using remote protocols. Required for Network
Assessments.

Local Computer Data Collector (required with Security Data Collection)

Collect data on the computer. Typically, used to augment data collection when

remote protocols are not available from this computer.

Security Data Collector

Collect security data from the current computer perspective. Required for
security Assesments.

Perform Network Scan. Required for Share Permissions.

(running on .NET CLR version 2.0.50727.9151)
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1. The Active Directory window will appear. Select the type of network you are
scanning (Active Directory domain).

Scan Type

Active Directory

Local Domains
Additional Credentials
IP Ranges

User Control Tests
File Scanner

Verify and Run
Collection Progress

™ Finish

Active Directory

Please enter a usemname and password with administrative rights to connect to the local
Domain Controller and Active Directery.

If you are scanning a i select the options and you can enter
credentials which can access the individual ions as a local admini on the next

screen.

If in a domaiin, clicking the Next button will test a connection to the local Domain Controller
and Active Directory to verify your credentials.

I want to scan
@ Active Directory & Workgroup {no domain)

Active Directory Credentials

‘wrp. ‘ (FQDN\user)

[172 |

(running on .NET CLR version 2.0.50727.9151)

2. Next enter the network's Fully Qualified Domain Name along with a username
and password with administrative rights to connect to the local Domain Controller
and Active Directory.

[ Note: For example: corp.yourprospect.com\username.

3. Enterthe name or IP address of the domain controller.

Click Next to test a connection to the local Domain Controller and Active Directory
to verify your credentials.

5. The Local Domains window will appear. Select the Domains to scan. Choose
whether to scan all domains or only specific domains and OUs. Click Next.

RapidFireTools’
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EHIVEE Local Domains

Active Directory
Below is a list of the detected domains in the current forest of the Active Directory.

Local Domains
Additional Credentials @ Gather information for ALL the domains detected.

IP Ranges O Gather information for only the domains selected below.

User Control Tests w

File Scanner
Verify and Run
Collection Progress

> Finish

Expand All  Collapse All  Expand Selected  Advanced Tree View

(running on .NET CLR version 2.0.50727.9151)

Confirm your selections if you opt to scan only specific Domains and OUs. Click OK.

6. The Additional Credentials screen will appear. Enter any additional credentials to
be used during the scan using the fully qualified domain name. For example:
corp.yourprospect.com\username. Click Next.

E=HVEE Additional Credentials

Active Directory
Network scan credentials are required to perform remote Windows data collection via WMI and
Local Domains Remote Registry. Use this screen to optionally add additional credentials to be used during the
o 8 scan. Calls using the default credentials will always be attempted first.
Additional Credentials

IP Ranges —— Network Scan Credentials
User Control Tests

File Scanner

Verify and Run | Password

Collection Progress - (AD user to be used first)

™ Finish

Clear All Entries

(running on .NET CLR version 2.0.50727.9151)

7. The IP Ranges screen will then appear. The Network Detective Data Collector will
automatically suggest an IP Range for the scan. If you do not wish to scan the
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default IP Range, select it and click Clear All Entries. Use this screen to enter
additional IP Addresses or IP Ranges and click Add.

e e IP Ranges

Active Directory
The following IP Ranges will be scanned. Use the "Reset to Default” button to reset the list to

Local Domains the auto-detected ranges. The auto-detect ranges are determined from the IP Addresses and
subnet masks on the detected network cards in this machine.

Additional Credentials

IP Ranges
‘ Single IP or IP Range (example: 192.168.0.0-192.168.0.255) H Add ‘

User Control Tests ’—‘
File Scanner 172 I I 255 H

Verify and Run

Collection Progress
> Finish

Clear All Entries ‘ ‘ Import from Text File | | Reset to Default

[} Perform minimal impact scan (reduced number of threads for less network
impact but longer scan time)

(running on .NET CLR version 2.0.50727.9151)

From this screen you can also:

» Click Reset to Default to reset to the automatically suggested IP Range.

e Click Import from Text File to import a predefined list or range of
IP addresses.

Important: Scans may affect network performance. Select Perform minimal
impact scan if this is an issue.

When you have entered all IP Ranges to scan, click Next.

You are currently about to scan 2,045 IP addresses. Large
ranges can take long periods of time to complete.

Do you wish to continue ampways?

o || cancel

RapidFireTools’ © 2023 RapidFire Tools, Inc. All rights reserved.
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Important: If you are scanning a large number of IP addresses, confirm that you
wish to continue.

8. The User Control Tests screen will appear. These tests will attempt to access sites
in various categories from this computer. This can help determine how much access
a user has to potentially risky websites. You can choose to opt out of the tests by
deselecting categories. You can also enter your own custom URLs and categories
to test. Then click Next.

e Tife User Control Tests

Active Directory

The Security Assessment User Control tests will attempt to access sites in various categories
Local Domains from this computer. If you do not wish to include BUILT-IN URLs from a particular category in
o . your assessment, please uncheck it. Additionally, you may add individual URL to the category
Additional Credentials testing. Any custom URLs will ALWAYS be checked.

IP Ranges

User Control Tests —— Built-in URL Categories

File Scanner Entertainment Pornography Shareware

Verify and Run Social Media Warez Web Mail

Collection Progress
> Finish — Custom URLs
‘ URL Category

* Entertainment v

(running on .NET CLR version 2.0.50727.9151)

9. The File Scanner screen will appear. Choose whether to scan for Pll (Personally
Identifiable Information) and click Next.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools’

80



Network Detective Pro — User Guide Network Detective Pro

Scan Type File Scanner

Active Directory
NOTE: File scanning can cause a temporary increase in resource utilization.
Local Domains
Sean Types:
Additional Credentials "
Personally Identifiable Information (P11)
IP Ranges

User Control Tests Sean Optiens:

T — Include the scanning of ZIP files

Include the scanning of PDF files

Verify and Run
PDF Timeout: minutes (min = 1, max = 60)

Collection Progress

> Finish

(running on .NET CLR version 2.0.50727.9151)

10. The Verify and Run window will appear. Select the folder that you want to store the
scan data file in after the scan is completed. You may also change the scan’s
Output Assessment File Folder location and Basename for the scan data. The
file will be output as a .NDF file.

Sz 2 Verify and Run
Active Directory

Ready to run the data collection. Select your output file location and basename. The final
Local Domains assessment file will be <folder>\cbasename>.zip.

Gkl Ereetnib Output Assessment File

External Domains

IP Ranges Folder: ‘C:\Users‘ I \Desktop H:l
SNMP Information Basename: |Netw0rkDetecﬁve—20220222 ‘ ZIP

VYMware

Verify and Run Launch Pre-scan Analyzer Advanced Options

Collection Progress

™ Finish

(running on .NET CLR version 4.0.30319.42000)
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Use the Pre-scan Analyzer to identify and correct any configuration issues
prior to running the Network Scan. The Push Deploy tab will indicate which
assets are fully accessible for scanning to ensure a more thorough scan. Pre-
scan results and recommendations are provided at the completion of the pre-
scan.

Overview Result Summary Active Directory SQL Server Network Computers  Push Deploy

Pushing local data collectors to remote computers requires WMI, Admin$ access, and .NET 3.5 or above.

Showing: All Nodes

13 In wMmi Admin$  NETv3.5or
Address A/D Access  Access above Installed
[sppor.corprapiDRRETO.. || v | x| | [WMifailed TheRl
BROWN-WIN10.CORPRAPI... v WMI failed. The RPC s
DESKTOP-09SDFEL.CORPR... WMI failed. The RPC ser
DESKTOP-1HMOE71.CORPR... WMI failed. The RPC
DESKTOP-6ND4Q80.CORP....  172.18.0.207 Full access
DESKTOP-7DBVA30.CORPR... 10.236.83.1...
DESKTOP-7RFIK75.CORPR...

Computer Status

ICEENY
KoLK XX
\

\

WMI failed. The RPC server is unavailable.

Enter any Comments and then click Start.

11. The Collection Progress window will appear. The Network Scan’s status is
detailed in the Collection Progress window. The Collection Progress window
presents the progress status of a number of scanning processes that are
undertaken.

Scan Type Collection Progress

Active Directory

Local Collector: Getting Logon Eventlogs...
Security Collector: Getting login events; 29 Port(s) Remaining; 13 URL(s) Rem...

Local Domains
Additional Credentials
IP Ranges

User Control Tests

File Scanner

Verify and Run

~ Collection Progress

> Finish

Cancel Data Collection ‘ | Wrap It Up

= Collection in progress, please be patient...

(running on .NET CLR version 2.0.50727.9151)
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At any time you can Cancel Data Collection which will not save any data. By
selecting Wrap It Up you can terminate the scan and generate reports using the
incomplete data collected.

Upon the completion of the scan, the Finish window will appear. The Finish
window indicates that the scan is complete and enables you to review the scan
output file’s location and the scan’s Results Summary.

Scan Type

Active Directory

Local Domains
Additional Credentials
External Domains

IP Ranges

SNMP Information
VMware

Verify and Run

Collection Progress

ImFnish

Finish

The data collection process has been successfully ended, and file(s) with the partial data have
been generated. Please be aware that reports created from this data may have missing
sections or may otherwise contain i inf ion as the collection process did not
fully finish.

Collect the output file from
Ci\Users\ \Desktop

(running on .NET CLR version 4.0.30319.42000)

Click Done to close the Network Detective Data Collector window. Note the
location where the scan’s output file is stored.

Scanning a Workgroup Network

1. The Active Directory window will appear. Select the type of network you are
scanning (Active Directory domain or Workgroup).

RapidFireTools’
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‘g

e e Active Directory

Active Directory
Please enter a username and password with administrative rights to connect to the local
Domain Controller and Active Directory.

If you are scanning a i select the options and you can enter
credentials which can access the individual workstations as a local administrator on the next
screen.

Scan Credentials

IP Ranges

If in a domain, clicking the Next button will test a connection to the local Domain Controller

User Control Tests and Active Directory to verify your credentials.

File Scanner

Verify and Run

Collection Progress

> Finish

I want to scan
(O Active Directory ® Workgroup (no domain)

Active Directory Credentials

‘carp ) ‘ (FQDN\user)

172

(running on .NET CLR version 2.0.50727.9151)

2. The Scan Credentials screen will appear. Enter additional credentials which can
access the individual workstations as a local administrator. Then click Next.

Important: If each workgroup PC has its own unique Admin username and
password credentials, you will need to enter each set of credentials here in order
to scan all of these PCs.

€

S T Scan Credentials

Active Directory
Network scan credentials are required to perform remote Windows data collection via WMI and
Remote Registry. Use this screen to optionally add additional credentials to be used during the
scan.

Scan Credentials

IP Ranges

User Control Tests
File Scanner

Verify and Run
Collection Progress

> Finish

—— Network Scan Credentials

[Frrmr

Clear All Entries

(running on .NET CLR version 2.0.50727.9151)
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3. The IP Ranges screen will then appear. The Network Detective Data Collector will
automatically suggest an IP Range for the scan. If you do not wish to scan the
default IP Range, select it and click Clear All Entries. Use this screen to enter
additional IP Addresses or IP Ranges and click Add.

‘g

e e IP Ranges

Active Directory
The following IP Ranges will be scanned. Use the "Reset to Default” button to reset the list to
the auto-detected ranges. The auto-detect ranges are determined from the IP Addresses and
subnet masks on the detected network cards in this machine.

Scan Credentials

IP Ranges

H single IP or IP Range (example: 192.168.0.0-192.168.0.255) ‘ | Add

User Control Tests
File Scanner

Verify and Run
Collection Progress

™ Finish

Clear All Entries ‘ ‘ Import from Text File ‘ ‘ Reset to Default

[} Perform minimal impact scan (reduced number of threads for less network
impact but longer scan time)

(running on .NET CLR version 2.0.50727.9151)

From this screen you can also:

» Click Reset to Default to reset to the automatically suggested IP Range.

e Click Import from Text File to import a predefined list or range of
IP addresses.

Important: Scans may affect network performance. Select Perform minimal
impact scan if this is an issue.

When you have entered all IP Ranges to scan, click Next.
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You are currently about to scan 2,045 IP addresses. Large
ranges can take long periods of time to complete.

Do you wish to contimue ampaays?

oK Cancel

Important: If you are scanning a large number of IP addresses, confirm that you
wish to continue. Consider performing multiple scans on smaller IP ranges. You
can then upload each "batch" of scan files into the assessment, where they will

be merged for complete results.

4. The User Control Tests screen will appear. These tests will attempt to access sites
in various categories from this computer. This can help determine how much access
a user has to potentially risky websites. You can choose to opt out of the tests by
deselecting categories. You can also enter your own custom URLs and categories

to test. Then click Next.

&

et e User Control Tests
Active Directory

The Security Assessment User Control tests will attempt to access sites in various categories
from this computer. If you do not wish to include BUILT-IN URLS from a particular category in
your assessment, please uncheck it. Additionally, you may add individual URL to the category

Scan Credentials testing. Any custom URLs will ALWAYS be checked.

IP Ranges

_ —— Built-in URL Categories

Entertainment Pornography Shareware
Social Media Warez Web Mail

File Scanner

Verify and Run

Collection Progress
> Finish —— Custom URLs
‘ URL Category

Entertainment v

*

(running on .NET CLR version 2.0.50727.9151)

5. The File Scanner screen will appear. Choose whether to scan for Pll (Personally
Identifiable Information) and click Next.
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Scan Type File Scanner

Active Directory
NOTE: File scanning can cause a temporary increase in resource utilization.

. Scan Types:

Scan Credentials
Personally Identifiable Information (P11}

IP Ranges

User Control Tests Scan Options:

File Scanner Include the scanning of ZIP files
Vet dR Include the scanning of PDF files
erify and Run

PDF Timeout: minutes (min = 1, max = 60)
Collection Progress

> Finish

(running on .NET CLR version 2.0.50727.9151)

6. The Verify and Run window will appear. Select the folder that you want to store the
scan data file in after the scan is completed. You may also change the scan’s
Output Assessment File Folder location and Basename for the scan data. The
file will be output as a .NDF file.

T S Verify and Run

Active Directory
Ready to run the data collection. Select your output file location and basename. The final
file will be <fold b zip.

Scan Credentials Output A nt File

IP Ranges

User Control Tests Folder: ‘C:\Users\. \Desktop H:l

File Scanner :EHELET Rl Network Detective-20220223) ZIP

Verify and Run

Collection Progress Launch Pre-scan Analyzer Advanced Options

> Finish

(running on .NET CLR version 2.0.50727.9151)
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Use the Pre-scan Analyzer to identify and correct any configuration issues
prior to running the Network Scan. The Push Deploy tab will indicate which
assets are fully accessible for scanning to ensure a more thorough scan. Pre-
scan results and recommendations are provided at the completion of the pre-
scan.

Overview Result Summary Active Directory SQL Server Network Computers  Push Deploy

Pushing local data collectors to remote computers requires WMI, Admin$ access, and .NET 3.5 or above.

Showing: All Nodes

13 In wMmi Admin$  NETv3.5or
Address A/D Access  Access above Installed
[sppor.corprapiDRRETO.. || v | x| | [WMifailed TheRl
BROWN-WIN10.CORPRAPI... v WMI failed. The RPC s
DESKTOP-09SDFEL.CORPR... WMI failed. The RPC se
DESKTOP-1HMOE71.CORPR... WMI failed. The RPC
DESKTOP-6ND4Q80.CORP....  172.18.0.207 Full access
DESKTOP-7DBVA30.CORPR... 10.236.83.1...
DESKTOP-7RFIK75.CORPR...

Computer Status

ICEENY
KoLK XX
\

\

WMI failed. The RPC server is unavailable.

Enter any Comments and then click Start.

7. The Collection Progress window will appear. The Network Scan’s status is
detailed in the Collection Progress window. The Collection Progress window
presents the progress status of a number of scanning processes that are
undertaken.

Scan Type
Active Directory

Collection Progress

Local Collector: Starting local data collection...

Security Collector: Getting login events; 29 Port(s) Remaining; 13 URL(s) Rem...
Scan Credentials

IP Ranges
User Control Tests

File Scanner

Cancel Data Collection ‘ | ‘Wrap It Up

i« Collection in progress, please be patient...

(running on .NET CLR version 2.0.50727.9151)

At any time you can Cancel Data Collection which will not save any data. By
selecting Wrap It Up you can terminate the scan and generate reports using the
incomplete data collected.
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Upon the completion of the scan, the Finish window will appear. The Finish
window indicates that the scan is complete and enables you to review the scan
output file’s location and the scan’s Results Summary.

S e Finish

Active Directory

The data collection process has been successfully ended, and file(s) with the partial data have
been generated. Please be aware that reports created from this data may have missing

Scan Credentials may othenwise contain incomplete information as the collection process did not

sectio
Fully finish.

IP Ranges
Collect the autaut file from
User Control Tests C:\Users\s \Desktop

File Scanner

Verifyj;d Run

Cul!g;tion Progress

(running on .NET CLR version 2.0.50727.9151)

Click Done to close the Network Detective Data Collector window. Note the
location where the scan’s output file is stored.

Step 6 — Use the Push Deploy Tool to Collect Remaining
Data

The Push Deploy Tool performs a localized scan on each workstation on the
target network. Perform this required step to gather maximum data for the most
detailed reports.

Download and run the Push Deploy Tool on a PC on the target network. Use it to perform
local data scans on all computers.

1. Visit the RapidFire Tools software download website at

https://www.rapidfiretools.com/ndpro-downloads/ and download the Push Deploy
Tool.

2. Unzip the files onto a USB drive or directly onto any machine on the target network.

RapidFireTools’ © 2023 RapidFire Tools, Inc. All rights reserved.
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3. From within the unzipped folder, run the NetworkDetectivePushDeployTool.exe
executable program as an Administrator (right click>Run as administrator).

E@ MetworkDetectiveDataCollectorMoRun 10/31,/2017 2:03
(<] MetworkDetectivePushDeployTg T

: 0
| MetworkDetectivePushDeployTe e o
) Utility.dil Run as administrator

Troubleshoot compatil

Important: For the most comprehensive scan, you MUST run the Push
Deploy Tool as an ADMINISTRATOR.

The Push Deploy Tool Settings and Configuration window will appear.

4. Setthe Storage Folder location and select the Security Scan option.

For your convenience, create a shared network folder to centralize and
store all scan results data files created by the Push Deploy Tool. Then
reference this folder in the Storage Folder field to enable the local computer
scan data files to be stored in this central location.

If additional credentials are required, type in the administrator level Username and
Password necessary to access the local computers on the network to be scanned.
Then click Add.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Important: For the Push Deploy Tool to push local scans to computers
throughout the network, ensure that the following prerequisites are met:

* Ensure that the Windows Management Instrumentation (WMI) service is
running and able to be managed remotely on the computers that you wish to
scan. Sometimes Windows Firewall blocks Remote Management of WMI, so
this service may need to be allowed to operate through the Firewall.

* Admin$ must be present on the computers you wish to scan, and be
accessible with the login credentials you provide for the scan. Push/Deploy
relies on using the Admin$ share to copy and run the data collector locally.

* File and printer sharing must be enabled on the computers you wish to
scan.

* For Workgroup based networks, the Administrator credentials for all
workstations and servers that are to be scanned are recommended to be
the same. In cases where a Workgroup-based network does not have a one set
of Administrator credentials for all machines to be scanned, use the Add option
to add all of the Administrator credentials for the Workgroup. Multiple sets of
Administrator credentials will be listed in the Credentials box.

5. Click Next after you have configured the Push Deploy Tool.

6. The Computers and Status window will appear. From here you can:
« Add a Single Computer to be scanned
e Add (computers) from File that are to be scanned
» Add (computers) from IP Range that are to be scanned

+ Or Save Computers to File in order to export a list of computers to be
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scanned again in future assessments

@ NetworkDetective Push Deploy Tool =RIEE— X
« Settings and Computers and Status
¥ Computers and Status When you are ready to being data collection. cick the "unpause” buton. This wil inmediately commence dta callection. You may add or mana
‘the local data collectorto interactivaly
[7dd Sngle Computer]  [Addfrom file]  [Addfrom P fiange]  Save Computersto Fie Show: (Al
NET35
p— P ML [0 e
installed
Total Computers: 0, Remaining: 0, Successhu: . Faled: 0
<Back Next > Cancel

7. When you have input the IP address range into the IP Range window, select the OK
button.

After one or more of the above-mentioned methods have been used to define the
computer IP addresses to be scanned, the computer names and |IP addresses will
be listed in the Computers and Status window.

8. Startthe scan either by selecting the “unpause” button in the Computer and
Status window, or, by selecting the Next button in the Computer and Status
window and the scan will be initiated. The status of each computer’s scan activity
will be highlighted within the Computers and Status window as presented below.

@ NetworkDetective Push Deploy Tool - oiEN

" Settings and Configuration Computers and Status

¥ Computers and S1atus ﬁ When you are ready o being data cobection, cick the "urpause” button. This 2
> 1 Figh-chck on  conpute o 23oncl paons

fddGegle Corguter  AddfiomFle  AddbomiPRange S

adming | NELIS | pie Data
Access | 245 | Exiracted Collec

slE

Compote Ao M

A NN NN |
S NN NN
S R O NN NN
UL
S R O NN N NN

Total Computers: 202, Remairing 0, Successiuk 21, Faled 131
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Upon the completion of all of the scheduled scans, the scan data collected is stored
within the Storage Location folder presented in the Collected Data Files window

of the Push Deploy Tool.

9. To verify the inclusion of the scan data produced by the Push Deploy Tool within
your assessment, select the Next button within the Push Deploy Tool. The
Collected Data Files window will be displayed.

@ NetworkDetective Push Deploy Tool

v Settings and Configuration Collected Data Files

Right chck. opt Jected

stocsge foldes, not

Cument Storage Foider: | C:\download\Network DetectivePushD eployT ool

Open Foider

Filename: File Date

110316 844:26 PM

1170316 84300 PM

/0316 84224 PM
1170316 306:42PM
11/0316 84257 PM
/036 84149 PM

B ovsesow
“ap 6844

|||||
aaaaa

On Finish: (¥ ZpDataFies | Ugload via Cornector [ Archive Scan Fi

s ] Open Storage Folder

10. To review or access the files produced by the Push Deploy Tool’s scans, select
the On Finish: Open Storage Folder option in the Collected Data Files window.

Then click Finish.

MORE INFO:

Detective.

The Push Deploy Tool pushes the local data collector to machines in a
specified range and saves the scan files to a specified directory (which can
also be a network share). The benefit of the tool is that a local scan can be run
simultaneously on each computer from a centralized location.

The output files (.ZIP, files) from the local scans can be stored on a USB drive
and taken off site to be imported into the active assessment within Network

After all of the Security Scans are complete, the next phase in the process is to
import the scan data files produced by the Security Scan into the current

assessment.
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Step 7 — Import Scans into Network Detective Pro App

Make sure you can access all of the scan data files from the PC on the MSP network
where you have Network Detective Pro installed. Then, import the data collected by the
Data Collector into the assessment.

1. Click Import Scan File on the Scans bar in the Network Detective Assessment
window.

V r Scans #* Import Scan File '____ Initiate Extemal Scan % Download Scans

Scanis) 0 Fles

The Select the Scan Results window will be displayed.

(@1 Network Detective Wizard =5

Select the Scan Results

Select the resulting scan file orfiles. Muttiple scan files or compressed archives can be selected in the file browser.
Use CTRL-Click or SHIFTClick to select muttiple files.

If you do not have a results file from a network scan, please download the Data Collector and complete a scan first.

Browse

[ Net |[ cancel |

2. Click Browse in the Scan Results window and select all data file(s) that you wish to
import.

3. Fora Security Scan, these will be:
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 .cdffile for the computer scans
« .sdf file for the security data scans
« .ndf file for the network scans
4. Click Open button to import the scan data. Then click Next.
5. An archived copy of the scan will be created in the Network data directory. You can
access this at %APPDATA%\NetworkDetective\ on your PC. Click Finish.

i. If prompted, use the Network Detective Pro Merger to merge the data file(s)
into the assessment. Select the Domain into which the file will be merged.
Click Merge Now.

Network Detective Merger - m} X

Files from the Computer Data Collector { CDF) need to be merged with the original Network Detective data file { NDF) before generating a report
In order to merge individual computers, you will need to specify a domain or workgroup for each CDF file.

Custom Domain: (optional)
“Select CUSTOM in the dropdown list under "Merge Into™ to use the Custom Domain
Befresh
Computer Local Domain/Workgroup 0s Run Date Merge Into ~
DAEDALUS CORP. C.. |Windows 10 Ent... [9/27/2017443.05PM  [[CopMyCocom |- |
Windows 10 Ent... | 10/12/201723908PM S0 <
DAMION CORP. C... |Windows 10 Pro | 10/12/2017 2:56:35 PM [Use Workgroup] ~
DC CORP. C... |Windows Server ... | 10/2/2017 4:24:03 PM [Use Workgroup] ~
DC CORP C... |Windows Server 8/21/2017 1:54:00 PM [Use Workgroup] ~
DESKTOP CORP. C.. |Windows 10 Ent... |9/27/2017 4:46:44 PM [Use Workgroup] ~
DESKTOP CORP C... |Windows 10 Pro 1011272017 23142 PM [Use Workgroup] ~
DESKTOP CORP. C.. Windows 10Pro | 10/12/2017 2:44:44 PM [Use Workgroup] ~
DESKTOP CORP C... |Windows 10 Pro 97272017 4:41:58 PM [Use Workgroup] ~
DEV CORP. C... |Windows 10 Pro 10/12/2017 2:43:44 PM [Use Workgroup] ~
DEVILS CORP C... |Windows 10 Pro 101272017 3:03:47 PM [Use Workgroup] ~ |
Merge Now Close

The Scans bar will be updated with the imported scan files.

Once all of the scan data is imported into the Assessment, the assessment’s Checklist
will indicate that the Reports are ready to be generated.
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Step 8 — Generate Security Assessment Reports

Note: This step is NOT performed at the client site or network. Network Detective Pro
should be installed on your workstations or laptop. Install Network Detective Pro from
https://www.rapidfiretools.com/ndpro-downloads/ if you have not already done so. To
generate the reports for your Security Assessment, follow the steps below:

1. Run Network Detective Pro and log in with your credentials.

2. Then select the Site, go to the Active Assessment, and then select the Reports
link to the center of the Assessment Window in order select the reports you want
to generate.

Al Reports ~| 3% Avalable 3 Available Reports 113 Unavailable Reports

SQL Server
Standard Reports|

3. Selectthe Create Reports button and follow the prompts to generate the reports
you selected.

4. Atthe end of the report generation process, the generated reports will be made
available for you to open and review.

Security Assessment Reports

The Security Assessment allows you to generate the following reports:

Standard Reports

Report Name Description

Anomalous The Anomalous Login Report shows suspicious logins by user and
Login Report computer based on various probability criteria. The includes: A) logins
into specific computers users don't normally log into, and B) logins by
users outside of their regular pattern (not only by day of week, but also
by time of day).

Consolidated The Computer Security Report Card assesses individual computers at
Security Report | a high level based on various security criteria. Devices discovered on
Card the network are assigned an overall score, as well as a specific score

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
96


https://www.rapidfiretools.com/ndpro-downloads/

Network Detective Pro — User Guide

Network Detective Pro

Report Name Description

for each of the assessment categories detailed below. The scores are
represented as color-coded letter grades (‘A' through 'F'). The report
card should be viewed as a relative measure as to how well a computer
complies with security best practices. There may be specific reasons or
compensating controls that may make it unnecessary to achieve an "A"
in all categories to be considered secure.

Cyber Liability
and Data
Breach Report

Identifies specific and detailed instances of personal identifiable
information (PIl) and cardholder data throughout a computer network
that could be the target of hackers and malicious insiders. It also
calculates the potential monetary liability and exposure based upon
industry published research.

Data Breach
Liability Report

Small and midsize businesses need to manage their exposure to the
financial risk that accompanies cyber threats. Data breaches come in
many shapes and sizes. The average person hears "data breach" and
probably thinks of hackers. But there are many kinds of cyber
incidents, and most don't come from malware or ransomware. Instead
they are the result of insider data breaches, data theft by employees,
and employee mistakes. A breach is an event in which an individual's
name plus a medical, financial, debit/credit card and other personal or
sensitive information is potentially put at risk in electronic form. A
compromised record is one that has been lost or stolen as a result of a
data breach. The report not only identifies specific and detailed
instances of personal identifiable information (PIl) throughout your
computer network that could be the target of hackers and malicious
insiders but also calculates the potential monetary liability based upon
industry published research.

Data Breach
Liability Report
Excel

Data Breach Liability Report in MS Excel format.

External This report provides a priority ordered listing of issues by their CVSS to
Network enable technicians to prioritize the issues they are working on. This
Vulnerabilities | report provides an extremely compact view of all issues to provide a
Summary quick survey of the various issues that were detected in an

Report environment.

External A comprehensive output including security holes and warnings,
Vulnerabilities | informational items that can help make better network security

Scan Detail decisions, plus a full NMap Scan which checks security holes,
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Report Name Description

Excel Format

Report warnings, and informational items that can help you make better
network security decisions. This is an essential item for many standard
security compliance reports.

External A more compact version of the External Vulnerability Scan Detail report

Vulnerability that is organized by issues. Devices that are affected are listed within

Scan Detail by | anissue type. This report is useful for technicians that are looking to

Issue Report resolve specific issues identified within the environment, rather than
performing remediation on a particular system.

External An Excel version of the External Vulnerability Scan Detail report listing

Vulnerability issues by device.

Scan Detail in

Scan detail by
Issue Report*

Internal The Internal Network Vulnerabilities Summary Report breaks down
Network issues discovered during the internal scan, organized by risk severity.
Vulnerabilities | This report also details the affected endpoints and offers a brief
Summary recommended course of action for each issue. (*Requires Inspector)
Report*

Internal This detailed report provides extensive data on each discovered
Vulnerability internal vulnerability organized by issue type. This includes insight into

the technical nature of each issue, a proposed solution, affected
assets, as well as several graphical breakdowns of the numerical
disposition of issues on the target network. (*Requires Inspector)

Internal Internal vulnerability breakdown in MS Excel format.

Vulnerability

Scan Detail

Excel*

Internal This detailed report provides extensive data on each discovered
Vulnerability internal vulnerability organized by each affected asset. This includes
Scan Detail insight into the technical nature of each issue, a proposed solution, as
Report* well as several graphical breakdowns of the numerical disposition of

issues on the target network. (*Requires Inspector)

Login Failures
by Computer
Report

This report provides a list of systems that have had failed interactive
and network login attempts along with a count of the number of failed
logins over the past 1, 7 and 30 days. Use this to identify an employee
who has forgotten their credentials. In an extreme scenario, the report
may help you detect a hacker trying to enter the network through an
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Report Name Description

employee's legitimate account, or an attempt to access a highly
sensitive system such as the CEQ's workstation.

Login History Same data as User Behavior but inverted to show you by computer.

by Computer Quite useful, in particular, for looking at a commonly accessed

Report machines (file server, domain controller, etc.) — or a particularly
sensitive machine for failed login attempts. An example would be
CEOQO’s laptop — or the accounting computer where you want to be extra
diligent in checking for users trying to get in.

Outbound Highlights deviation from industry standards compared to outbound

Security Report | port and protocol accessibility, lists available wireless networks as part
of a wireless security survey, and provides information on Internet
content accessibility.

Resulting Set of | This report analyzes the various Resulting Sets of Policy (RSOP)

Policies based on user settings on computers in the environment and helps

Reports point out commonalities in the sets and which users/computer
combinations have the configurations applied. There are separate
reports for both user settings and computer settings.

Security Use our generated PowerPoint presentation as a basis for conducting

Assessment a meeting presenting your findings from the Network Detective.

PowerPoint General summary information along with the risk and issue score are
presented along with specific issue recommendations and next steps.

Security Health | This report measures the overall risk to the environment by the number

Report of issues detected. An ideal environment would have a Health Score of
0 (indicating no risks found). The higher the score, the more likely a
security, availability, or performance related incident will occur. This
report will also compare the results of a previous assessment with the
current assessment.

Security Network Management Plan This report will help prioritize issues based

Management on the issue's risk score. A listing of all security related risks are

Plan provided along with recommended actions.

Security Policy | A detailed overview of the security policies which are in place on both a

Assessment domain wide and local machine basis.

Report

Security Risk This report includes a proprietary Security Risk Score and chart

Report showing the relative health (on a scale of 1 to 10) of the network
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Report Name Description

security, along with a summary of the number of computers with
issues. This powerful lead generation and sales development tool also
reports on outbound protocols, System Control protocols, User Access
Controls, as well as an external vulnerabilities summary list.

Share Comprehensive lists of all network “shares” by computer, detailing
Permission which users and groups have access to which devices and files, and
Report what level of access they have.

Share Comprehensive lists of all network “shares” by user. Each subsection
Permission details the share and file system permissions granted to each user
Report by User | account within the above domain.

Share Comprehensive lists of all network “shares” by user in MS Excel
Permission format.

Report by User

Excel

Share Comprehensive lists of all network “shares” by computer in MS Excel
Permission format.

Report Excel

User Behavior | Shows all logins, successful and failure, by user. Report allows you to
Analysis Report | find service accounts which are not properly configured (and thus
failing to login) as well as users who may be attempting (and possibly
succeeding) in accessing resources (computers) which they should not

be.
User Organizes permissions by user, showing all shared computers and
Permissions files to which they have access.

Report

Infographics

Description

Password This report provides a risk assessment of logins that are not following
Policies best practices against security intrusions. For the most common
Summary mitigation practices, the report details which logins currently present a

risk to intrusion. This allows readers to quickly understand where
immediate action is required.
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Description

Data Breach | This report provides a risk assessment of systems with one or more

Liability potential security liabilities. For the most common liabilities, the report

Summary details the estimated cost of breach and the worst offending systems.
This allows readers to quickly understand where immediate action is
required.

Vulnerability | This report provides an assessment of internal and external

Scan vulnerabilities (requires VulScan subscription). The report details the

Assessment | highest severity vulnerabilities, allowing readers to quickly understand

Summary where immediate action is required.

Change Reports

Report o

Name Description

Baseline This report measures the overall risk to the environment by the number

Security of issues detected. An ideal environment would have a Health Score of 0

Health Report | (indicating no risks found). The higher the score, the more likely a
security, availability, or performance related incident will occur. This
report will also compare the results of a previous assessment with the
current assessment.

Baseline The Management Plan ranks individual issues based upon their

Security potential risk to the network while providing guidance on which issues to

Management | address by priority. Fixing issues with lower Risk Scores will not lower

Plan the global Risk Score, but will reduce the Overall Issue Score. To
mitigate global risk and improve the health of the network, address
issues with higher Risk Scores first. This report will also compare the
results of a previous assessment with the current assessment.

Baseline This report details the Risk Score for both the current and previous

Security Risk | assessment, focusing in particular on security issues and vulnerabilities.

Report At the same time, the report breaks down each issue and conveys
whether the issue is increasing or decreasing in risk level. For example,
are your computers missing more or fewer security patches since the
previous assessment? This report will tell you.

Login Failures | Compares the results of the current and previous login failures report by

by Computer | computer.

RapidFireTools
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Report

Name Description

Change
Report

Login History | Compares the results of the current and previous login history by
by Computer | computer.

Change
Report

User Behavior | Compares the results of the current and previous user behavior
Analysis analysis.

Change
Report
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Performing a Microsoft Cloud Assessment

Microsoft Cloud Assessment Overview

Network Detective’s Microsoft Cloud Assessment Module combines 1) automated
data collection with 2) a structured framework for documenting your assessment. To
perform a Microsoft Cloud Assessment, you will:

* Download and install the required tools

» Create a site and set up a Microsoft Cloud Assessment project

e Collect Microsoft Cloud Assessment data using the Network Detective Pro
Checklist

» Generate Microsoft Cloud Assessment reports

What Does the Microsoft Cloud Assessment Cover?

This module helps you manage and assess risk across your entire Microsoft Cloud
Assessment deployment. It assesses and documents several components, including:
e Microsoft 365 Cloud Services
o Office 365
°© Teams
o SharePoint
° OneDrive (does not scan file content)
° Qutlook/Exchange (does not scan email content)
» Microsoft Azure Cloud Services
o Azure Active Directory

° Azure Infrastructure Data Collection (applications, virtual machines,
services)

What Does the Microsoft Cloud Assessment Do?

As the computing world steadily moves more resources into the Cloud, it’s getting
increasingly difficult for MSPs and other IT professionals to manage assets and
configurations that are no longer physically present . . . and that they don’t have complete
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control over. By periodically running a full assessment on each Microsoft Cloud
environment, MSPs can provide themselves, and their clients, with essential reports that
will help control the flow, privacy, and security of the organization’s data.

Having all this information, organized and at your fingertips, is essential for:

« A new technician who's trying to get a handle on the Microsoft Cloud environment

» A Cloud administrator who is trying to hunt down a misconfiguration that’s causing
problems

* An MSP who needs to scope a proposal for a prospective new client

» Curbing the sprawl and potential HR headaches of Teams, SharePoint, and
OneDrive

© 2023 RapidFire Tools, Inc. All rights reserved.
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What You Will Need

Network Detective Pro

In order to perform a Microsoft Cloud Assessment, you will need the following

components:

[ Note: You can access these at https://www.rapidfiretools.com/ndpro-downloads/.

Microsoft Cloud
Assessment
Component

Description

Network Detective
Pro

The Network Detective Pro Application and Reporting Tool guides you
through the assessment process from beginning to end. You use it to create
sites and assessment projects, configure and use appliances, import scan
data, and generate reports. The Network Detective Pro Application is
installed on your workstations/laptops; it is not intended to be installed on
your client or prospect sites.

Azure Environment
Credentials
(Enterprise
Application method)

To assess the Microsoft 365 and Azure Active Directory environment at the
same time, you must set up API permissions in the Azure portal. See
"Prerequisites to Perform Cloud Scan using Enterprise App" on page 118
for a detailed walkthrough. This will allow you to gather the necessary
credentials to perform the scan using the Enterprise Application collection
method.

Admin Credentials
for Microsoft 365
tenant to be
assessed (OAUTH
method)

You must have admin credentials for an admin role user who is a member
of the Microsoft 365 tenant to be assessed. You will use these credentials to
grant permission for Network Detective to connect to the Microsoft Graphs
API. The following roles have been verified to work to create this
connection:

* Privileged role admin (Recommended)

* Cloud application admin (Recommended)

(Using one these roles will only grant permissions to the individual users
who enter their credentials to perform the scan.)

* Global admin (Using the Global admin role will grant scanning
permissions to all non-admin users in the Microsoft 365 tenant who have
access to the Site in Network Detective.)

If you attempt to sign in with another type of admin role than those
listed above, you will be unable to grant the necessary permissions.

RapidFireTools
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Microsoft Cloud

Assessment Description
Component

See Assign Admin Roles in the Microsoft 365 documentation for more
details.
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Follow these steps to perform a Microsoft Cloud Assessment:

Step 1 — Download and Install the Network Detective Pro
Application

1. Visit https://www.rapidfiretools.com/ndpro-downloads/. Download and install the
Network Detective Pro Application.

2. Open the app and log in using your credentials.

Step 2 — Create a New Site

To create a new site:

1. Click New Site to create a new Site for your assessment project.

[Z] Network Detective Pro - v4.0.1293

A B & wm §
Home

InForm Appliances Connector Reporter

HOME

2. Enter a Site Name and click OK.

Step 3 — Start a Microsoft Cloud Assessment Project

1. From within the Site Window, click Start to begin the assessment.

/\ ND Sample Site  / Edtsie
Press Start to begin a new Project Start

2. Next, select IT and Cloud Assessments, and then select Microsoft Cloud
Assessment.
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Network Detective Wizard

Select Assessment Type

What type of assessments are you performing at this site? (Check all that apply)

(® IT and Cloud Assessments:

[] Network Assessment (Domain)
[[] Network Assessment (Workgroup)
[[] Securty Assessment (Domain)

[] Securty Assessment (Workgroup)
[] Exchange Assessment

[] SQL Server Assessment

[[] BOR Assessment (Quick)
[[] BDR Assessment (Full)

%G| Microsoft Cloud Assessment

() Other (Use for adhoc reporting. No checklist provided )

Next

Cancel

3. Then follow the prompts presented in the Network Detective Wizard to start the new

Assessment.

Use the Microsoft Cloud Assessment Checklist

Once you begin the Microsoft Cloud Assessment, a Checklist appears in the

Assessment Window. The Checklist presents the Required and Optional steps
that are to be performed during the assessment process. The Checklist will be updated
with additional steps to be performed throughout the assessment process.

Assessment-20200526
0% Complete 0 Complete oﬁfq,vf, 0) Optional  Created 2020/05/26 0!

= 0Complete @) Requred (0) Optional Created 2020

9:37 AM  Updated 2020/05/26 09:37 AM

Reports
Not Ready

Previous Project: Select

609:37AM  Modified 2020/05/26 09:37 AM

° Press the ‘Run Cloud Data Collector’ button to initiate data collection.

¥ you do not have a results file from 3

Microsoft Cloud Assessment scan. please use the "Run Cloud Data Collector” button to generate scan data.

Complete the required Checklist Items in the exact numerical order presented. Use the
Refresh Checklist feature to guide you through the assessment process at each step

until completion.
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When you complete a step, that item will be updated with a green check mark
checklist. Different assessment types have a different number of steps to complete.

O 6 6 0 o6 6

in the

You may also print a copy of the Checklist for reference purposes by using the Printed

Checklist feature.

Refresh Checklist Prirted Chechdist

Step 4 — Run the Cloud Data Collector

You can collect Microsoft Cloud Data in two different ways:

» "Perform Scan Using Enterprise App" below: Allows you to collect data from both
the MS Cloud and Azure environments using an Enterprise Application that you

install via the MS Azure Portal.

» "Perform Scan Using OAUTH Credentials" on the facing page: Allows you to collect
data from the MS Cloud (Office 365, Teams, and so on) only and DOES NOT INCLUDE
Azure Infrastructure data. This method requires only Office 365 credentials with the

proper admin permissions.

See "Modify Report Privacy Options in Microsoft 365 Admin Center" on page 130 to

troubleshoot issues with how data appears in your reports.

Perform Scan Using Enterprise App

Note: Before you can perform the cloud scan using this method, be sure you have set

up the "Prerequisites to Perform Cloud Scan using Enterprise App" on page 118.

1. To start your assessment, click Run Cloud Data Collector under Scans.

v ¥\ Scans 4p impot ScanFie ' intiste Extemal Scan %, Download Scans * _Run Cloud Data Collector
Seanfs) ExpandAl 0 Fles /

Select the Enterprise Application collection method. Enter the required values into the

correct fields and click Collect. Refer to the table below for tips on finding the relevant

credentials in the Microsoft Azure management portal.
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-
g pp Select Cloud Data Collection Method ﬂ
| =

" Collection Method

b ﬂ (@) Enterprise Application
Allows callection of both MS Cloud and Azure environments using credentials from an installed Enterprise Application.
Click here for documentation on how to setup the required Enterprise Application

| 4 Tenant Id: | ‘

Cliert Id: [ |

Client Secret Value: | ‘

() OAUTH Credentials

Allows collection from only MS Cloud and does net include Azure Infrastructure
This method uses interactively entered administrative credentials and is compatible with Microsoft muttifactor authentication
It is best used when installing an Enterprise Application is not possible

Collect Cancel

Credential Where to find

Tenant ID Services > Azure AD > Enterprise Apps > Your App > Overview
ClientID Services > Azure AD > Enterprise Apps > Your App > Overview
Client Secret Services > Azure AD > Enterprise Apps > Your App > Certificates
Value & Secrets

Perform Scan Using OAUTH Credentials

Note: Before you can Run the Cloud Data Collector, you need admin credentials for
the Microsoft 365 tenant to be assessed.

1. To start your assessment, click Run Cloud Data Collector under Scans.

VER o G G
Scanfs) ExpandAl 0 Files /

2. Select OAUTH Credentials and click Collect.
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Network Detective Pro

Select Cloud Data Collection Method
Collection Method
() Enterprise Application

Click here for documentation on how to setup the required Enterprise Application.

() OAUTH Credentials
Allows collection from only MS Cloud and does not include Azure Infrastructure.

[|5_| It is best used when installing an Enterprise Application is not possible.

EEraTE S EXCE TS

Allows collection of both MS Cloud and Azure environments using credentials from an installed Enterprise Application

This method uses interactively entered administrative credentials and is compatible with Microsoft muttifactor authentication.

3. A Microsoft login window will appear. Enter admin credentials for the Microsoft
Cloud environment to be assessed. To do this, click Use Another Account.

= Microsoft

Pick an account

@rapidfiretools.com
Connected to Windows

@rapidfiretools.us

+ Use another account

Back

4. Consent to the permissions needed for Network Detective to scan the Microsoft
Cloud environment. Check the box and click Accept.
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Sign in to your account

B= Microsoft
@nd-healthcare.com

Permissions requested
Q RapidFire Tools Azure Data Collector

rapidfiretools.ug

This application is not published by Microsoft or your
organization.

This app would like to:

Read audit log data

Read directory data

Read all groups

Read identity providers

Read all OneNote notebooks that you can access
Maintain access to data you have given it access to
Read all usage reports

Read your organization’s security events

Read items in all site collections

Sign you in and read your profile

Read all usage reports

Read your organization’s security events

Read items in all site collections

LK

Sign you in and read your profile
v Read all users' full profiles
\v Read all users' basic profiles

[ consent on behalf of your organization

allow this app to use your

Network Detective Pro — User Guide

Note: If you attempt to sign in with an account that does not have the required
admin access, you will be prompted to sign in with an admin account. See
"Admin Credentials for Microsoft 365 tenant to be assessed (OAUTH method)"

on page 105 for the specific admin roles.

Sign in to your account

B% Microsoft
@nd-healthcare.com

Need admin approval

Q RapidFire Tools Azure Data Collector
rapidfiretools.us

RapidFire Tools Azure Data Collector needs permission to
access resources in your organization that only an admin
can grant. Please ask an admin to grant permission to this
app before you can use it

Have an admin account? Sign in with that account

Return to the application without granting consent

X

Scan in Progress

Once you initiate the scan using either method detailed above, the scan will begin and a
progress window will appear. This process may take several minutes.
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/\ Cloud assesment test J EdSte Assessments | Repots | Bxpot | Explore Data
SITE
Assessment-20200521
’— 0% Complete 0 Complete () Requred (0) Optional  Created 2020/05/21 03:06 PM  Updated 2020/05/21 03:06 P Previous Project: Sek
0% Complete ¥ /05/2103: ! :
Actve Proect Microsoft Cloud Assessment 0% Corp 0Complete @) Requied (0) Optonal Created 2020/05/2103:06PM  Modified 2020/05/21 03:06 PM
Archived Projects
Collecting Microsoft Cloud Data n
Progress Reports Retrieving User Teams for Corey Rogers
© Press the ‘Run Cloud Data Collector’ button to initiate data collection.
¥ you do not have a resuits fil from a Microsoft Cloud Assessment scan, please use the "Run Cloud Data Collector” button to generate scan data
Generated
Repots v "~ Scans 4 impott Scan Fie .. niiate Extemal Scan ¥ Download Scans M
Scan(s) EpandAl 0 Files
Downloaded
ots

When the scan completes, the "Run Cloud Data Collector" step will be marked complete
in the Checklist.

Microsoft Cloud Assessment 50%: Complets 1 Complete

v
A = |

Complete

V I Compensating Reports
Control Ready
Workst )

(1] 2

At the same time, the data file will appear in the Scans menu under Microsoft Cloud
Scans.

‘ v N scans () mmetscniie .. intiste Extemal Scan ¥, Download Scans v
Generated
Reports Scan(s) Expand Al 1Files  2020/05/26 03:07 PM - 2020/05/26 03:07 PM
'} > ~ Microsoft Cloud Scans 1Files 2020/05/26 03:07 PM - 2020/05/26 03:07 PM
] i Cloud-637261024358331482.adf Completed 2020/05/26 03:07 PM
Downloaded
Reports

v ’ InForm  + Add Form (Choose Template) Import Form Generate Issue Exceptions
Thoms oot 2020/05/26 - 2020/05/26

The optional Compensating Controls Worksheet will then become available to
complete.
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v

Complete
Compensating |
Control
Worksheet

(1] 2)

Microsoft Cloud Assessment

50%: Complete 1 Complete

Reports

Finally, you can choose to generate reports based on the current scan data without
choosing to enter information on Compensating Controls.

v

Complete
Compensating
Control
Worksheet

(1] 2

Microsoft Cloud Assessment

50%: Complete 1 Complete

Reports
Ready

Step 5 — (Optional) Document Compensating Controls

Next, complete the optional Compensating Controls Worksheet (CCW). While not
necessary to generate reports, the CCW details security exceptions that will be (or have
been) implemented to mitigate risks in the cloud environment. Here you can document
and explain why various discovered items are not true issues and possible false positives.

1. Double click on the Compensating Controls Worksheet from the assessment

checklist.
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MS Cloud Compensating Control Worksheet X

[m}
- N - =E -

Expand All | Collapse All

A o 1 User Risk Policy Not Enabled

1.1 User Risk Policy Not Enabled

Please confirm that the issue is either valid(default), a false positive, or mitigated through a compensating control

vaiig v [ s G

A V 2 Sign in Risk Policy Not Enabled

2.1 Sign in Risk Policy Not Enabled

Please confirm that the issue is either valid(default), a false positive, or mitigated through a compensating control.

Valid A E /;z\ Y“L“TJ L‘_]

A off 3 Self Service Password Reset Not Enabled

3.1 Self Service Password Reset Not Enabled

Please confirm that the issue is either valid(default), a false positive, or mitigated through a compensating control

Valid v E oy w\f’;’j u

2. Ensure you save your changes to the form before you close it.

3. You may add notes, respondent names, SWOT details, responses, and file
attachments.

When you complete all of the fields, this step will appear as complete in the check
list.

Step 6 — Generate Reports

1. From your site, click the Reports Ready button at the end of the assessment
checklist.

o]

Reports
Ready

2. Select which of the Microsoft Cloud Assessment reports that you want to generate.
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S Pm—
Active Assessment - Ready to Generate v | 24% Available

Microsoft Cloud

= [+ 5tandard Reports
[ Azure AD Assessment (.docx)
[ SharePaint Assessment (. docx)
[ OneDrive Usage Report (docx)
[ Outlook Mail Activity Report (.docx)
[ Microsoft Teams Assessment (docx)
[~] Microsoft Cloud Security Assessment {.docx)
[M Configuration Change Report (.docx)
[“]Risk Report (.docx)
[ Management Plan (.docx)
[ MS Cloud Compensating Control Worksheet (docx)

You can use the Reports drop-down menu to filter reports related to the active
assessment project, reports that are ready to generate, or to browse all available

reports.
e
S
All Reports - Ready to Generate s | 32 Avail

Active Assessment - Ready to Generate

All Reports - Ready to Generate
All Reports

3. Click the Create Reports button and follow the prompts to generate the reports you
selected.

i. If you have not previously edited your Report Preferences, you will be
prompted to do so before generating reports.
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Missing Report Customization Data X

Flease fill out the "Report Prepared For® field by entering the
name of the company or person this report is prepared for.

Click Generated Reports from the left-hand Site menu to access previously generated
reports. Double click a set of assessment reports to open the folder in Windows Explorer.

“"  Generated Reporis
‘ | Filename Date Modified
Active Project g Assessment-20170927-Reports4 11/27/2017
"'; Assessment-20170927-Reports3  9/29/2017
"'; Aszessment-20170927 Reports2  9/28/2017
‘E'I e Assessment-20170927-Reports1 9/28/2017
S "'; Assessment-20170927-Reports  9/28/2017
Archived Projects
— Generated reports
$ appear here
Generated organized b}" date
Reports
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Prerequisites to Perform Cloud Scan using Enterprise App

The Cloud Scan — for both Network Detective Pro and Compliance Manager GRC —
allows you to collect data from any Microsoft Entra ID environment. This includes Azure
domains, virtual machines, and cloud services.

Before you can initiate the Cloud Scan, you must first set up an Enterprise App in the
Microsoft Azure tenant to be assessed. The Enterprise App provides the credentials and
permissions necessary to perform the scan. You may need to enlist the help of an on-site
IT administrator to assist you.

Follow these steps to set up the Enterprise App in the Azure environment to be assessed.
This walk-through covers how to do this using the Microsoft Azure Portal
(portal.azure.com).

Note: Note that you must have an active Azure subscription in the Azure tenant to be
assessed.

Step 1 — Create Enterprise App in Azure Tenant to be Assessed

1. From the Azure Portal home page, search for and open Microsoft Entra ID.

All Services (54) Resources Resource Groups

ven

Azure Active Directory (0)

“  Services
® Microsoft Entra ID
l_l Microsoft Entra ID Protection
A Microsoft Entra ID risk detections

:'-)\ Microsoft Entra 1D risky sign-ins

2. From the left screen, click App Registrations. Then click New Registration.
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i | App registrations =

Azure Active Derectory

+ Mew registration LE Endpoints &2 Troublest
0 Overview

8 Preview features
ﬂ Try out the new App reg ns seanch preview! C

A Diagnose and solve problems

Manage o
& Users
& Groups
All apphications Owned applications  Delet
& Roles and administrators D Start typing a name or Application 1D to filter the

&  Admirastrative units
- . Display name
B enterprise applications

Ol Devices

B app registrations g

&) ldentity Governance

A

B application proxy
wi Licenses

® Arure AD Connect

app. A Redirect URL is not required. Then click Register.

Register an application

* Name

The user-facing display name far this application (this can be changed later)

| ]

Supported account types

Who can use this application or access this API?

(®) Accounts in this organizational directory only | only - Single tenant)
Q& ional diractory (Any AZure AD d
@ in organizational directory [Any Azure AD directory - Multitenant) and personal Micresoft accounts (e.g. Skype, Xbox)

O Frersonal Microscft accounts only

Redirect URI (optional) L

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web W

e.. hitpe://example.com,/auth

Network Detective Pro

3. Enter a name for the application. Choose the Supported account types for the
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Step 2 — Grant APl Permissions to Enterprise App

1. From your app, click APl permissions from the left menu. Next click Add a

permission.

T Add a permission

Manage

However, user
B grand
D Authenticatior

adm P

API / Parmissions name Type Description
W Microsoft Grap
ser.figad Delegated  Sign in and read user profile
V)
-
To view and manage pem onsen ntery a

2. From Microsoft APls, choose the Microsoft Graph API.

Select an API

Commonly used Microsoft APIs
Microsoft Graph

single endpoint

(") Azure Rights Management
L&, Services

Allow validated users to read and write
protected content

Wy, Data Export Service for

L# Microsoft Dynamics 265
Export data from Micrasoft Dynamics
CAM organization to an exteral
destination

Flow Service

Embed flow templates and manage

flows

Request APl permissions

Microsoft APls  APls my organization uses My APls

A\, Aeure Service Management

Programmatic access to much of the
functionality available through

the Azure portal

£ Dynamics 365 Business

W Central

Programmatic access to data and
functionality in Dynamics 365 Business

Central

= intune

Programmatic access to Intune data

Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more through a

\ _—
4‘\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.
<4

Azure Storage
Secure, massively

data lake sto
semi-structui

b Dynamics CRM

[] Office 365 Management APIs

Retrieve information about user, admin,

ess the capabilities of CRM business
software and ERP systems

3. From Application Permissions, select and assign the permissions detailed in the

list below. When you are finished, click Add Permissions.
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Network Detective Pro

Request APl permissions

< All APIs
@ Microsoft Graph
hitps://graph.microsoft.com/ Docs o
What type of permissions does your application require?

Application permissions

Yeur application runs as a background service or daemon without a
signed-in user.

£ 1o access the AP as the signed-in user

Select permissions

£ dire

0
pen

use

Directory.AccessAsUser All (T

Access directory as the signed in user
Directory.Read All ©

Read directory data
Directory.ReadWrite Al 0

Read and write directory data

O 0O 0O

Admin consent required

¢ AdministrativeUnit.Read.All
e AuditLog.Read.All

» Device.Read.All

e Directory.Read.All

* Domain.Read.All

e Group.Read.All

e GroupMember.Read.All
« |dentityProvider.Read.All
* Notes.Read.All

e Organization.Read.All

* Reports.Read.All

o SecurityEvents.Read.All
» Sites.Read.All

e User.Read.All

e Subscription.Read.All (*LOCATED UNDER DELEGATED PERMISSIONS)

e User.ReadBasic.All (FLOCATED UNDER DELEGATED PERMISSIONS)

RapidFireTools
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Note: Select Delegated Permissions to access the two permissions
above.

What type of permissions does your application require?

Delegated permissions Application permissions
Your application needs to access the AP as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.
Select permissions expand al
[0 subscriptionread.all X

0 The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per
permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be
used. Learn more

Permission Admin consent required
' subscription (1)

Subscription.Read All ()
Yes
Read all webhook subscriptions

J

4. Finally, click Grant admin consent for the app permissions. Some permissions
require admin consent to be added. Work with your on-site Azure administrator to
grant admin consent.

Configured permissions

Applications are authorized to call APls when they are granted permissions by ug
all the permissions the application needs. Learn more about permissions and cor

Add a permission  ~ Grant admin consent for

Grant admin cansent far

Application  Read all audit log data

Step 3 — Create Secret Key for Enterprise App

1. From your app, click Certificates & Secrets from the left-menu.

2. Click New client secret.
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Manage ;
Certificates can be used as secrets to prove the application’s identity wh
B Eranding

a Authentication

Certificates & secrets —

It Teken configuration No certificates have been added for this application

& Expose an AP
B app roles Client secrets
& Owmers A secret string that th & its ident hien requ
& Roles and administrators | Preview
-+ MNew cligns secret
M Manrfest aﬁ_lj
Description Expires
Support + Troubleshooting
o client secrets have been created for this application

P Troubleshooting

3. Enter a description for the secret and select an expiration period. Click Add.

Take note of the secret Value. You can copy it to your clipboard.

x
@ Application registration certificates, secrets and federated credentials can be found in the tabs below.
Certificates (0} Client secrets (1) Federated credentials (0)
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password
t New client secret
Description Expires value @ Secret ID
secret 6/29/2023 AAVBO~IAJA3I . D 7df6781e-5c53-4494-beBG-ef672006c23 B [

Step 4 — Add App as Reader to Root Management Group

1. From your Azure tenant, navigate to Microsoft Entra ID > Properties. Switch
Access management for Azure resources to Yes.
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Home > test org

n test org | Properties

Azure Active Directory

A7 Got feedback?
5 App registrations -
- Country or region
(%) Identity Governance yorreg
Argentina

8 Application proxy
Location

tribute United States datacenters

Notification language

a Licenses

Access management for Azure resources
2D sign-in logs
B Auditlogs groups in this tenant. Leam more

Manage security defaults

M Provisioning logs

@ Log Analytics

[ engish v
@ Cross-tenant synchronization

Tenant ID
B Azure AD Connect | 0b9c92ff-7df1-489 D ‘
k=) Custom domain names

Technical contact
@ Mobility (MDM and MAM) | @kaseya.com ¢\

Password reset Global privacy contact

& User settings N ]
{l! Properties Privacy statement URL
@ security | - ‘
Monitoring

Joseph Weakland (josephweakland@kaseya.com) can manage access to all Azure subscriptions and management

2. Next, navigate to Microsoft Entra ID > App registrations. Find and click on the
app you created earlier. Copy the complete display name of the app to your

clipboard.

Home > Joe test org | App registrations >

g microproapp =

|)3 ﬁearch | « [i] Delete & Endpoints

B Overview
/~ Essentials
Quickstart
Display name
# Integration assistant
Application (client) ID

Manage Object ID

Branding & properties Directory (tenant) ID

5) Authentication
Certificates & secrets

Il Token configuration

-2 API permissions

& Expose an API

U4 Approles

&2 Owners

Supported account types :

Preview features

: microproapp
: d8f9b041-47ae-4570-a17d-3a5f75ec42¢ca
: a301dc21-9efe-4428-2194-a272063e069f

: 0b9c92ff-7df1-4895-86a8-fee37ela28ab

rganization only

0 Starting June iOth 2020 we will no longer add any new features to Azu
but we will nd’longer provide feature updates. Applications will need td

Get Started ~ Documentation

Build your app|

3. From the search bar, search for and open Management Groups.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Home > Joe test org | App registratior

i microproapp #

2 Search

|<<

B Overview
& Quickstart

# Integration assistant

Manage

= Branding & properties

3) Authentication
Certificates & secrets

11! Token configuration

_ Microsoft Azure ‘ O management group

All Services (26) Resources Resource Groups

Azure Active Directory (0)
Services
[ Management greups @
[me) Proximity placement groups
4> Resource management private links
F-3 Groups
Documentation
Management groups - Cloud Adoption Framework
Organize your resources with management groups - Azure Gover...

Quickstart: Create a management group with portal - Azure gover...

4. Click on and open the Tenant Root Group.

( Create

@ Use management groups to group subscriptions. Click on an exisiting group to drill in, view details and govern resources. Right-click on any subscripti

Started” tab to learn more.

|~ Add subscription

() Refresh

1= Expand / Collapse all L Exporttocsy Q) Feedback

‘ P Search by name or ID

Showing 0 subscriptions in 2 groups

Tv Name
v [A\] Tenant Root Group

[#] icro Pro Group

Type [»]

Management group 0b9c92ff-7df1-4895-86a8-fee37e1a28ab

Management group Microprogroup

RapidFireTools

Select Access Control (IAM).

Network Detective Pro
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Home > Management groups >

(4] Tenant Root Group =

Management group

|Pbearch | « { Create ) Add subscription C_) Refresh =0 Rename group

(%] Overview ~ Essentials

Subscriptions

Name : Tenant Root Group
[ Resource Groups ID : 0b9c92ff-7df1-4895-86a8-fee37e1a28ab
B Resources Access Level : Owner
H Activity Log Path : / Tenant Root Group
A9, Access control (IAM) £ search by name or ID

b

Governance Showing O subscriptiens in 2 groups

[ Get started

T, Name T
O security
& Policy N |'h| Tenant Root Group M
il
= Deployments |.':'.| Micro Pro Group M

Cost Management
& Cost analysis

O Budgets

6. Click on ‘+ Add’ and ‘Add role assignment’.

Home > Management groups > Tenant Root Group

8 Tenant Root Group | Access control (IAM)

Management group

|/O Search ‘ « + Add \lr Download role assignments Edit columns C] Refresh

[#]  Overview Add role assignment

s Deny assignments  Clas
Subscriptions Add co-administrator | Add role assignment

[%] Resource Groups Add custom role

A2 Access control (IAM) Check access
Review the level of access a user, group, service principal, or managed identity ha

7 Get started

Jurce.

Resources

& Activity Log

QO Security
Grant access to this resource View access to this
& Policy

7. Select the ‘Reader’ role and then click on Next.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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| £ readeﬁ “ Type : All Category : All
Name T Description T
Reader [N View all resources, but does not allow you to make any changes.
AcrQuarantineReader acr quarantine data reader
AgFood Platform Service Reader Provides read access to AgFood Platform Service
APl Management Service Reader Role Read-only access to service and APls
APl Management Workspace Reader Has read-only access to entities in the workspace. This role should be assigned
App Compliance Automation Reader App Compliance Automation Reader Role
App Configuration Data Reader Allows read access to App Cenfiguration data.
Attestation Reader Can read the attestation provider properties
Autonomous Development Platform Data Read... Grants read access to Autonomous Development Platform data

8. With ‘User, group, or service principal’ selected, click on ‘+ Select Members’.

Home » Management groups » Tenant Root Group | Access control (IAM)

Add role assignment

. . .
Role  Members Review + assign
Selected role Reader
Assign access to @ User, group, or service principal

O Managed identity

Members + Select m@mbers

Name Object ID

Mo members selected

Description Optional

9. Inthe Select members box, paste the Display name of the app that you copied
earlier. Then click Select.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Select members

Select (0

microproapp

microproapp

Y

10. Click Next and then click Review + assign.

Members = Select members
Name Object ID Type
microproapp 1811fd1-8454-4703-8¢50-608f72e70227  App
Description Optional

Review + assign | Previous ‘ ‘

Next |

11.

You can find the app that you added under Role assignments.

+ Add ¥ Download role assignments == Edit columns () Refresh &7 Feedback

Checkaccess  Role assignments ~ Roles  Deny assignments  Classic administrators

0 Search by name or emai Type : All Role : All Scope : All scopes Group by : Role
2items (1 Users, 1 Service Principals)
[J Name Type Role Scope
\/ Reader
microproapp
O App This resource
\/ User Access Administrator
Od 0 B . User User Access Administrator © Root (Inherited)

Condition

None

None

© 2023 RapidFire Tools, Inc. All rights reserved.
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Step 5 — Gather Credentials and Perform Scan

1. To perform a combined Microsoft Cloud and Azure Scan using Network Detective
Pro or Compliance Manager GRC, you will need 3 separate credentials.
e Tenant ID

e ClientID

e Client secret Value

You can find these in the Azure Portal from [Your App] > Overview.

ch resources, services, and docs (G+/)
K

@ Delete @ Endpoints [ preview f

 festures
@ Got 2 second? We would love your feedback on Microsoft ider

(previously Azure AD for developer). =
~ Essentials

Display name

AppTest Client credentials

Application (client) D : 7bf Redirect URIs Adda
Object ID L

Directory (tenan) ID. : alc

Supported account types : My organization ol

Copy the client secret value from Certificates & secrets > Client secrets.

@ Application registration certificates, secrets and federated credent:

ials can be found in the tabs below.

Certificates (0)  Client secrets (1)  Federated credentials (0)

A secret siring that the application uses to prove its identity when requesting a token, Also can be referred to as application password.
T New client secret

Description Expires Value @ Secret ID
secret 6/29/2023 AAVBQ~9ATA3If

. [ 7df6781e-5c53-4494-be86-ef672006cf23

=4
=
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Modify Report Privacy Options in Microsoft 365 Admin Center

By default, the Microsoft Cloud will conceal user information such as usernames, groups,
and sites for certain reports. This can affect how data is presented in your Microsoft Cloud
Assessment reports. If you are missing details in your reports, follow these steps to
resolve the issue:

1. From your browser, access the Microsoft 365 admin center at admin.microsoft.com.

2. From the home page, click Show all from the side menu.

Microsoft 365 admin center

= ND-Solutions

I {1 Home
R Jsers s
b= Devices e
o Teams & groups w
B Billing w
& Setup

Show all
3. Then click Settings.
© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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Microsoft 265 admin center

= Home > Setup
it Home
8 Users v Welcome back,
6= Devices ™ Get the most cut of your Microsoft 39
e Teams & groups 4
Guided setup
PE, Raoles Y
2 Resources w
B Billing 4 Featured collections
@ Support o Lists of related actions to help you m4
£33 Settings = N Settings
Remote work essentials
I &9 setup Actions to help your organization stay saf]
while warking remataly.
b~ Reports w
%  Health v

4. Then open Org settings.

"f  Teams & groups v
Guided setup
;Dé Roles o
%2 Resources e
B Eiling 4 Featured collections
@ Support V. Lists of related actions to help you m4
£0z Settings
Remote work essentials
Domains . _—
Actions to help your organization stay saf]
Search & intellige, while working remotely.
Org settings
Integrated apps
Partner relationships
I 59 Setup

5. From the list of Services, scroll down and click Reports.

Network Detective Pro
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e Seftings ~

. Office Scripts
Domains

E Q d

Search & intelligence Productivity Score

| Org settings

|d Reports
Integrated apps
Partner relationships ® SharePoint
Setu
z £ @ Sway

k  Reports N
User consent to apps

»

%  Health ~

User owned apps and services

(b

Admin centers
What's new in Office

f\

@ Security
Whiteboard

[

6. From the right-hand menu, DESELECT the Display concealed user, group, and
site names in all reports option. Then click Save. Disabling this option will ensure
your Microsoft Cloud Assessment reports have more detailed data.

Reports

Reparts found in the Microsoft 365 admin center provide information about your
organization’s usage data. Your organization's data is managed by trusted cloud
security and privacy safeguards.

By default, reports conceal user information such as usernames, groups, and sites.
You can decide to display concealed information if you prefer or if your
organization's policies require it.

This setting applies to Microsoft 365 usage reports in Microsoft 365 admin center,
Micresoft Graph and Power Bl and the usage reports in Microsoft Teams admin
center.

|| Display concealed user, group, and site names in all reports

Microsoft 365 usage analytics

Usage data is analyzed and used to make charts and graphs to help you understand
your organization's use of apps and services. Reports can be found in the
Micresoft 365 admin center and in Power Bl. Learm how to get started with Power BI

D Make report data available to Microsoft 365 usage analytics for Power BI

Microsoft Cloud Assessment Reports

The Microsoft Cloud Assessment allows you to generate the following reports and
supporting documents:

Report Name Description

Azure AD Detail | The Azure AD Detail Report goes through the entire Azure Active
Report Directory environment and documents all organizations, domains, and

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools’
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Report Name Description

support services that are turned on for the AD environment. Every
detail is presented in line-item fashion in an editable report document,
including: installed special applications, web URLs to those apps,
organizational contacts, distribution lists, proxy addresses, Microsoft
service plans and SKUs being used, groups, users, permissions,
devices, and more. The report is organized by section with a table of
contents to help you locate the specific findings of interest, and
problem areas are conveniently highlighted in red, making it easy to
spot individual problems to be rectified.

Cloud The Cloud Management Plan takes issues identified in the Risk
Management Report, organizes them by severity, and includes specific
Plan recommendations on how to remediate them. The report’s information

is pulled directly from the Microsoft controls from multiple Cloud
components, including SharePoint, OneDrive, Teams, Azure AD itself.
It also identifies other types of issues related to misconfigurations and

operations.
Cloud Risk The Cloud Risk Report, like the Risk Reports in all of our other Network
Report Detective modules, spans all of the Microsoft Cloud components. It

includes an overall Risk Score, an overall Issues Score, as well as a
summary list of issues discovered. The issues come from both the
Microsoft controls as well as other best practices. It identifies specific
risks that are due to misconfigurations as well as risks created from
turning on or off specific running components.

Compensating | The report is used present the details associated with security

Control exceptions and how Compensating Controls will be or have been
Worksheet implemented to mitigate risks in the cloud environment. Here you can
explain document and explain why various discovered items are not
true issues and possible false positives. The benefit of this feature is
that it adds back in the human element into the assessment and allows
for explanation of special circumstances and specific environment
requirements. The Compensating Controls Worksheet does not
alleviate the need for safe guards but allows for description of
alternative means of mitigating the identified security risk.

Microsoft Cloud | The Microsoft Cloud Configuration Change Report is a very detailed
Configuration technical report that identifies entity and configuration changes. The
Change Report | changes are grouped by properties, showing the old values vs. the
new values, and then the changes are grouped together into bands
called “Change Sets.” This report gives you the ability to look at a
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Report Name Description

group of changes together, as well as see how all the properties have
changed for that particular time period. This is useful for change
management and for capturing and documenting unwanted changes in
the event you need to roll back those changes in the user interface.

Microsoft Cloud
Security
Assessment

The Microsoft Cloud Security Assessment report brings together all of
the security aspects of Microsoft Cloud under one umbrella. It not only
includes your own Microsoft Control Score and Secure Score from
Microsoft; it also shows your trending against the average score of
your peers.

Microsoft
Teams
Assessment
Report

The Microsoft Teams Assessment Report provides detail about each
team in the system, including who the owners are, what channels they
have, and what kind of user identity audits have been conducted on the
channels. There are individual entries that can be used for audits of the
member settings, the guest settings, the message settings, the fun
settings, the tab settings. This information goes beyond the Microsoft
security score controls and includes other types of misconfigurations
that might cause security problems, such as having guest members
that are able to remove and delete channels.

OneDrive
Assessment
Report

The OneDrive Assessment Report provides a high-level summary
report of all OneDrive usage. This is critical to know, since it includes
every user the system has, all the Teams, and all the sites created by
the client. This overview report gives you a solid handle on how the
OneDrive platform is growing, and looks for spikes in that growth that
need to be managed. It also looks for spikes in activity that may need
to be investigated. The report provides trends over of 30-, 60-, and 90-
day increments to give you a solid indicator of storage and bandwidth
utilization.

Outlook Mail
Activity Report

The Outlook Mail Activity Report is the perfect complement to the
Network Detective Exchange Assessment module, which provides
deep dive information about Office 365 usage. The Outlook Mail
Activity Report provides a high-level summary of what emails are being
sent and received by your top 10 active senders and active receivers
for the reporting period. This report is meant to be run month-over-
month to identify the power users who may need more capacity, and
which mailboxes are not being read at all and likely represent recently
inactive users that need to be cleaned up.

SharePoint

The SharePoint Assessment Report is a detailed assessment that

© 2023 RapidFire Tools, Inc. All rights reserved.
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Report Name Description

Assessment shows the total number of sites started under management, how many
Report active SharePoint sites there are, what storage requirements there
are, and includes daily trends in the number of sites and storage
usage. It then takes the site collections and breaks down all the
individual sites so you can understand what is being published in each,
how they are organized, and even what groups they contain. Among
other things, the report helps understand growth trends and better
predicts backup needs.

RapidFireTools © 2023 RapidFire Tools, Inc. All rights reserved.
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Performing an AWS Assessment

AWS Assessment Overview

The AWS (Amazon Web Services) Assessment module employs a specialized data
collector to scan the Amazon Cloud. In this way, you can use Network Detective Pro to
gather basic infrastructure data from AWS, including details from some of the most
commonly used cloud services.

The AWS Module allows you to produce two editable, detailed reports about the following
AWS services:

IAM — AWS accounts are typically provisioned with a root account, but it is
recommended to use the Identity Access Management (IAM) service to add
additional users and assign permissions. This section shows the various groups
and users that have been granted access.

VPC — Network resources can be grouped in VPCs. VPCs represent network
segmentation in the AWS world. VPNs can be established to VPCs allowing
external access to cloud resources.

EC2 — This represents one of the most commonly used computer resources in AWS
that can be used to run virtual machines. These are some of the first types of
resources that MSPs are typically asked to manage in the AWS environment for
their customers. In most cases, RMM agents can be placed on individual virtual
machines that are part of EC2.

RDS - This service is used to create relational databases in the cloud (like SQL
Server and MySQL). Businesses typically have migrated their databases from on
premise to RDS instances in AWS.

83 —This service is used to store files in AWS for access by various other services,
including EC2. Additional uses can be for downloads, uploads, and also to host
websites.

With Network Detective Pro, you’ll have access to all the data you need to prioritize your
work based on risk and issue severity, and get the right things done at the right time.

© 2023 RapidFire Tools, Inc. All rights reserved.
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What You Will Need

Network Assessment

Component

Description

Network Detective
Pro

The Network Detective Pro Application and Reporting Tool guides you
through the assessment process from beginning to end. You use it to create
sites and assessment projects, configure and use appliances, import scan
data, and generate reports. The Network Detective Pro Application is
installed on your workstations/laptops; it is not intended to be installed on
your client or prospect sites.

AWS Credentials

Before you scan the AWS environment, you will need to following
AWS credentials:

* AWS Access Key ID
* AWS Secret Key

WORK WITH YOUR TECH TEAM TO GATHER THESE CREDENTIALS, AND TREAT
THEM WITH THE APPROPRIATE SECURITY PRECAUTIONS!

RapidFireTools
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Follow these steps to perform a AWS Assessment.

Step 1 — Download and Install the Network Detective Pro
app

Go to https://www.rapidfiretools.com/ndpro-downloads/ to download and install the
Network Detective Pro application on a PC on the MSP network. Then run
Network Detective Pro and log in with your credentials.

Step 2 — Create a New Site

To create a new site:

1. Open the Network Detective Pro Application and log in with your credentials.

2. Click New Site to create a new Site for your assessment project.

(=] Network Detective Pro - v4.0.1293

f "=

InForm Appliances Connector Reporter

HOME

3. Enter a Site Name and click OK.

z [ oo
Mew Site |

All Metwork Detective assessments are organized into Stes. Aste canbe a
physical location ar a logical grouping, such as a customer.

Site Mame:

Customer A - Assessment

Ok || Cancel

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools’
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Network Detective Pro

Step 3 — Start an AWS Assessment

1.

From within the Site Window, select the Start button that is located on the far right
side of the window to start the Assessment.

\/ Customer A - Assessment Export

Press the Start buiton to start a new Assessment Project Start

Next, select the AWS Assessment option presented.

SITE

=

Active Project

E.

Archived Projects

E.

Progress Reports

=l

Generated
Reports

E.

Downloaded
Reports

Discovery Agents

/\ Granite Partners J i Ste

Press Start to begin a new Project Start

Metwork Detective Wizard

Select Assessment Type
What type of assessments are you performing at this site? (Check all that apply)

() IT and Cloud Assessments

[{m}

o

() Other {Use for ad-hoc reporting. Mo checklist provided )

Cancel

Then follow the prompts presented in the Network Detective Wizard to start the
new Assessment.

Once the new AWS Assessment is started, a “Checklist” is displayed in the
Assessment Window presenting the “Required” and “Optional” steps that are to
be performed during the assessment process. Below is the Checklist fora AWS
Assessment.

© 2023 RapidFire Tools, Inc. All rights reserved.
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=1 Network Detective Pro - v4.0.1328

iances

/\ Granite Partners /  Edi Sie Assessments | Repots | Expot | Explore Data
SITE —
Assessment-20220929
E 0% Complete 0 Complete () Requied (D) Optional  Created 26-52p-2022 0155 PM  Updated 26-52p-2022 01:55 PM  Previous Project: Select
] J
AWS Assessment 0% Complet= 0 Complete n Required (0 Optional Created 23-Sep-2022 01:55PM  Modified 29-5ep-2022 01:55PM
Active Froject =
=
Archived Projects
T::'
Double-ciick tems to open.
Progress Reports
— @ Press the ‘Run AWS Data Collector’ button to initiate data collection
| ¥ you do not have a resutsfilsfrom an AWS Cloud Assessment Scan. plesse uss ths “Run AWS Data Colisctor” button to generate soan data
Generated
Reports —
34 . .
) v Scans 4| impor Scan Fie .. Intists Extemal Scan ¥ Download Scans -, Run AWS Data Colector
i - '
Dowrloaded ‘ Scan(s) Expand Al 0 Files
Reports !

3. Complete the required Checklist Items and use the Refresh Checklist feature to
guide you through the assessment process at each step until completion.

You may also print a copy of the Checklist for reference purposes by using the
Printed Checklist feature.

Refresh Checklist Printed Checklist

Step 4 — Gather AWS Access Key and Secret Key

Before you can begin the AWS scan, you must A) create an AWS user with the minimum
API permissions to complete the AWS scan, and B) generate an Access key ID and
Secret key for this user and copy them to your clipboard. Here's how this works:

4(A) — Create User and Assign API permissions

Create a user in the AWS console and assign the user the appropriate API permissions to
perform the AWS scan.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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1. Navigate to Identity and Access Management (IAM) > Users.

Identity and Access X
Management (IAM)

Q, Search IAM

Dashboard

¥ Access management
User groups
Users
Roles
Policies
Identity providers

Account settings

2. Create a new user or modify an existing user. Add the following APl permissions to

Permissions Group: Tag: Security credentials Access Advisor

Permissions policies (3) Cc ‘ Add permissions v

Permissions are defined by policies attached to the user directly or through groups. — -
Filter by Type

Q search ‘ ‘All(ypes v ‘ 1 ®

o a Type v

(m] AWS managed

a IAMReadOnlyAccess AWS managed

] ReadOnlyAccess AWS managed - job function Group TechnicalGroup

* ReadOnlyAccess
* IAMReadOnlyAccess
« AWSAccountManagmentReadOnlyAccess

© 2023 RapidFire Tools, Inc. All rights reserved.
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4(B) — Generate Access Key ID and Secret key

1.

Next, open the Security credentials tab for the user.

Permissions Groups (1) Tags (2) Security credentials Access Advisor

Console sign-in

Console sign-in link Console password
.signin.aws.amazon.com/console Not enabled

2. Thenclick Create access key.

3.

Access keys

Use access keys to send programmatic calls to AWS from the AWS CLI, AWS Tools for PowerShell,
a time. Learn more [}

Create access key b

AKIAQLOSGIZ

Description
TAG

If prompted, select the Third party-service use case and click Next.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Network Detective Pro

alternatives.

Access key best practices & alternatives i

Avoid using long-term credentials like access keys to improve your security. Consider the following use cases and

Use case

(O Command Line Interface (CLI)
You plan to use this access key to enable the AWS CLI to access your AWS account.

(O Local code
You plan to use this access key to enable application code in a local development
environment to access your AWS account.

(O Application running on an AWS compute service
You plan to use this access key to enable application code running on an AWS
compute service like Amazon EC2, Amazon ECS, or AWS Lambda to access your AWS
account.

© Third-party service
You plan to use this access key to enable access for a third-party application or service
that monitors or manages your AWS resources.

(O Application running outside AWS
You plan to use this access key to authenticate workloads running in your data center
or other infrastructure outside of AWS that needs to access your AWS resources.

Enter a description for the key and click Create Access Key.

Set description tag - optional .+

The description for this access key will be attached to this user as a tag and

shown alongside the access key.

Description tag value

Describe the purpose of this access key and where it will be used. A good description

will help you rotate this access key confidently later.

Network Detective Onlihe AWS Scar|

Maximum 256 characters. Allowed characters are letters, numbers, spaces

representable in UTF-8, and: _.:/=+-@

5. Copy the Access key ID and Secret access key to your clipboard. TREAT THIS
DATA WITH THE APPROPRIATE SECURITY PRECAUTIONS!

RapidFireTools’
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Retrieve access keys i

Access key

If you lose or forget your secret access key, you cannot retrieve it. Instead, create a
new access key and make the old key inactive.

Access key Secret access key

sk s e s ok sk s e e e e e Show
AKIAQLOSGIZXY2DHLHNF
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Step 5 — Perform AWS Scan Data Collection

To begin the AWS Cloud Scan, return to the Network Detective Pro app. From your active
AWS assessment:

1. Click Run AWS Data Collector from the Scans panel.

/\. Granite Partners J Edi Ste Assessments | Repois | Expot | Bxplore Data
SITE
Assessment-20220929
E. 0% Complete 0 Complete ) Requied (D) Optional  Created 29-5ep-202201:55 PM  Updated 29-5ep-2022 0155 PM  Previous Project: Select
] 2
AWS Assessment 0% Complete 0 Complete a Required 0 Optional  Created 29-5ep-202201:55PM  Modified 25-5ep-2022 01:55 PM
Active Project

Reports
Archived Projects Not Ready

il
Double-cick items to open
Frogress Reports

—_— @ Press the ‘Run AWS Data Collector” button to initiate data collection

l | Fyou do not have a resuts fie from an AW Cloud Assessment Scan, please use the “Run AWS Data Colleetor” button to generate soan data,
Generated

Reports

, \"4 o Scans  4#  Impot Scan File . intiate Extemal Scan ¥, Download Scans *_ Run AWS Data Collsctor

) I
Downloaded Scan(s) Ewpend Ml O Files

Reports

2. Enter the credentials you copied in the previous step. Then click Collect.

/\ Granite Partners / i Sic Asscssmerts | Repots | Bpot | Explors Data

Assessment-20220929

0% Complete. 0 Complete: ) Reauied (0) Optional  Created 23:5ep-2022 0155 PM  Updated 23-5ep-2022 0155 PM  Provious Project: Seleat

AWS Assessment 0% Complete 0 Complete @) Requred (0) Optional  Created 25-5ep-2022 01:55PM  Modified 29-5ep-2022 01:55PM

v

v —
= the Run
e Reports
p — Not Readly
Run AWS Data Collector H

AWS Access Key ID: [ ]
— AWS Secret Access Key: |

Double-click tems to open.

@ Press the ‘Run AWS Data Collector’ button 1o initiate data collection.
f you do net have 2 resuts fil from an AWS Cloud Assessmert Sean, please use the "Run AWS Data Collector” button to generate sean data.

\"4 A Scans  4¢ Import Scan File . ntiste Extemal Scan %, Download Scans ° Run AWS Data Collector

Scan(s) ExandAl 0 Files

3. Aprogress bar indicates a successful connection to the AWS environment.
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Assessment-20220929

07 Complete  0Complete () Recuired (D) Optional  Created 29-5ep-2022 01:55 PM  Updated 29-5ep-2022 01:55 P Previous Project: Select
AWS Assessment 0% Complete 0 Complete  (§)) Reauire: d (0 Optional  Created 29-5ep-202201:55PM  Modified 29-5ep-2022 01:55 PM

v
Archived Project Collector butten || RO
‘caliection
Fl °
Double-cick tems to open.
Progress Repots

Collecting AWS Data
@ Press the ‘Run AWS Data Collector button to initiate data collectio

5 |
Fyou donothave a resusfie fom an AW Cloud Assessment Scan. lease use the “Run AWS Dta Coector bstontogen ' B225
ing database

o
K
8
-4

i

2
£

A I
{ - Cancel Scan
— v Scans | 4¢| mport Sean File .. Intiate Btemal Scan % Download Scans
|
Dorrioadd | scont) Bomem ores
Repots i

When the AWS scan finishes, your checklist will be updated and the AWS scan file
(.aws) will appear. You are now ready to generate reports.

=1 Network Detective Pro - v4.0.1328

SITE /\ Granite Partners ~ / EitSie

Assessments | Repots | Bwpot | Explore Data

Assessment-20220929
E 100% Complets 1 Complete. o Required ‘4\1 ) Optional  Created 29-5ep-2022 01:55 PM  Updated 29-5ep-2022 01:55 PM  Previous Project: Select

AWS Assessment  100% Compiete  1Complete (@) Requred (0 Optional  Created 29-5ep-202201:55PM  Modified 25-5ep-2022 01:55 PM
v

B Ve
P——  mied
[>)

E o

Doubleclick items to open
Progtess Rpors
E:, ! © Press the ‘Run AWS Data Collector’ button 1o initiate data collection.
| If you do not have a results file from an AWS Cloud Assessment Scan. please use the “Run AWS Data Collector” button to generate scan data. (Complete)
Generated
Repott =
= v j Scans 4 mpotScnFie ' inkise Btemal Soan % Downoad Scans . Fun AWS Data Collctor
|
Downloaded Scan(s) Expand Al 1Fles  29-Sep-2022 03:48 PM - 29-Sep-2022 03:48 PM
Reports
~ AWS Scans 1 Files 29-5Sep-2022 03:48 PM - 29-Sep-2022 03:48 PM
N i AWS-538000627080694640.aws  Completed 25 022 03:48 PM
Di rery Agents

Step 6 — Generate AWS Assessment Reports

Note: This step is NOT performed at the client site or network. Network Detective Pro
should be installed on your workstations or laptop. Install Network Detective Pro from
https://www.rapidfiretools.com/ndpro-downloads/ if you have not already done so. To
generate the reports for your AWS Assessment, follow the steps below:
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Network Detective Pro

Run Network Detective Pro and log in with your credentials.

2. Then select the Site, go to the Active Assessment, and then select the Reports
link to the center of the Assessment Window in order select the reports you want

to genera

te.

lances

SITE o

(=1 Network Detective Pro - v4.0.1328

m & =

Reporter Users

Granite Partners /  Edit Sie Assessments | Reports | Export | Explors Data

Assessment-20220929
100% Complete 1 Complete G Required (0 ) Optional Created 23-Sep-2022 01:55 PM  Updated 23-5ep-2022 01:55PM  Previous Project: Select

AWS Assessment  100% Compli=  1Complete (@) Requred (0) Optional  Created 20-5ep-20220L:SSPM  Modfied 29-5ep-2022 0 1:55 PM

S
Active Assessment - Ready to Generate ~ | 4D Avalable 102 Available Reports 154 Unavailable Repots  Clear Selected Reports
C‘Jl AWS

£ [F]Standard Reports
[F1AWS Assessment (dacx)
[F1AWS Assessment Excel Report (xlsx)

3. Select the Create Reports button and follow the prompts to generate the reports
you selected.

4. Atthe end of the report generation process, the generated reports will be made

available

RapidFireTools’

for you to open and review.
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AWS Assessment Reports

The AWS Assessment allows you to generate the following reports:

Standard Reports

Report Name Description

AWS Assessment The AWS Assessment goes through the entire AWS
environment and documents all services, account ID, EC2, RDS,
and S3 that are found in the AWS environment. Every detail is
presented in line-item fashion in an editable report document.
The report is organized by section with a table of contents to help
you locate the specific findings of interest.

AWS Assessment The AWS Assessment Change Report is a very detailed

Change Report technical report that identifies entity and configuration changes.
The changes are grouped by properties, showing the old values
vs. the new values, and then the changes are grouped together
into bands called “Change Sets.” This report gives you the ability
to look at a group of changes together, as well as see how all the
properties have changed for that particular time period. This is
useful for change management and for capturing and
documenting unwanted changes in the event you need to roll
back those changes in the user interface.

AWS Assessment Comprehensive lists of all AWS assets and services in MS Excel
Excel format.
© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools

148



Network Detective Pro — User Guide Network Detective Pro

Performing a Cyberattack Risk Assessment Scan

Cyberattack Risk Assessment Overview

A cyberattack risk assessment is a systematic examination of an organization's potential
vulnerabilities to cyber-attacks and the likelihood of such attacks occurring. It involves
identifying, analyzing, and prioritizing potential security threats, and evaluating the current
security measures in place to mitigate those threats.

The goal of a cyberattack risk assessment is to identify areas of risk and recommend
steps that can be taken to reduce the risk of a successful attack, thereby improving the
overall security posture of an organization.

With Network Detective Pro you can engage end-users in performing a Cyberattack Risk
Assessment. You can create a custom download page where users will download and run
a simple data collector. You can then download the scan results and generate a
Cyberattack Risk Assessment Report.

Follow these steps to perform a Cyberattack Risk Assessment:

Step 1 — Download and Install the Network Detective Pro
app

Go to https://www.rapidfiretools.com/ndpro-downloads/ to download and install the
Network Detective Pro application on a PC on the MSP network. Then run
Network Detective Pro and log in with your credentials.

Step 2 — Create a New Site

To create a new site:

1. Open the Network Detective Pro Application and log in with your credentials.

2. Click New Site to create a new Site for your assessment project.

© 2023 RapidFire Tools, Inc. All rights reserved.
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[Z] Network Detective Pro - v4.0.1293

f .

InForm Appliances Connector Reporter

HOME

3. Enter a Site Name and click OK.

= [ oo
Mew Site 3|

All Metwork Detective assessments are organized into Sites. A site can be a
physical location or a logical grouping, such as a customer.

Site Mame:

Customer A - Assessment

Ok || Cancel

Step 3 — Create Cyberattack Risk Assessment in Network
Detective Pro

1. From within the Site Window, select the Start button that is located on the far right
side of the window to start the Assessment.

% Customer A - Assessment Export
Press the Start button to start a new Assessment Project Start

Next, select the Cyberattack Risk Assessment.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools’
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SITE A\ Future Strategies =~ / Eatsie

Press Start to begin a new Project Start

’ J Network Detective Wizard X

Active Project

Select Assessment Type

What type of assessments are you performing at this site?

Archved Projects (®) Cyberattack Risk Assessment
O 1T and Cloud As: ents (check all that apply):
[] Netw rt (Domain
-
s
Progress Reports E :
s
|
‘ ge
ge
Generated % |
Reports
|
U
’_. 0 aw

(O Other (Use for ad-+oc reporting. No checklist provided.)
Downloaded

Reports

Discovery Agents

= Next Cancel o

— 2% BPh B SRE it

Then follow the prompts presented in the Network Detective Wizard to start the
new Assessment.

2. Once the new Cyberattack Risk Assessment is started, a “Checklist’ is
displayed in the Assessment Window presenting the “Required” and “Optional”
steps that are to be performed during the assessment process. Below is the
Checklist for a Cyberattack Risk Assessment.
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SITE

r_,

J
Active Project

Assessments | Repots | Bxpot | Bxplore Data

/\ Future Strategies  / Ese
Assessment-20230417

07% Complete 0 Complete o Required (0)Optional Created 17-Apr-2023 02:09 PM  Updated 17-Apr-2023 02:09 PM  Previous Project: Select

Cyberattack Risk Assessment 0% Compet= 0 Complete @) Requied (0) Optional  Created 17-Apr-202302:09PM  Modified 17-Ap]
v
et | | mcprern | |ET
Risk.

Distribute the |1 D) perort
Cyberattack Risk Assessment ieports
Assessment Data Collectors e

Double-click items to open.

@ Create and Distri the Cy Risk scanner
Cyberattack Computer Scans are perfomed by running a downloadable appication and are configured from the RapidFire Tools portal. Double Cick to open a
browserto setup the download program and the custom branded download page designed to be shared with end-users. This tem wil be complete after the next
step is completed
- ‘ -
v Scans 4 npot Scan il . Intiste Edemal Scan . Download Scans

Scan(s) Expand Al 1 Files 17-Apr-2023 02:09 PM - 17-Apr-2023 02:09 PM

~ Network Scans 1Files 17-Apr-2023 02:09 PM - 17-Apr-2023 02:09 PM

Network Detective Pro — User Guide

3. Complete the required Checklist Items and use the Refresh Checklist feature to
guide you through the assessment process at each step until completion.

You may also print a copy of the Checklist for reference purposes by using the
Printed Checklist feature.

Refresh Checklist

Printed Checklist

Step 4 — Access RapidFire Tools Portal and Customize

Branding

Access the RapidFire Tools Portal at https://www.youritportal.com.Then, customize the
branding for the end-user download page. The download page is where end-users will
access the computer scanner. It can be customized with your own company logo, for
example. From the RapidFire Tools Portal, navigate to Global Settings > Branding and
make your changes.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Micro Consulting T Global Settings ® ©icea e E
General

@ Global Settings / Branding
o/ Branding
® Connections Branding @
£ Admin Alerts
o Theme
S Users (Click to Preview)
© Compliance Manager GRC ~ *

) Default
@ Vulscan
B Senvice Flans ® Light

——

&3 Email Groups
B Data Collectors
& IT Complete
@) License Usage Custom Branding @)
£ AP Keys Company Name Company Logo

Displayed in top left of menu bar Upload a logo to customize your login page (JPG or PNG, < TMB in

Micro Consulting

=8

Network Detective Pro

Step 5 — Create and Distribute the Cyberattack Risk
Assessment Computer Scanner

Next, you will enable end-users to download and run the Cyberattack Risk Assessment
Computer Scanner.

1. From the RapidFire Tools Portal, open your Network Detective Pro site and
navigate to Data Collection > Cyberattack Risk Scan.

Micro Consulting Organizations 0 Do Global Settings

O Home Future Strategies
a4 Network Detective Pro - £
Dashboard Netwark Detective Pro / Data Collection / Cyberattack Risk Assessment Scan
Data Collection o .
Cyberattack Risk Assessment Scan
Cyberattack Risk Scan

End-User Initiated Scan

RapidFi

Scan Data Conﬁgure
Data Explorer ’
he Cyberattack Risk Assessment Scan is performed by a non-intr]
Seiings ' web page link that you generate here.
Bl Audit Log More detailed instructions, including how to customize the brandir]
A custom branded download page designed to be shared with end
reTools © 2023 RapidFire Tools, Inc. All rights reserved.
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2. Click Generate from the Configure panel to create the URL for end-users to
download and run the Cyberattack Risk Assessment Computer Scanner.

Cyberattack Risk Assessment Scan

Configure

The Cyberattack Risk Assessment Scan is performed by a non-intrusive scanning application that is downloaded from a site-specific, custom
web page link that you generate here.
More detailed instructions, including how to customize the branding on the download page, are available

A custom branded download page designed to be shared with endrusﬁvss for local computer scans can be generated and managed below!

Select Scan Options:

Uncheck optional scan items to reduce scan time.
Peform Deep Scan for Sensitive Information
0Only Scan Documents and Download Folders
Web Filtering Validation
Malicious File Download Validation

External Vulnerability Scan

Detect Stored Browser Credentials

3. Copy the URL and distribute the URL to end-users.

Configure

The Cyberattack Risk Assessment Scan is performed by a non-intrusive scanning application that is downloaded from a site-specific, custom
web page link that you generate here.

More detailed instructions, including how to customize the branding on the download page, are available

A custom branded download page designed to be shared with end-users for local computer scans can be generated and managed below

https:/greystone.alert-central-staging.com/download/cybersecurity-compute Delete Open Copy

Select Scan Options:

Uncheck optional scan items to reduce scan time:
Peform Deep Scan for Sensitive Information
only Scan Documents and Download Folders
Web Filtering Validation
Malicious File Download Validation
External Vulnerability Scan

Detect Stored Browser Credentials

You can also configure several scan options. Uncheck optional scan items to
reduce scan time.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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Select Scan Options:

Uncheck optional scan items to reduce scan time.
Peform Deep Scan for Sensitive Information
Only Scan Documents and Download Folders
Web Filtering Validation
Malicious File Download Validation
External Vulnerability Scan

Detect Stored Browser Credentials

Cancel

Here's a breakdown of each scan option. When you change scan settings, the changes
are applied to the next scan you perform.

Perform Deep Scan for Scan for Personal Identifiable Information (PIl) on the

Sensitive Information endpoint

Web Filtering Validation Check to see if the endpoint can access websites that might
pose a security risk

Malicious File Download Check to see if the endpoint can download files that might

Validation pose a security risk

External Vulnerability Scan | Perform a scan to detect potential external vulnerabilities

Detect Stored Browser Check for cached users IDs and passwords
Credentials

© 2023 RapidFire Tools, Inc. All rights reserved.
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Step 6 — Users Downloads and Runs Cyberattack Risk
Assessment Computer Scanner

1. In this step, the end-user opens the URL that you provide. The end-user then clicks
Download under the Cyberattack Risk Assessment Computer Scanner.

[;reyéi_une
Professionals

Cybersecurity Risk
Assessment Computer
Scanner (Windows)

The Cybersecurity Risk Assessment
Computer scanner is a safe, Windows-
based application that will run without
being installed on your computer. It will
scan your machine for potential
vulnerabilities that could be exploited by
a hacker.

2. The end-user then opens the downloaded scanner.
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4, ComputerScanner-...exe A

3. The computer scanner will begin collecting data. This process will take a few
minutes.

@®_ Computer Scanner X

Running Computer Scanner

Getting local users

| —
4. When the scan is complete, the end-user clicks Finish. The scan file will

automatically be uploaded to Network Detective Pro and become available for you
to download.

© 2023 RapidFire Tools, Inc. All rights reserved.
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®_  Computer Scanner X

Scan Complete

7

Note: You must run the Cyberattack Risk Assessment Computer Scanner on at
least 3 devices in order to advance your assessment.

Step 7 — Download Scans in Network Detective Pro
Cyberattack Risk Assessment

1. Next, return to Network Detective Pro and open your Cyberattack Risk Assessment
project.

2. From the Scans bar, click Download Scans.

° Run Cyberattack Risk Assessment Data Collectors on 3-5 computers
Provide the URL to your custom branded download page designed to be shared with end-users to perfomm the scan. Have your custmrywcan on high

profile systems (e.g CEO, CFO, HR_). Data will be available by clicking the Download Scans button below. (Complete)

\' TS Scans 4 Impot ScanFie ' inkiate Exemal Scan W, Download Scans

3. Select and download your Cyberattack Risk Assessment scans.

© 2023 RapidFire Tools, Inc. All rights reserved.
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[=1 Download Files _ o <

The following scans have been uploaded and are available for download. Select all downloads you wish to import into the current site and press Download Selected or press Download
Alito download all available scans.

Type Device Name: Task ID File Name Date Size Label
AGT Connector
(4 Connector  AGT Connector N/A RFTDEV-3856-TMP-00155D010865.zip 4/17/2023 8:09:28 PM 063MB
[ Connector  AGT Connector N/A KA-PWOOPHAL-OCSA3CEE109A zip 4/17/20237:19:04 PM 048MB
[ Connector  AGT Connector N/A DESKTOP-4171AR0-00155D010804 zip 4/17/2023 7:52:10 PM 0.34MB

Download Al I ‘ Download Selected Delete Selected

4. Foreach scan file, choose a merge option. Select the domain or workgroup in
which to merge the scan. This will determine how the scan data is organized in your

reports. Then click Merge Now.

Network Detective Merger - m} X

Files from the Computer Data Collector (CDF) need to be menged with the original Network Detective data file (NDF) before generating a report.
In order to merge individual computers, you will need to specity a domain or workgroup for each CDF file:

Custom Domain: | | (optional)
“Select CUSTOM in the dropdown list under "Merge Into” to use the Custom Domain.
Refresh

Computer Local Domain/Workgroup Qs Run Date Merge Into

DESKTOP-4171... |TEST.PERFORMANCEIT.C... Windows 10 Ent... |4/17/2023 3:51:40 PM KASEYACOM ~

KA-PWOOPHAL | KASEYA.COM Windows 10Pro | 4/17/2023 3:18:34 PM KASEYACOM v
[Use Workgroup] v
exclude
[CUSTOM

5. Once you have downloaded and merged at least 3 scan files into your
assessment, your checklist will be marked complete. You can now run the optional

Dark Web ID Scan.

RapidFireTools’ © 2023 RapidFire Tools, Inc. All rights reserved.
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/\ Future Strategies f EdtSte Assessments | Repots | Expot | Explore Data
Assessment-20230427
67 Complete 2 Complete (@) Requied (1) Optional Created 27-40r-2023 0220 PM  Updated 27-4pr2023 0220PM  Previous Project: Select
Cyberattack Risk Assessment 67 Complete  2Complete () Requied (1) Optional Created 27-Apr-202302:20PM  Modified 27|
v

Run Dark Web 1D

Scan (optional) Reports
\/ \/ Ready

(]

o o 3

Double-ciick items to open

3 Run Dark Web ID Scan (optional)
Enter the domains) of your prospect or ciient and pesform a search of the dark web for compromised credentials that are available on the dark web.

Step 8 —(Optional) Run Dark Web ID Scan

In this step, you can perform a Dark Web Scan for compromised usernames and
passwords that may exist on the dark web. A sample of the results will appear in your
assessment reports. You can "Set Up Dark Web ID Integration with Network Detective
Pro" on page 162 to retrieve the full list of compromised credentials.

To run the Dark Web Scan:

1. Double click on the Run Dark Web ID Scan to do item.

/\ Future Strategies j EdtSie Assessments | Repots | Expot | Explore Data
Assessment-20230427
67% Complete  2Complete (@) Required (1) Optional Created 27-4pr-2023 0220 PM  Updated 27-Apr2023 0220 PM  Previous Project: Select
Cyberattack Risk Assessment 7% Complete  2Complete () Requred (1) Optional Created 27-Apr-202302:20PM  Modified 27]
v
Run Dark Web ID
Scan (optional) |\
"o =
L9
o o 3

Double-ciick items to open

3 Run Dark Web ID Scan (optional)
Enter the domainis) of your prospect or client and pesform a search of the dark web for compromised credentials that are available on the dark web.

2. Enter adomain and click Add. YOU CAN ENTER A MAXIMUM OF 3 DOMAINS

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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Network Detective Wizard

Perform Dark Web Scan

Enter up to three (3) domain(s) of your prospect or client to perform a search of the dark web for compromised credentials that
are available on the dark web, using the format: @domain com. Enter each domain separately

micropro.com

acme.com
future-strategies.com

Clear All Entries

Next Cancel

3. When you finish entering domains to scan, click Next. The Dark Web Scan will
begin.

Network Detective Wizard

Performing Dark Web Scan

4. You will receive a notification when the scan is complete.

Dark Web Scan X

Scan complete,

5. The Run Dark Web ID Scan will be marked complete in your assessment To Do list.

RapidFireTools © 2023 RapidFire Tools, Inc. All rights reserved.
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Set Up Dark Web ID Integration with Network Detective Pro

By default, the Dark Web Scan will only return the first 5 compromised passwords
identified for each domain you specify. However, Dark Web ID users

Network Detective Pro — User Guide

/\ Future Strategies  / Eisie
Assessment-20230427

100% Complete 3 Complete o::fq..\'e: 0 ) Optional Ci

Cyberattack Risk Assessment  100°%: Complete

v

© © E

Double-click items to open.

Assessments

eated 27-Apr-2023 02:20 PM  Updated 27-Apr-2023 02:3

Concte @ Requed (0) Opteoral_ Greated

7 Run Dark Web ID Scan (optional)

Enter the domain(s) of your prospect or client and perfform a search of the dark web for compromised credentials that are

(https://www.idagent.com/) can access full reporting for compromised passwords. To set

this up:

First, contact Dark Web ID Support to Enable User APl Access. To enable API
Access, the Dark Web ID customer must open a ticket with Kaseya Support. The Dark
Web ID team will grant the customer APl access. Once the support ticket is closed, the

user can successfully enter and test their credentials in Network Detective Pro. See also
https://helpdesk.kaseya.com/hc/en-gb/articles/4407392147345-How-can-l-enable-API-

access-for-ID-Agent-.

Once you enable Dark Web ID API access, you can set up the integration in

Network Detective Pro. To do this:

o~ w0 b=

In the Network Detective Pro app, click Preferences from the top menu.

Click the Integrations tab

From the Dark Web ID tab, enable the Dark Web ID Integration.

Then enter your Dark Web ID Username and Password.

Finally, click Test Connection. Once you verify the connection works, click OK to

© 2023 RapidFire Tools, Inc. All rights reserved.
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dismiss the Preferences menu.

Report Defau bpoter  Email Groups  lssue Ovemides  Integrations

Dark Web ID T Glue
Asse
lezam Enable Dark Web ID Integration
clist]

Dark Web ID Usemame: |iweakland| |

Jorter|  Dark Web 1D Password: |...oo.o.oo |
essm
clist Test Connection
b test
essm
cklist]

Step 9 — Generate Reports

To generate reports:

Open Reports.

2. Select the Cyberattack Risk Assessment report. You can choose to generate the
report with or without infographics.

3. Click Create Reports.

/\ Future Strategies / _FEdiSte Assessmerts | Reports | Bxpot | Explore Data
Assessment-20230427

100% Complete ~ 3 Complete o Required (0 ) Optional Created 27-Apr-2023 0220 PM  Updateli27-Apr-2023 02:20 PM  Previous Project: Select

I

199 Available Reports 72 Unavailable Reports  Clear Selected Reports

Cyberattack Risk Assessment  100%: Complet= 3 Complete () Requred (0

E‘ Reports
Active Assessment - Ready to Generate ~ || 73% Avail

@2. Security

= [JStandard Reports
[]Cyberattack Risk Assessment (docx)
b k Risk without i ics (docx)
[[JSecurty Risk Report ( docx)
[JSecurtty Management Plan ( docx)
[JOutbound Security Report ( doex)
[[JSecurty Policy Assessment (docx)
[[]5hare Pemission Report ( docx)
[[]5hare Pemission Report Excel (xdsx)

| Created 27-Apr-202302:20PM  Modifie

Commonly Used
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4. The Cyberattack Risk Assessment Report will then become available in
Windows Explorer.

| & = | Sec
Home Share

7 Quick access
B Desktop
4 Downloads

= Documents

| Pictures

Wiew

« v <« Assessment-20230427-Reports + Security v D O Search Security

A
~ Name Date modified

WE Cyberattack Risk Assessment without infographics.docx  8/23/2023 12:31 PM

@5 Cyberattack Risk Assessment.docx 8/23/202312:31 PM

Cyberattack Risk Assessment Reports

In addition to the standard Security assessment reports, the Cyberattack Risk
Assessment module can generate the following additional reports:

Standard Reports

Network Detective Pro — User Guide

Report Name Description

Cyberattack Risk
Assessment Report

The Cyberattack Risk Assessment Report is a systematic

examination of your organization's potential vulnerabilities to
cyber-attacks and the likelihood of such attacks occurring. It
involves identifying, analyzing, and prioritizing potential security
threats, and evaluating the current security measures in place to
mitigate those threats. This graphically-rich report includes an
overall risk score, executive summary, and detailed findings.

Cyberattack Risk
Assessment Report
without infographics

You can generate the Cyberattack Risk Assessment Report

without infographics.
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Performing an Exchange Assessment

Exchange Assessment Overview

The Network Detective Exchange Assessment Module is composed of:

» the Exchange Assessment Data Collector used to assess the integrity of the

Exchange email system being scanned

» the Network Detective Pro application used to manage Sites and generate

assessment reports

The Network Detective Exchange Assessment Module is quick and easy to use. There
are just a few basic steps:

1.

Download and Install the Network Detective Pro application

Visit https://www.rapidfiretools.com/ndpro-downloads/ to download and install the
Network Detective Pro application.

Create a New Site

Create Site files to manage assessments for specific customer accounts, remote
office locations, data centers, departments, organizational units, or any structure
that is applicable to the environment on which you are performing an Exchange
assessment — or any other assessment type.

Start an Exchange Assessment

Once the Site is created, start a New Assessment and perform the Exchange
assessment data collection process using the guided Checklist.

Perform Exchange Scan Data Collection

Run the Exchange Assessment Data Collector on the target server. The output of
the Exchange scan will be an .EDF used to generate reports via Network Detective.
Be sure that you document the name of the folder used to store scan data to
import into your assessment. When the Exchange Scan is complete, import the
scan file into the assessment in Network Detective.

Generate Exchange Assessment Reports

© 2023 RapidFire Tools, Inc. All rights reserved.
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Customize your reports by setting up your company’s branding of the report to be
generated with your logos and client information, and run the reports. The Network
Detective Report Wizard will step you through this process.

What You Will Need

Exchange

Assessment Description

Component

Network Detective The Network Detective Pro Application and Reporting Tool guides you

Pro through the assessment process from beginning to end. You use it to create

sites and assessment projects, configure and use appliances, import scan
data, and generate reports. The Network Detective Pro Application is
installed on your workstations/laptops; it is not intended to be installed on
your client or prospect sites.

Exchange The Network Detective Exchange Assessment Data Collector (EADC) is a
Assessment Data windows application that performs the data collections for the Exchange
Collector Assessment Module.

Follow these steps to perform an Exchange Assessment.

Step 1 — Download and Install the Network Detective Pro
Application

Go to https://www.rapidfiretools.com/ndpro-downloads/ to download and install the
Network Detective Pro application. Then run Network Detective Pro and log in with your
credentials.

Step 2 — Create a New Site

To create a new site:

1. Open the Network Detective Pro Application and log in with your credentials.

2. Click New Site to create a new Site for your assessment project.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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[Z] Network Detective Pro - v4.0.1293

A H &
Home

InForm Appliances Reporter

HOME

3. Enter a Site Name and click OK.

Mew Site |

All Metwork Detective assessments are organized into Sites. A site can be a
physical location or a logical grouping, such as a customer.

Site Mame:

Customer A - Exchange Assessment

Ok || Cancel

Step 3 — Start an Exchange Assessment

1. From within the Site Window, select the Start button that is located on the far right
side of the window to start the Assessment.

V' Customer A - Exchange Assessment Bxport
Press the Start button to start a new Assessment Project m

Next, select the Exchange Assessment option presented.

RapidFireTools’ © 2023 RapidFire Tools, Inc. All rights reserved.
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@ |IT Assessments:

| Metwork Azsessment (Domain)
] Network Assessment (Workgroup)
| Securty Assessment (Domain)
7] Security Assessment (Workgroup)

] SQL Server Assessment

Then follow the prompts presented in the Network Detective Wizard to start the
new Assessment.

2. Once the new Exchange Assessment is started, a “Checklist” is displayed in the
Assessment Window presenting the “Required” and “Optional” steps that are to
be performed during the assessment process. Below is the Checklist for an
Exchange Assessment.

Assessment-20151224

0% Complete  0Complete () Requied (0)) Optional  Created 1/15/2015  Updsted 12/27/2015  Previous Project: Select

Exchange Assessment 0% Complete 0 Complet= @) Required (0 Optional  Created 12/27/2015  Modified 12/27/2015

Run Exchange
Assessment
Data Collector
© Run Exch A Data Call
An Exchange Scan is required for the Exchange Assessment. Office 365 scans can be performed remotely on any computer with Intemet access. All other
versions of Exchange should be run directly on the primary Exchange server.

3. Complete the required Checklist Items and use the Refresh Checklist feature to
guide you through the assessment process at each step until completion.

You may also print a copy of the Checklist for reference purposes by using the
Printed Checklist feature.

Refresh Checklist Prirted Checldlist

Step 4 — Perform Exchange Scan Data Collection
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1. On the target network, log in to the local machine with Administrator privileges.

2. Download the latest Exchange Assessment Data Collector program from
https://www.rapidfiretools.com/ndpro-downloads/ and save onto any machine that
can connect to the Exchange server. You can also save the program to a USB drive
and run it on the machine.

Note: This download is a self-extracting zip file and does not require installation

when run on client systems. You may extract the Exchange Data Collector files

to a folder on either a machine that can connect to the Exchange server or a

USB drive. Then you can run “RunExchangeDataCollector.exe" to launch the

GUL.

\ J

3. Right-click on the downloaded file and run-as administrator to ensure you are
running with elevated credentials.

4. Next, after starting the Exchange Assessment Data Collector, select the version
of Exchange that you are performing your scan on. Then proceed with using the
necessary credentials while following the remaining wizard-driven prompts.

& Exchange Data Collector - 1.138 (running on .NET version 4.0.20319.42000) X
Exchange Version

® Exchange Version Select the version of Microsoft Exchange that you wish to scan. Please note
that certain version must be run on the Exchange Server itseff.

(® Microsoft Exchange Online for Office 365

(O Microsoft Exchange Online for Office 365 (Legacy Authentication)

(O Microsoft Exchange 2016

O Microsoft Exchange 2013

(O Microsoft Exchange 2010

(O Microsaoft Exchange 2007

Check Data Collector Version O Microsoft Exchange 2003

Load Settings from File
Open Working Folder

Next >

5. After the Exchange Scan is complete, either save the scan results file to a USB
drive for later importing of the results into the assessment or email the file for later
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access. Make sure the USB has sufficient free space to extract and save the
Data Collector files and to store the scan results data files.

6.

Importing the Exchange Scan file into your Assessment: From within the

Scans section of the Assessment Window, select the Import Scan File button.

\'4

Scans [

-

#* Import Scan File

nl

Scan(s)

0 Fles

7. Then, browse for the folder storing the Exchange Scan results data file generated
by the Exchange Data Collector, select the file, and then Open the file to import the

scan results into your assessment.

@1 Open Network Assessment Data File

[

®u=| » Libraries » Documents » Exchange Scan Data

- ‘ 3 ‘ | Search Exchange Scan Data ol

Organize » New folder

[ Favorites
Exchange Scan Data
=l Libraries
3 Documents
3 Music
[&=| Pictures

EE videos

Marne

| SampCo.edf

m

@ Homegroup

1M Computer
&, Tros234w0C (C)
—a Local Disk (D)
{* DVD RW Drive (E:) RFT BU Dskl 9-26 MK

File name: SampCo.edf

Documents library

= - O @

Arrange by:  Folder *

=
Date modified Ty

12/1/20157:03 AM  E[

. 3

- ‘Assessment Data File (*.ndf:*.sc = ‘

[ |

[ Open Cancel |

8. Once all of the scan data is imported into the Assessment, the assessment’s
Checklist will indicate that the Reports are ready to be generated.
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h 4

Reports
Ready

RapidFireTools’

Network Detective Pro
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Step 5 — Generate Exchange Assessment Reports

Note: This step is NOT performed at the client site or network. Network Detective Pro
should be installed on your workstations or laptop. Install Network Detective Pro from
https://www.rapidfiretools.com/ndpro-downloads/ if you have not already done so. To
generate the reports for your Exchange Assessment, follow the steps below:

@ Reports [} Ii{euurl Available ) —
22% Available 21 Available Reports 76 Unavailable Reports

Exchange Network

(=R Standard Reports =[] Standard Reports

|| Exchange Fisk Report (docx) [ Layer 2-3 Diagram Report ({ docx)
[#] Exchange Management Plan (.docx) [ Layer 2-3 Diagram Export to Microsoft Visio (zip)
[#] Exchange Mailbox Detail Report (.doc) [ Layer 2-3 Detail Report (.docx)
[¥] Exchange Mobile Device Report {docx) [~ Layer 2-3 Detail Bxcel Export (xdsx)
[¥] Exchange Traffic and Use Report (.docx) [~ Layer 2-3 Diagram (1if)
[¥] Exchange Shared Mailbox Permission Report by Mailbox .docs)
[¥] Exchange Shared Mailbox Permission Report by User { docx)
[¥] Exchange Distribution Lists Report {.docx)
[¥] Exchange Public Folders Report (docx)
Exchange Server Configuration Report {.docx)
Exchange Excel Export (xdsx)
Exchange Assessment PowerPoint { ppbe)

1. Run Network Detective Pro and log in with your credentials.

2. Then select the Site, go to the Active Assessment, and then select the Reports
link to the center of the Assessment Window in order select the reports you want
to generate.

3. Select the Create Reports button and follow the prompts to generate the reports
you selected.

4. Atthe end of the report generation process, the generated reports will be made
available for you to open and review.

Exchange Assessment Reports

The Exchange Assessment allows you to generate the following reports:

Standard Reports

Description

Exchange Use our generated PowerPoint presentation as a basis for conducting a
Assessment meeting presenting your findings from the Network Detective. General
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Report

Name Description

PowerPoint summary information along with the risk and issue score are presented
along with specific issue recommendations and next steps.

Exchange Most organizations routinely create email distribution groups - both for

Distribution internal communications and for routing incoming emails to multiple

Lists Report individuals at the same time. The problem is that over time, many
companies lose track of which groups they've created and who's
included in them. Obviously, with a migration you'd want to be able to
accurately replicate all of these groups. But how about all those
situations when employees turn over or change positions? Each time
this happens individual emails need to be systematically added and
removed from groups. This report identifies and lists all distribution
groups as well as which end-users or other groups are to receive any
emails.

Exchange We also give you the ability to output all of the Exchange data

Excel Export configurations uncovered by our scan, and export it into an Excel file
format. Once in Excel, you'll be able to take the data and import it into
your favorite Service Desk or PSA system, or simply create your own
custom sorts, analyses, reports and graphs inside of Excel.

Exchange This report measures the overall risk to the environment by the number

Health Report | of issues detected. An ideal environment would have a Health Score of
0 (indicating no risks found). The higher the score, the more likely a
security, availability, or performance related incident will occur.

Exchange Without this tool, it would be a daunting task to ask someone to

Mailbox Detail | document all known and available information for every mailbox in an

Report Exchange environment. With the Exchange Assessment module, it's

quick and painless. Simply run the non-invasive scan on the target
Exchange Server, and Network Detective does the rest. This report
gives you a mailbox-by-mailbox catalog of information, including
everything from mailbox display name to quotas to a listing of
folders/sizes for each mailbox (and more). Whether documenting
regular use, planning ahead, or preparing for a migration - knowledge is
power and, in this case, knowledge can be money as well. This report
will allow you to better prepare for a migration by knowing all mailbox
settings, ensure that display names, etc., are standardized, quotas are
set appropriately, and also trouble-shoot issues with specific
mailboxes.
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E:;:rt Description

Exchange Sometimes there's a need to give one or more individuals permission to

Mailbox access either someone else's mailbox, or a group mailbox, on a

Permissions temporary basis - vacations, leaves of absence, and terminations are

Report by all examples of this situation. For security purposes, best practices

Mailbox suggest a periodic review of all mailboxes This report will identify on a
mailbox-by-mailbox basis which groups or which individuals have
access to the mailbox and at what level.

Exchange A separate companion report inverts the information to show you on a

Mailbox user-by-user basis which users have access to which mailboxes. This

Permissions report is a great way to document individual access rights.

Report by User

Exchange This report will help prioritize issues based on the issue's risk score. A

Management listing of all affected computers, users, or sub-systems is provided

Plan along with recommended actions.

Exchange Whether users are provided with a company sanctioned mobile device

Mobile Device | or are given the ability to "bring their own device", it is important to know

Report all the details of the network's techno-diversity. This report provides a
detailed listing of every mobile device used by employees to access
their organization's mailbox. The report indicates the names and
specific types of mobile devices that are accessing the Exchange
server, as well as the operating systems and even the number of
folders that are being updated. This report will help optimize employee
connectivity/productivity and plan appropriately for system
changes/upgrades. The report is also useful to present to clients as an
aid to support your case as for system changes (such as settingup a
SharePoint portal, moving to Exchange 2016, etc.).

Exchange Public folders give Outlook users access to common folders in order to

Public Folders
Report

share information. Access is determined by the Exchange
administrator. Public folders can be available to everyone within a
select organization, or to a specific group. This report gives you a quick
run down of the public folders in the Exchange environment. This can
be useful for determining whether users have access to public folders
that they shouldn't - or if certain folders should not be made public in the
Exchange environment.

Exchange Risk
Report

While the Exchange Assessment module will automatically generate
the detailed reports you need to manage a full migration project - or
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Report
Name

Network Detective Pro

Description

deliver an on-going security and maintenance service - you might not
want to share all that information with your clients. Instead, show them
a branded high-level report. Designed specifically to be a customer-
facing document, this report provides a polished overview of any issues
identified in the more detailed reports. Corresponding charts and
graphs clearly communicate issues and serve as a graphical aide to
help suggest remedial steps. This is the perfect report to prepare for
your account reviews for current customers to show that you are
properly handling their Exchange environments. And, it's a fabulous
report to run for new prospects to show potential deficiencies and risks
that you can help cure and manage.

Exchange
Server
Configuration
Report

This report details the technical configuration and details of the
Exchange Server. This information can be hard to consolidate or
visualize without this report. This report can be useful for the Exchange
administrator in order to quickly take in the configuration and overall
health of the Exchange environment.

Exchange
Traffic and Use
Report

Managing individual and aggregate mailbox sizes is a real challenge for
most organizations. It's obviously important to understand the total
organizational email traffic and usage in order to prepare for a migration
project. But the report is equally useful on an ongoing basis to help
manage individual mailbox size limits based on usage needs, and to
identify individuals who may be misusing or abusing their mailboxes.
This report will show you the status of all mailboxes - their size limits,
percentage used, and percentage free. This report is extremely useful
when planning a migration or for growth planning to ensure that
systems will continue to run without interruption.

Change Reports

Baseline This management report will also compare the results of a previous
Exchange assessment with the current assessment.

Management

Plan

Baseline This risk report will compare the results of a previous assessment with
Exchange the current assessment.

Risk Report
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Baseline This report measures the overall risk to the environment by the number
Exchange of issues detected. An ideal environment would have a Health Score of 0
Health Report | (indicating no risks found). The higher the score, the more likely a
security, availability, or performance related incident will occur. This

report will also compare the results of a previous assessment with the
current assessment.
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Performing a SQL Server Assessment

SQL Server Assessment Overview

The Network Detective SQL Server Assessment Module is composed of:

» the SQL Server Assessment Data Collector used to assess the integrity of the
SQL Server database being scanned

» the Network Detective Pro application used to manage Sites and generate
assessment reports

The Network Detective SQL Server Assessment Module is quick and easy to use.
There are just a few basic steps:

1. Download and install the Network Detective Pro application

Visit https://www.rapidfiretools.com/ndpro-downloads/ to download and install the
Network Detective Pro application.

2. Create a New Site

Create Site files to manage assessments for specific customer accounts, remote
office locations, data centers, departments, organizational units, or any structure
that is applicable to the environment on which you are performing an SQL Server
Assessment — or any other assessment type.

3. Start a New SQL Server Assessment

Once the Site is created, start a New Assessment and perform the SQL
assessment data collection process using the guided Checklist.

4. Perform SQL Server Scan Data Collection

Run the SQL Server Assessment Data Collector on the target server. The output of
the SQL scan will be an .DDF used to generate reports via Network Detective. Be
sure that you document the name of the folder used to store scan data to
import into your assessment. When the SQL Scan is complete, import the scan
file into the assessment in Network Detective.

5. Generate SQL Server Assessment Reports
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Customize your reports by setting up your company’s branding of the report to be
generated with your logos and client information, and run the reports. The Network
Detective Report Wizard will step you through this process.

What You Will Need

SQL Assessment

Component Description
Network Detective The Network Detective Pro Application and Reporting Tool guides you
Pro through the assessment process from beginning to end. You use it to create

sites and assessment projects, configure and use appliances, import scan
data, and generate reports. The Network Detective Pro Application is
installed on your workstations/laptops; it is not intended to be installed on
your client or prospect sites.

SQL Assessment The Network Detective SQL Server Assessment Data Collector is a
Data Collector windows application that performs the data collections for the SQL Server
Assessment Module.

Follow these steps to perform a SQL Server Assessment.

Step 1 — Download and Install the Network Detective Pro
Application

Go to https://www.rapidfiretools.com/ndpro-downloads/ to download and install the
Network Detective Pro application. Then run Network Detective Pro and log in with your
credentials.

Step 2 — Create a New Site

To create a new site:

1. Open the Network Detective Pro Application and log in with your credentials.

2. Click New Site to create a new Site for your assessment project.
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[Z] Network Detective Pro - v4.0.1293

A H &
Home

InForm Appliances Reporter

HOME

3. Enter a Site Name and click OK.

Mew Site |

All Metwork Detective assessments are organized into Sites. A site can be a
physical location or a logical grouping, such as a customer.

Site Mame:

Customer A - SGL Server Assessment

Ok || Cancel

Step 3 — Start an SQL Server Assessment

1. From within the Site Window, select the Start button that is located on the far right
side of the window to start the Assessment.

V' Customer A - SQL Server Assessment Export
Press the Start button to start a new Assessment Project Start

Next, select the SQL Server Assessment option presented.
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@ |T Assessments:

] Metwork Assessment (Domain)
] Metwork Assessment (Workgroup)
] Security Assessment (Domain)

| Securty Assessment (Workgroup)
| Exchange Assessment

SQL Server Assessment

Then follow the prompts presented in the Network Detective Wizard to start the
new Assessment.

2. Once the new SQL Server Assessment is started, a “Checklist” is displayed in
the Assessment Window presenting the “Required” and “Optional” steps that
are to be performed during the assessment process. Below is the Checklist for a
SQL Server Assessment.

Assessment-20151227

0% Complete D Complete () Required () Optional Created 1/15/2015  Updated 12/27/2015  Previous Project: Select

SQL Server Assessment 0% Complete  0Complete €]} Requred (0) Optional Created 12/27/2015  Modified 12/27/2015

@ Run SQL Server Assessment Data Collector
A SQL Server Scan is required for the SQL Server Assessment. The SQL Server scan can be nun on any computer that has access to the SQL Server. Accessis
done using a thres way handshiake starting with a connection to the SQL Server listener fypically port 1433/TCP). You should ensurs that access to the SAL
Server listener is available. The scan uses SQL Server authentication and requires an account with sufficient rights fike 'sa’).

3. Complete the required Checklist Items and use the Refresh Checklist feature to
guide you through the assessment process at each step until completion.

Step 4 — Perform SQL Server Scan Data Collection

1. On the target network, log in to the local machine with Administrator privileges.

2. Download the latest SQL Server Data Collector program from
https://www.rapidfiretools.com/ndpro-downloads/ and save onto any machine that
can connect to the SQL Server. You can also save the program to a USB drive and
run it on the machine.
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Note: This download is a self-extracting zip file and does not require installation
when run on client systems. You may extract the SQL Server Data Collector files
to a folder on either a machine that can connect to the SQL Server or a USB
drive. Then you can run “RunSqlServerDataCollector.exe" to launch the GUI.

.

3. Right-click on the downloaded file and run-as administrator to ensure you are
running with elevated credentials. (This is a self-extracting zip file and is completely
non-invasive — it is not installed on any other machine on the client’s network.)

4. Next, after starting the SQL Server Data Collector enter the necessary credentials
and follow the remaining wizard-driven prompts. You can use either:

e SQL Server credentials, or:

Q SQL Server Data Collecter - 1.11 {running on .MET version 2.0.50727.5485) @
Credentials

The SQL Server Assessment Data Collector can use either Windows
Authentication or SQL Server Authentication. SQL Server Authenticated account
should have sufficient administrative privileges to collect data (.., 'sa).

Clicking MNext will test your credentials and detect the version of SQL Server that is
running. This can take up to 30 seconds in some cases.

Server:

Part: 1433 default
Authertication: M
User Name: sa
Password: I [ show
Check Data Collector Version
Load Settings from File
Open Working Folder
Next =
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¢ Windows Authentication credentials.

Q SQL Server Data Collector - 1.11 (running on .NET versicn 2.0.50727.5485) &J
Credentials

The SQL Server Assessment Data Collector can use either Windows
Authentication or SQL Server Authentication. SGL Server Authenticated accourt
should have sufficient administrative privileges to collect data (.., 'sa).

Clicking Mext will test your credentials and detect the version of SQL Serverthat is
runining. This can take up to 30 seconds in some cases.
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Load Settings from File

Open Working Folder

Check Data Collactor Version

Server:
Port:

Authentication:

1433 default

Windows Authentication -

Next =

5. Afterthe SQL Server Scan is complete, either save the scan results file to a USB
drive for later importing of the results into the assessment or email the file for later
access. Make sure the USB has sufficient free space to extract and save the
Data Collector files and to store the scan results data files.

Importing the SQL Server Scan file into your Assessment: From within the

Scans section of the Assessment Window, select the Import Scan File button.

Scan(s)

V . Scans [ #* Import Scan File

-

nl

0 Fles

7. Then, browse the folder storing the SQL Server Scan results data file generated by
the SQL Server Data Collector, select the file, and then Open the file to import the

scan results into your assessment.
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([©1 Open Network Assessment Data File ﬂ
——
@uv‘ » Libraries » Documents » SQL Server Scan Data » - | +y | | Search 5QL Server Scan Data ye |
Organize ¥ New folder =~ [ |@|
- D ts lib
W Favorites B ocuments lprary Arange by: Folder +
SQL Server Scan Data
s -
U'a_L'bm”E; Name Date modified Ty
j Documents
E| My Documents = Backup 12/1/20151112 AM  Fil
| Public Documents | | AnonSQL.ddf 12/1/20157:02AM D
J‘- Music
l=| Pictures
£ videos ||
& Homegroup
18 Computer
£, Tnos238W0C (C) adf| < Ll | L]
File name: | AnonSQL.ddf [ Assessment Data File ("ndf:"sc v
[ open |+] [ Concel |

8. Once all of the scan data is imported into the Assessment, the assessment’s
Checklist will indicate that the Reports are ready to be generated.

Step 5 — Generate SQL Server Assessment Reports

Note: This step is NOT performed at the client site or network. Network Detective Pro
should be installed on your workstations or laptop. Install Network Detective Pro from
https://www.rapidfiretools.com/ndpro-downloads/ if you have not already done so. To
generate the reports for your SQL Server Assessment, follow the steps below:
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1. Run Network Detective Pro and login with your credentials.

(%)

[C] Report Available
Repors " E——
Available Only - 15% Available 15 Availzble Reports 82 Unavailable Reports

SQL Server Network

= [¥]Standard Reports ["] Standard Reports
[¥] Routine Health Report { docx)
SQL Server Detail Report ( docx)
[¥] Database Detail Report { docx)
[¥] Maintenance Plan Report (. docx)
SQL Server Agent Jobs Report { docx)
SQL Server Assessment PowerPaint { ppte)

2. Then select the Site, go to the Active Assessment, and then select the Reports
link to the center of the Assessment Window in order select the reports you want
to generate.

3. Select the Create Reports button and follow the prompts to generate the reports
you selected.

4. Atthe end of the report generation process, the generated reports will be made
available for you to open and review.

The SQL Server Assessment module can generate the following reports:

Standard Reports

Report
Name

Database
Detail Report

Description

This report details the settings and health of individual databases that
reside on the scanned SQL Server. It lists the database properties,
potentially missing indexes, locks, statistics, fragmentation, and existing
indexes. Without this tool, it would be a daunting task to collect all this
information. Because this report documents each database individually,
it can be run ad-hoc when specific database performance problems
arise. But best practice is not to wait and react to these problems but
plan to run this report on a regular basis (quarterly or monthly,
depending upon the how critical the application is). This report will help
identify opportunities to improve performance and accumulate trending
data that will help you anticipate problems before they occur. The report
is also a great way to document your work for both internal and external
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Report
Name

Network Detective Pro

Description

uses.

Maintenance
Plan Report

This report details all maintenance plans and their sub-plans.
Maintenance plans perform routine tasks on your SQL Server. Not all
maintenance plans are active and in-use, and you can use the report to
document what’s in place and if adequate automation of maintenance
and backups are being performed.

Routine
Health Report

This report assesses the health of the SQL Server using three major
categories. These include settings, file, and resources. Setting health
looks for configuration issues that may go against prescribed best
practices. File health looks at how the database interacts with the file
system, looking for adequate space and compares the current
configuration versus best practices. Resource health looks to ensure
adequate resources are available to operate the SQL Server optimally
and looks for indicators pointing to performance issues. Resource health
comprises of three sub-categories — wait health, task health, and
memory health. Wait health deals with issues with database processing
waits and delays. Task health validates that scheduled tasks and jobs
are working optimally. Memory health looks to ensure adequate memory
is available to run the SQL Server properly.

SQL Server
Agent Jobs
Report

This report details all jobs (active and inactive) for the SQL Server agent.
Some jobs may be maintenance plans and can be seen in detail in the
Maintenance Plan Detail report (see above). Look in the Job History
section of this report for entries in RED or that do not say "success" and
see what jobs are causing errors and why. This report is so simple to
generate, even non-DBA tech can use it to check for errors in jobs. And
since some Remote Monitoring and Management (RMM) tools do not
delve into the actual database level, it makes sense to run this report
monthly to supplement your RMM tool, and also to keep it "honest."

SQL Server
Assessment
PowerPoint

A PowerPoint version of the SQL Server Assessment, including key
assessment details.

SQL Server
Detail Report

This report details the settings and health of the SQL Server as a whole.
It looks at settings, configuration, performance, and backup. Information

© 2023 RapidFire Tools, Inc. All rights reserved.

185




Network Detective Pro Network Detective Pro — User Guide

Report

Name Description

and detailed breakdown of databases can be found in the Database
Detail report.

SQL Server The SQL Server Report details the overall risk to the assessment
Health Report | environment. The Health Score represents the number of issues
detected. An ideal environment would have a Health Score of 0
(indicating no risks found). The higher the score, the more likely a
security, availability, or performance related incident will occur.
Unresolved issues are detailed item by item and are organized by risk
score.

Change Reports

Report
Name

Description

Baseline The Health Report details the overall risk to the assessment environment.
SQL Server | It compares the results of the current assessment with the previous.
Health

Report

SQL Server Assessment Reports

The SQL Server Assessment allows you to generate the following reports:

Standard Reports
Report

Name Description

Database This report details the settings and health of individual databases that
Detail Report | reside on the scanned SQL Server. It lists the database properties,
potentially missing indexes, locks, statistics, fragmentation, and existing
indexes. Without this tool, it would be a daunting task to collect all this
information. Because this report documents each database individually,
it can be run ad-hoc when specific database performance problems
arise. But best practice is not to wait and react to these problems but
plan to run this report on a regular basis (quarterly or monthly,
depending upon the how critical the application is). This report will help
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Report
Name

Description

identify opportunities to improve performance and accumulate trending
data that will help you anticipate problems before they occur. The report
is also a great way to document your work for both internal and external
uses.

Maintenance
Plan Report

This report details all maintenance plans and their sub-plans.
Maintenance plans perform routine tasks on your SQL Server. Not all
maintenance plans are active and in-use, and you can use the report to
document what’s in place and if adequate automation of maintenance
and backups are being performed.

Routine
Health Report

This report assesses the health of the SQL Server using three major
categories. These include settings, file, and resources. Setting health
looks for configuration issues that may go against prescribed best
practices. File health looks at how the database interacts with the file
system, looking for adequate space and compares the current
configuration versus best practices. Resource health looks to ensure
adequate resources are available to operate the SQL Server optimally
and looks for indicators pointing to performance issues. Resource health
comprises of three sub-categories — wait health, task health, and
memory health. Wait health deals with issues with database processing
waits and delays. Task health validates that scheduled tasks and jobs
are working optimally. Memory health looks to ensure adequate memory
is available to run the SQL Server properly.

SQL Server
Agent Jobs
Report

This report details all jobs (active and inactive) for the SQL Server agent.
Some jobs may be maintenance plans and can be seen in detail in the
Maintenance Plan Detail report (see above). Look in the Job History
section of this report for entries in RED or that do not say "success" and
see what jobs are causing errors and why. This report is so simple to
generate, even non-DBA tech can use it to check for errors in jobs. And
since some Remote Monitoring and Management (RMM) tools do not
delve into the actual database level, it makes sense to run this report
monthly to supplement your RMM tool, and also to keep it "honest."

SQL Server
Assessment
PowerPoint

A PowerPoint version of the SQL Server Assessment, including key
assessment details.

SQL Server
Detail Report

This report details the settings and health of the SQL Server as a whole.
It looks at settings, configuration, performance, and backup. Information
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Report

Name Description

and detailed breakdown of databases can be found in the Database
Detail report.

SQL Server The SQL Server Report details the overall risk to the assessment
Health Report | environment. The Health Score represents the number of issues
detected. An ideal environment would have a Health Score of 0
(indicating no risks found). The higher the score, the more likely a
security, availability, or performance related incident will occur.
Unresolved issues are detailed item by item and are organized by risk
score.

Change Reports

Report
Name

Description

Baseline The Health Report details the overall risk to the assessment environment.
SQL Server | It compares the results of the current assessment with the previous.
Health

Report
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Performing a Combined Network and Security
Assessment

This quick start guide covers how use the Network and Security Assessment Modules to
perform both assessments at the same time. You will save time and effort by collecting
scan data to complete two checklists simultaneously. At the end, you will be able to
generate both Network Assessment and Security Assessment reports.

Network Assessment Overview

The Network Assessment Module gives you the broadest insights of any IT assessment
module. The Network Assessment Module has many every day uses for your MSP,
including:

e Conducting full, 'deep-dive' network assessments

» Documenting your customers' networks as part of regular "Technology Reviews"

» Generating change management reports for clients

e Conducting IT SWOT Analyses to help your clients make better and more informed
business decisions

Security Assessment Overview

The Security Assessment Module allows you to deliver IT security assessment services
to your client — even if you aren't an IT security expert. The Security Assessment Module
has many uses for your MSP, including:

» Generate executive-level reports that include a proprietary Security Risk Score and
Data Breach Liability Report along with summary charts, graphs and an explanation
of the risks found in the security scans.

« |dentify network "share" permissions by user and computer. Provide
comprehensive lists of all network shares, detailing which users and groups have
access to which devices and files, and what level of access they have.

» Catalog external vulnerabilities including security holes, warnings, and
informational items that can help you make better network security decisions. This
is an essential item for many standard security compliance reports.

» Methodically analyze login history from the security event logs. The report uses
mathematical modeling and proprietary pattern recognition to highlight potential

© 2023 RapidFire Tools, Inc. All rights reserved.
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unauthorized users who log into machines they normally do not access and at times
they normally do not log in.

What You Will Need

Security Assessment

S Description
Network Detective The Network Detective Pro Application and Reporting Tool guides you
Pro through the assessment process from beginning to end. You use it to create

sites and assessment projects, configure and use appliances, import scan
data, and generate reports. The Network Detective Pro Application is
installed on your workstations/laptops; it is not intended to be installed on
your client or prospect sites.

Network/Security

The Network Detective Network/Security Data Collector is a windows
Data Collector

application that performs the data collections for both the Network and
Security Assessment Module.

Push Deploy Tool The Network Detective Push-Deploy Tool pushes the local data collector to
machines in a specified range and saves the scan files to a specified
directory (which can also be a network share). The benefit of the tool is that
alocal scan can be run simultaneously on each computer from a
centralized location.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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1.

Network Prerequisites for Network Detective Pro
Scans

For a successful network scan:

ENSURE ALL NETWORK ENDPOINTS ARE TURNED ON THROUGHOUT THE DURATION OF
THE SCAN. This includes PCs and servers. The scan can last several hours.

CONFIGURE THE TARGET NETWORK TO ALLOW FOR SUCCESSFUL SCANS ON ALL
NETWORK ENDPOINTS. See Pre-Scan Network Configuration Checklist for
configuration guidance for both Windows Active Directory and Workgroup
environments.

GATHER THE INFORMATION BELOW TO CONFIGURE YOUR SCANS FOR THE CLIENT
SITE. Work with the project Technician and/or your IT admin on site to collect the
following:

Admin network credentials that have rights to use WMI, ADMINS, and File
and Printer Sharing on the target network.

Internal IP range information to be used when performing internal scans.

Note: Network Detective will automatically suggest an IP range to scan
on the network. However, you may wish to override this or exclude
certain IP addresses.

External IP addresses for the organisation to be used when setting up
External Vulnerability Scans.

Network Detective User Credentials

For Windows Active Directory environments, you will need admin credentials
to connect to the Domain Controller, as well as the name/IP address of the
domain controller.

For Windows Workgroup network environments, a list of the Computers to
be included in the Assessment and the Local Admin Credentials for each
computer.

© 2023 RapidFire Tools, Inc. All rights reserved.

191



https://www.rapidfiretools.com/nd/onlinehelp/#audit-guru-docs/latest-scan-prereqs-setup.htm

Network Detective Pro Network Detective Pro — User Guide
Follow these steps to perform a combined Network and Security Assessment.

Step 1 — Download and Install the Network Detective Pro
Application

Go to https://www.rapidfiretools.com/ndpro-downloads/ to download and install the
Network Detective Pro application on a PC on the MSP network. Then run
Network Detective Pro and log in with your credentials.

Step 2 — Create a New Site

To create a new site:

1. Open the Network Detective Pro Application and log in with your credentials.

2. Click New Site to create a new Site for your assessment project.

(=] Network Detective Pro - v4.0.1293

A H m &
Home

InForm Appliances Connector Reporter

HOME

3. Enter a Site Name and click OK.

z [ oo
Mew Site |

All Metwork Detective assessments are organized into Stes. Aste canbe a
physical location ar a logical grouping, such as a customer.

Site Mame:

Customer A - Assessment

Ok || Cancel
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Step 3 — Start a Network and Security Assessment

1. From within the Site Window, select the Start button that is located on the far right
side of the window to start the Assessment.

\/ Customer A - Assessment Export

Press the Start buiton to start a new Assessment Project Start

Next, select both the Network Assessment and Security Assessment options
presented.

81 Metwork Detective Wizard

Select Assessment Type
What type of assessments are you performing at this site? {Check all that apply)

(@) T Aszessments;

MNetwork Assessment (Domain)
[] Metwork Assessment (Workgroup)
Security Assessment (Domain)

[] Securty Assessment (Warkgroup)
[] Bxchange Assessment
[] SGL Server Assessment

[[] BDR Assessment (Guick)

[[] BDR Assessment (Full)

[] Datto BOR Assessment (Quick)
[] Datto BOR Assessment (Full)

Then follow the prompts presented in the Network Detective Wizard to start the
new Assessments.

2. Once the new assessments are started, a “Checklist” is displayed in the
Assessment Window presenting the “Required” and “Optional” steps that are to

be performed during the assessment process. Below is the Checklist for a
Network Assessment.

3. You can switch between the Network and Security Assessment, as in the images
below:

© 2023 RapidFire Tools, Inc. All rights reserved.
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See Active Assessments and Completion Status

Click the triangle /\ Customer 1 Test J Edt Ste Assessments | Repots | Export

button to expand the Assessment-20180430

list of assessments in

the active project 0% Complete 0 Complcte @) Required (2) Optional  Created 30-Apr2018 03:12 PM  Updated 22.0ct 2018 12:0
Network Assessment (Domain) 0% Complet= | 0 Complete  €)) Required (1) Optionsl  Crested
Security Assessment {Domain) 0% Complete 0 Complete  €)) Required (1) Optional  Created
v

A

Run Network
Detective Data

Run Computer
Data Collector on

g W T You can see a progress
fictmork Sean —— indicator and tasks
(1] 2) completed for both
assessments

o Run Network Detective Data Collector (NDDC) with the Network Scan
Run the Network Data Collector on the Domain Controller (f possible). a computer joined to the Domain f the Domain Ci
workstation on the network. The data collector should be un with Administrative privieges

Switch Between Active Assessment Checklists

/\ Customer 1 Test Assessments | Reports

Assessment-20180430

0% Complete 0 Complete (E)) Requied (2)

J Edt Ste

Click on an
assessment to swap
between checklists

Complete 0 Complete @]} Required

¥V _Network Assessment (Domain 0%
— rity Assessment main 0% Complete | 0 Complete e Required
v

Optional  Created 30-Apr-2018 03:12 PM  Updated 22-Octf

1) Optional
i Optional

A

The selected

assessment i R e T e
checklist will appear " (NDDC) with the (NDDC) with the Not Ready
—— —_— =

0) ) )

@ Run Network Detective Data Collector (NDDC) with the Security Data
Run the Securty Data Caollector with "Perform Network Scan’ option checked on the Domain Controller (f pe
Contraller is not available, or from any workstation on the network. The data collector should be run with Ad|

4. Complete the required Checklist Items and use the Refresh Checklist feature to
guide you through the assessment process at each step until completion.

You may also print a copy of the Checklist for reference purposes by using the
Printed Checklist feature.

Refresh Checklist Printed Checklist

Step 4 — Initiate External Vulnerability Scan

Important: You must ensure that no other Network Detective or Compliance Manager
products are being used to perform an External Vulnerability Scan on the same
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external IP Address range at the same time. Allow at least several hours between
repeat external vulnerability scans. Scheduling external scans at the same time will
result in reports with missing or incomplete data.

Select Initiate External Scan button to start an External Vulnerability Scan.

% Customer A Assessmerts | Repots | Bpot | Bxplors Data

Assessment-20160216

0% Complete 0 Complete ()} Required

Optional  Crested 1/15/2015  Updated 2/16/2016  Previous Project: Select

Security Assessment (Domain)

% Complete  0Complete @) Requred (1) Optional Created 2/15/2016  Modified 2/16/2016

v
A —
Initiate External Run Network Run Network
Vulnerability Detective Data Detective Data
Scan Collector Collector Reports
{NDDC} with the {NDDC} with the Not Ready
Security Data ... Security Data
1 2] ©
o Run P D ive Data Ci (NDDC) with the Security Data Collector - Network Scan option

Run the Securty Data Collector with ‘Parform Network Soan' option checked on the Domain Cortroller (f possible), s computer joined to the Domain  the Domain
Controller s not available, or from any workstation on the network. The data collector should be run with Administrative privileges.

Fal TV Scans 4 impot ScanFie \ . Initiste Edemal Scan "'/ Initiste Appliance Scan ¥ Download Scans

Scan(s) Bwmand All 0 Fles

Enter the range of IP addresses you would like to scan. You may enter up to 64
external addresses.
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Initiate External Vulnerability Scan

Schedule an extemal vulnerability scan. Once the scan is complete, you can use the result to augment the Clisnt Risk and
Detail Report, as well as running specialized vulnerability reports. Enter a descriptive label for the scan to help identify the
scan {.e.. Customer ABC Scan’). You may enter up to 64 addresses.

Add
| Remove |

Email me upon completion at: | oox@rapidfiretools.com

[] Save settings for this site

Select Add to add a range of external IP addresses to the scan. If you do not know the
external range, you can use websites such as whatismyip.com to determine the external
IP address of a customer.

If only a single IF Address is wanted, leave the Ending IP Address blank.

Starting IP Address: ||

Ending IP Address: |

Add || Cancel

Enter the IP range for the scan. For just one address, enter the same value for the
Starting and Ending IP Address.
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You can initiate the External Vulnerability Scan before visiting the client’s site to perform
the data collection. This way, the External Scan data should be available when you are
ready to generate the client’s reports.

Initiate External Vulnerability Scan

Schedule an extemal vulnerability scan. Once the scan is complete, you can use the result to augment the Client Risk and
Detail Report, as well as running specialized vulnerability reports. Enter a descriptive label for the scan to help identify the
scan (.., Customer ABC Scan’). You may enter up to 16 addresses.

Email me upon completion at: | sao00c@rapidfiretools.com

[[] Save settings for this ste
Your scan should be completed in approximately 2 hour(s).

In the Initiate External Vulnerability Scan window, enter an email address to be notified
when the scan is completed.

Click Next to send the request to the servers that will perform the scan.

Scans can take several hours to complete. You will receive an e-mail when the External
Vulnerability Scan is complete.

Next, select the Refresh Checklist option to update the status of the External
Vulnerability Scan that is listed under the Scans bar.

1) Initiate External Vulnerability Scan Refresh Checidist
Extemal vuinerabilty scan will enhance reports by performing a remete scan looking for common vuinerabilies. The sean is optional and can be intiated from the:
Network Detective Application. Please note that the scan make take several hours to complete.
RapidFireTools © 2023 RapidFire Tools, Inc. All rights reserved.
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The Assessment Window and associated Scans listed under the Scans bar at the
bottom of the Assessment Window will be updated to reflect the External Vulnerability
Scan has been initiated and its completion is pending.

Refer to the Scans list within the Assessment Window detailed in the figure below.

A f Scans & Import Scan File 1 ., Initiate Bxtemal Scan
Scan(s) Ewpand Al 1 Files 02/16/2016 - 02/16/2016
~ External Vulnerability Scans 1 Files 02/16/2016 - 02/16/2016
o vul

The scan’s pending status of “0 of 1 complete” will be updated to “Completed” once
the scan is completed. An email message stating that “the scan is complete” will also be
sent to the person’s email address that was specified when the scan was set up to be
performed.

Upon the scan’s completion, note that the External Vulnerability Scan with its
“Completed” status will be listed as an imported scan under the Scans bar at the bottom
of the Assessment Window as presented below.

A T Scans & Import Scan File " _, Initiste Extemal Scan
Scan(s) Exand All 1 Fles 02/16/2016 - 0271672016
~ External Vulnerability Scans 1 Files 02/16/2016 - 02/16/2016
Q vul

Step 5 — Collect Data using Data Collector

Download and run the Network Detective Pro Data Collector on a PC on the target
network. Use the Data Collector to scan the target network.

1. Visit the RapidFire Tools software download website at

https://www.rapidfiretools.com/ndpro-downloads/ and download the Network
Detective Data Collector.

2. Runthe Network Detective Data Collector executable program as an
Administrator (right click>Run as administrator).

© 2023 RapidFire Tools, Inc. All rights reserved.
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&) DataCollector (2)
Il DataCollector (3)

¥ ND Sample Site

{7 ExampleDataCollecter (1) 10/11

Q MetworkDetectivePush Troublethoot compati

Open

$ Run asadministrator

Pin to Start

Important: For the most comprehensive scan, you MUST run the data
collector as an ADMINISTRATOR.

3. Unzip the files into a temporary location. The Network Detective Data Collector’s

4.

self-extracting ZI

P file does not install itself on the client computer.

The Network Detective Data Collector Scan Type window will appear.

Select the Network Data Collector and Security Data Collector options. Click

Next.

&

Scan Type

Scan Type

Scan Options
Verify and Run

Collection Progress

I> Finish

Select type of scan to perform

Select one or more the collection process below to run. The amount of collectors to run will
affect run-time.

Network Data Collector

Collect network-wide data using remote protocols. Required for Network
Assessments.

Local Computer Data Collector (required with Security Data Collection)

Collect data on the computer. Typically, used to augment data collection when
remote protocols are not available from this computer.

Security Data Collector

Collect security data from the current computer perspective. Required for
security Assesments.

Perform Network Scan. Required for Share Permissions.

(running on .NET CLR version 2.0.50727.9151)

5. The Active Directory window will appear. Select the type of network you are

RapidFireTools’

scanning (Active Directory domain or Workgroup).
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e 12 Active Directory

Active Directory
Please enter a username and password with administrative rights to connect to the local
Local Domains Domain Controller and Active Directory.
o . If you are scanning a i select the
Additional Credentials credentials which can access the individual i

screen.

as a local i on the next

External Domains

If in a domain, clicking the Next button will test a connection to the local Domain Controller
and Active Directory to verify your credentials.

IP Ranges
SNMP Information

VMware

options and you can enter

I want to scan
User Control Tests @ Active Directory O Workgroup (no domain)

File Scanner

Verify and Run Active Directory Credentials

Collection Progress corp [0 [0 ] (FQDN\user)

™ Finish ‘ll..lllllll..lllll |

17200

(running on .NET CLR version 2.0.50727.9151)

Next enter the required administrative credentials to access the network during the

Scan.

 Ifin a domain, enter a username and password with administrative rights to
connect to the local Domain Controller and Active Directory. Click Next to test
a connection to the local Domain Controller and Active Directory to verify your

credentials.

« If you are scanning a Workgroup environment, select Workgroup, click OK,

and skip to #7.

6. The Local Domains window will appear. Select the Domains to scan. Choose
whether to scan all domains or only specific domains and OUs. Click Next.

will skip this step.

Note: If you select to scan a Workgroup, the Network Detective Data Collector

© 2023 RapidFire Tools, Inc. All rights reserved.

RapidFireTools’

200



Network Detective Pro — User Guide Network Detective Pro

S T Local Domains

Active Directory
Below is a list of the detected domains in the current forest of the Active Directory.

Local Domains
Additional Credentials @ Gather information for ALL the domains detected.

External Domains O Gather information for only the domains selected below.
IP Ranges =0
SNMP Information

VMware

User Control Tests

File Scanner

Verify and Run

Collection Progress
™ Finish

Expand All Collapse All Expand Selected  Advanced Tree View

(running on .NET CLR version 2.0.50727.9151)

Confirm your selections if you opt to scan only specific Domains and OUs. Click OK.

7. The Additional Credentials screen will appear. Enter any additional credentials to
be used during the scan. Click Next.

Note: If you selected Workgroup on the Active Directory window, enter
credentials which can access the individual workstations as a local
administrator.

RapidFireTools’ © 2023 RapidFire Tools, Inc. All rights reserved.
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e s Additional Credentials
Active Directory

Network scan credentials are required to perform remote Windows data collection via WMI and
Local Domains Remote Registry. Use this screen to optionally add additional credentials to be used during the
scan. Calls using the default credentials will always be attempted first.
Additional Credentials

External Domains —— Network Scan Credentials

IP Ranges
SNMP Information “ Userame

VMware Password

User Control Tests corp. (AD user to be used first)

File Scanner
Verify and Run
Collection Progress

™ Finish

Clear All Entries

(running on .NET CLR version 2.0.50727.9151)

8. Input the External Domains here to include them as part of the data collection.
External Domain names allow others to visit the target site and facilitate services,
such as email. Examples of External Domains include:

e example.com

e mycompany.biz

S T External Domains

Active Directory
List external domains to be used for WHOIS, MX (mail) record detection, and Dark Web scans.
Local Domains

Additional Credentials

Domatn [ Ak |

External Domains

IP Ranges

SNMP Information
VYMware

User Control Tests
File Scanner

Verify and Run

Collection Progress
™ Finish

‘ Clear All Entries ‘ ‘ Import from Text File

Perform Dark Web Scan for Compromised Passwords

| 3¢ Please enter 1 or more external domains for the Dark Web scan.

(running on .NET CLR version 2.0.50727.9151)
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Note: Perform Dark Web Scan for Compromised Passwords: Select this
option to check the domains you enter for compromised usernames/passwords
on the dark web. If any compromised credentials exist for these domains, they
will appear in your assessment reports. This service will return the first 5
compromised passwords for each domain specified.

\.

9. The IP Ranges screen will then appear. The Network Detective Data Collector will
automatically suggest an IP Range for the scan. If you do not wish to scan the
default IP Range, select it and click Clear All Entries. Use this screen to enter
additional IP Addresses or IP Ranges and click Add.

Scan Type
Active Directory

IP Ranges

The following IP Ranges will be scanned. Use the "Reset to Default” button to reset the list to
Local Domains the auto-detected ranges. The auto-detect ranges are determined from the IP Addresses and
o . subnet masks on the detected network cards in this machine.
Additional Credentials

External Domains
“ single IP or IP Range (example: 192.168.0.0-192.168.0.255) H Add ‘

- IPRanges 7 B e

SNMP Information 172. 255
—

VMware
—
Us?\rgontrul Tests

‘I?IéSCénner
)

‘\t:-\la’ifyand Run

:\\"C‘Bller:tion Progress Clear All Entries ‘ ‘ Import from Text File ‘ ‘ Reset to Default

[—
™ Finish

[0} Perform minimal impact scan (reduced number of threads for less network
impact but longer scan time)

(running on .NET CLR version 2.0.50727.9151)

From this screen you can also:

» Click Reset to Default to reset to the automatically suggested IP Range.

» Click Import from Text File to import a predefined list or range of
IP addresses.

Important: Scans may affect network performance. Select Perform minimal
impact scan if this is an issue.

When you have entered all IP Ranges to scan, click Next.

RapidFireTools’ © 2023 RapidFire Tools, Inc. All rights reserved.
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You are currently about to scan 2,045 IP addresses. Large
ranges can take long periods of time to complete.

Do you wish to contimue ampaays?

oK Cancel

Important: If you are scanning a large number of IP addresses, confirm that you
wish to continue.

10. The SNMP Information screen will appear. By default, the software will retrieve
data from devices with the community string “public.” If desired, define an additional
community string (such as “private”) and enter it here.

e e SNMP Information

Active Directory
SNMP community strings are used to try to determine information about devices detected
Local Domains during the IP Range scan. Enter any additional community strings used on this network.

Additional Credentials

H Read Community String H Add |

External Domains

public
IP Ranges

VMware
Usg_\r(;ontrol Tests
File Scanner

—1®

~Verify and Run | Clear All Entries | ‘ Import from Text File ‘ ‘ Reset to Default
—

__Collection Progress

> Finish Advanced SNMP Options

SNMP Timeout (seconds): Use Default

[[] Attempt SNMP against non-pingable devices (slower but more accurate)

(running on .NET CLR version 2.0.50727.9151)

Important: As of 9/28/2018, the Microsoft Base Security Analyzer (MBSA) has
been removed from the Data Collector. MBSA is in the process of being
deprecated by Microsoft. Microsoft no longer supports MBSA in newer versions
of Windows (i.e. v10 and Windows Server 2016). MSBA is only useful for earlier
versions of Windows (Windows 7, Windows 8, 8.1, and Windows Server 2008,
Windows Server 2008 R2, Windows 2012, and Windows 2012 R2). Follow the
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steps in this guide and use the Push Deploy Tool as instructed. This will
collect information such as Patch Analysis for all Windows operating systems.

11. Input the Hostname or IP Address and Credentials of the VMware Servers that
you would like to include in the scanning process.

e e VMware

Active Directory
VMware credentials are required for discovery of VMware hosts. Enter the VMware host server

Local Domains DNS name or IP address along with VMuware login credentials.

Additional Credentials

f Host P Add | ; ;
External Domains | ostname or ress [[] skip connection test

IP Ranges | Usermame |

SNMP Information | ‘ Add VMware Server

. VMware

User Control Tests

Connection Verified

File Scanner
Verify and Run
Collection Progress

> Finish

Clear All Entries ‘ ‘ Test All Connections

(running on .NET CLR version 2.0.50727.9151)

12. The User Control Tests screen will appear. These tests will attempt to access sites
in various categories from this computer. This can help determine how much access
a user has to potentially risky websites. You can choose to opt out of the tests by
deselecting categories. You can also enter your own custom URLs and categories
to test. Then click Next.
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Scan Type

Active Directory
Local Domains
Additional Credentials
External Domains
IP Ranges

SNMP Information
VMware

User Control Tests
File Scanner

Verify and Run
Collection Progress

> Finish

User Control Tests

The Security Assessment User Control tests will attempt to access sites in various categories
from this computer. If you do not wish to include BUILT-IN URLs from a particular category in
your assessment, please uncheck it. Additionally, you may add individual URL to the category
testing. Any custom URLS will ALWAYS be checked.

—— Built-in URL Categories

Entertainment Pornography Shareware
Social Media Warez Web Mail

—— Custom URLs
‘ URL Category

* | Entertainment =

(running on .NET CLR version 2.0.50727.9151)

13. The File Scanner screen will appear. Choose whether to scan for PIl (Personally
Identifiable Information) and click Next.

Scan Type

Active Directory

Local Domains
Additional Credentials
External Domains

IP Ranges

SNMP Information
VMware

User Control Tests
File Scanner

Verify and Run

Collection Progress
> Finish

File Scanner

NOTE: File scanning can cause a temperary increase in resource tilization.

Scan Types:
Personally Identifiable Information (P11}

Scan Options:
Include the scanning of ZIP files
Include the scanning of PDF files

PDF Timeout: minutes (min = 1, max = 60)

(running on .NET CLR version 2.0.50727.9151)

14. The Verify and Run window will appear. Select the folder that you want to store the
scan data file in after the scan is completed. You may also change the scan’s
Output Assessment File Folder location and Basename for the scan data. The
file will be output as a .PCl file.
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S 12 Verify and Run

Active Directory
Ready to run the data collection. Select your output file location and basename. The final

Local Domains assessment file will be <folder>\<basenames.zip.

Additional Credentials

External Domains

Output Assessment File

IP Ranges Folder: ‘C:\Users\ \Desktop H:l

SNMP Information EELLE T ISl NetworkDetective-20220223 ZIP

VMware

User Control Tests Launch Pre-scan Analyzer Advanced Options

File Scanner

~ VerifyandRun

Collection Progress

™ Finish

(running on .NET CLR version 2.0.50727.9151)

Use the Pre-scan Analyzer to identify and correct any configuration issues
prior to running the Network Scan. The Push Deploy tab will indicate which
assets are fully accessible for scanning to ensure a more thorough scan. Pre-
scan results and recommendations are provided at the completion of the pre-
scan.

Qverview Result Summary Active Directory SQL Server Network Computers ~ Push Deploy

Pushing local data collectors to remote computers requires WMI, Admin$ access, and .NET 3.5 or above.

Showing: All Nodes

a—— 3 In wmi Admin§  NETv3Ser Status

Address A/D Access Access above Installed
| apporcorprapirReTo || v [ x| WM failed TheRPCze
BROWN-WIN10.CORPRAPL... v * WMI failed. The RPC ser
DESKTOP-09SDFEL.CORPR... v x WMI failed. The RPC ser
DESKTOP-1HMOE71.CORPR... v x WMI failed. The RPC
DESKTOP-6ND4Q8O.CORP.... 172180207 V' v v v Full access
DESKTOP-7DBVA30.CORPR... 10.236.831.. V' ? Accessin g WML...
DESKTOP-7RFOK75.CORP.R... v x WMI failed. The RPC server is unavailable.

Enter any Comments and then click Start.

15. The Collection Progress window will appear. The Network Scan’s status is
detailed in the Collection Progress window. The Collection Progress window
presents the progress status of a number of scanning processes that are
undertaken.
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Scan Type Collection Progress

Active Directory

Active Directory:  Initializing...
Eventlogs: Initializing...
Additional Credentials sQL servers:

Local Domains

Initializing...
External Domains Internet: Initializing...
DHCP: Initializing...
Network: Initializing...

IP Ranges
SNMP Information Local Collector: Getting quick fix engineering...
VMware Security Collector: Getting login events; 29 Port(s) Remaining; 13 URL(s) Rem...
User Control Tests
File Scanner
Verify and Run
Collection Progress
™ Finish

Cancel Data Collection ‘ | ‘Wrap It Up

2" Collection in progress, please be patient...

(running on .NET CLR version 2.0.50727.9151)

At any time you can Cancel Data Collection which will not save any data. By
selecting Wrap It Up you can terminate the scan and generate reports using the
incomplete data collected.

Upon the completion of the scan, the Finish window will appear. The Finish
window indicates that the scan is complete and enables you to review the scan
output file’s location and the scan’s Results Summary.

e TR Finish

Active Directory
The data collection process has been successfully ended, and file(s) with the partial data have
been generated. Please be aware that reports created from this data may have missing

Additional Credentials sections or may otherwise contain i on as the collection process did not
fully finish.

Local Domains

External Domains
Collect the output file from
IP Ranges C:\Users\, \Desktop

SNMP Information
VMware

User Control Tests

File Scanner

Verify and Run

Collection Progress
™ Finish

(running on .NET CLR version 2.0.50727.9151)

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools’
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Click Done to close the Network Detective Data Collector window. Note the
location where the scan’s output file is stored.

Step 6 — Use the Push Deploy Tool to Collect Remaining
Data

The Push Deploy Tool performs a localized scan on each workstation on the
target network. Perform this required step to gather maximum data for the most
detailed reports.

We recommend using the Push Deploy Tool to complete your remaining assessment
tasks for both the Network and Security Assessments. These tasks appear in the guided
checklist and are pictured below:

Checklist item for Network Assessment

PO e 2) Run Computer Data Collector on computers that cannot be scanned remotely

= Fyou know of any computers thet cannot be scanned remotely f.c. blocked by  firewal, not connected to the domain. or otherwise inacoessibl),you should run
using the Push the Computer Data Collector drectly onthe computer tseF

Deploy Tool to
complete both of
these items Checklist item for Security Assessment

© Run Network Detective Data Collector (NDDC) with the Security Data Collector - without the Network Scan option

Run the Seeurty Data Callector without the ‘Perfom Netwark Sean’ option checked on 2 or more computers. The resuts are used as 2 sampling to detemmine
policy and securty consistency.

Download and run the Push Deploy Tool on a PC on the target network. It can quickly
perform local data scans on all computers without the need to run the Data Collector on
each computer separately. To do this:

1. Visit the RapidFire Tools software download website at

https://www.rapidfiretools.com/ndpro-downloads/ and download the Push Deploy
Tool.

Unzip the files onto a USB drive or directly onto any machine on the target network.

From within the unzipped folder, run the NetworkDetectivePushDeployTool.exe
executable program as an Administrator (right click>Run as administrator).

E@ MetworkDetectiveDataCollectorMoRun 10/31/2017 2:03
Q, MetworkDetectivePushDeployTg T

0
| | MetworkDetectivePushDeployTa pen
%] Utility.dll Run as administrator

Troubleshoot compatil]

© 2023 RapidFire Tools, Inc. All rights reserved.
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Important: For the most comprehensive scan, you MUST run the Push
Deploy Tool as an ADMINISTRATOR.

The Push Deploy Tool Settings and Configuration window will appear.

4. Setthe Storage Folder location and select the Security Scan option.

For your convenience, create a shared network folder to centralize and
store all scan results data files created by the Push Deploy Tool. Then
reference this folder in the Storage Folder field to enable the local computer
scan data files to be stored in this central location.

If additional credentials are required, type in the administrator level Username and
Password necessary to access the local computers on the network to be scanned.
Then click Add.

Important: For the Push Deploy Tool to push local scans to computers
throughout the network, ensure that the following prerequisites are met:

* Ensure that the Windows Management Instrumentation (WMI) service is
running and able to be managed remotely on the computers that you wish to
scan. Sometimes Windows Firewall blocks Remote Management of WMI, so
this service may need to be allowed to operate through the Firewall.

* Admin$ must be present on the computers you wish to scan, and be
accessible with the login credentials you provide for the scan. Push/Deploy
relies on using the Admin$ share to copy and run the data collector locally.

* File and printer sharing must be enabled on the computers you wish to
scan.

* For Workgroup based networks, the Administrator credentials for all
workstations and servers that are to be scanned are recommended to be
the same. In cases where a Workgroup-based network does not have a one set
of Administrator credentials for all machines to be scanned, use the Add option
to add all of the Administrator credentials for the Workgroup. Multiple sets of
Administrator credentials will be listed in the Credentials box.

© 2023 RapidFire Tools, Inc. All rights reserved.
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5. Click Next after you have configured the Push Deploy Tool.

6. The Computers and Status window will appear. From here you can:
» Add a Single Computer to be scanned
o Add (computers) from File that are to be scanned
» Add (computers) from IP Range that are to be scanned

» Or Save Computers to File in order to export a list of computers to be
scanned again in future assessments

@ NetworkDetective Push Deploy Tool

'+’ Settings and Configuration Computers and Status

' Computers and Status O When you are ready to being data collection, cick the "unpauss” button. This wil immediately commence data Gollection. You may add or manage
the s
P Add !

ress  [Add Single Computs

7. When you have input the IP address range into the IP Range window, select the OK
button.

After one or more of the above-mentioned methods have been used to define the
computer IP addresses to be scanned, the computer names and IP addresses will
be listed in the Computers and Status window.

8. Startthe scan either by selecting the “unpause” button in the Computer and
Status window, or, by selecting the Next button in the Computer and Status
window and the scan will be initiated. The status of each computer’s scan activity
will be highlighted within the Computers and Status window as presented below.

© 2023 RapidFire Tools, Inc. All rights reserved.
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@ NetworkDetective Push Deploy Tool - o lEN |
+Settings and Configuration Computers and Status
" Computers and Status When you aré eadh lo being dta coblection, cick the "uripausse” butlon. This will nnediately ccmmence dats collection You may 534 of fanage
\\\\\ tively. Right click on 3 computer for additional oplions.
AddSecleCorgutes  AddiomFle  AddbomPRange  Save ConputesloFie Show. |81
Padien ML R S P B S
v v v v v
v v v v v
v v v v v
v v v v v
v v v v v
v v v v v
v v v v v
v v v v v
v v v v v
v v v v v
v v v v v
v v v v v
v v v v v
v v ' v v
e ' v v v
Total Computers: 202, Remsining 0, Successtut 21, Faied 161
Back Newt> Cancel

Upon the completion of all of the scheduled scans, the scan data collected is stored
within the Storage Location folder presented in the Collected Data Files window

of the Push Deploy Tool.

To verify the inclusion of the scan data produced by the Push Deploy Tool within

your assessment, select the Next button within the Push Deploy Tool. The
Collected Data Files window will be displayed.

@ NetworkDetective Push Deploy Tool - o
+ Setings and Configuration Collected Data Files
+ Computers and Status Rightcick. opb lecled
The table il show storage folder not and ©
¥ Collected Data Files
Cuent c Ooen Folder
Filename File Date File Size =
> 1/mnssdsmseM E57KE
T1/03/16 84436 PM £0KE
T1/03/16 84314 PM s26K8
a0 /03684217 FM 7azke
» /0316 83312PM nze
w» /0316 83747 P m0ke
» /031630623 PM ke
i /0316 30608 P &73K8
w 11/03416 84246 PM 1 K8
o 11021684300 PM ke
o 11031684224 PM 223%8
= /03416 90642 PM w41 KB
/031684257 PM B4KE
11/03/16 84149 PM 3K8
On Finish: (7] ZpDataFiles || Upload via Corvector [ Auchive Scan Fiss (%] Open Stoxage Folder
<Back Fiith Concel

10. Toreview or access the files produced by the Push Deploy Tool’s scans, select
the On Finish: Open Storage Folder option in the Collected Data Files window.

Then click Finish.

© 2023 RapidFire Tools, Inc. All rights
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MORE INFO:

The Push Deploy Tool pushes the local data collector to machines in a
specified range and saves the scan files to a specified directory (which can
also be a network share). The benefit of the tool is that a local scan can be run
simultaneously on each computer from a centralized location.

The output files (.ZIP, files) from the local scans can be stored on a USB drive
and taken off site to be imported into the active assessment within Network
Detective.

After all of the Security Scans are complete, the next phase in the process is to
import the scan data files produced by the Security Scan into the current
assessment.

Step 7 — Import Scans into Network Detective Pro App

Make sure you can access all of the scan data files from the PC on the MSP network
where you have Network Detective Pro installed. Then, import the data collected by the
Data Collector into the assessment.

1. Click Import Scan File on the Scans bar in the Network Detective Assessment
window.

V r Scans #* Import Scan File '____ Initiate Extemal Scan % Download Scans

Scanis) 0 Fles

The Select the Scan Results window will be displayed.

© 2023 RapidFire Tools, Inc. All rights reserved.
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(@] Network Detective Wizard =28

Select the Scan Results

Select the resulting scan file orfiles. Multiple scan files or compressed archives can be selected in the file browser.
Use CTRL-Click or SHIFT-Click to select muttiple files.

I you do net have a results file from a network scan, please download the Data Collector and complete a scan first.

Browse

[ Net |[ cancel |

2. Click Browse in the Scan Results window and select all data file(s) that you wish to
import.

You do not need to unzip the files. You can also upload multiple files at
once!

3. Click Open button to import the scan data. Then click Next.

4. An archived copy of the scan will be created in the Network data directory. You can
access this at % APPDATA%\NetworkDetective\ on your PC. Click Finish.

i. If prompted, use the Network Detective Pro Merger to merge the data file(s)
into the assessment. Select the Domain into which the file will be merged.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Click Merge Now.

Network Detective Pro

Network Detective Merger

Custom Domain:

Files from the Computer Data Collector { CDF) need to be merged with the original Network Detective data file { NDF) before generating a report
In order to merge individual computers, you will need to specify a domain or workgroup for each CDF file.

| (optiona)
“Select CUSTOM in the dropdown list under "Merge Into™ to use the Custom Domain

X

Computer Local Domain/Workgroup 0s Run Date Merge Into ~
DAEDALUS CORP. L. |Windows 10 Ent... |9/27/2017 4.45:05 PM Corp.MyCo.com [ I
DAEDALUS CORP. L. |Windows 10 Ent... | 10/12/2017 2:39:08 FM Comp MyCo.com ~
DAMION CORP. L. |Windows 10 Pro | 10/12/2017 2:56:35 PM [Use Workgroup] ~
DC CORP. LC... |Windows Server ... | 10/2/2017 4:24:03 PM [Use Workgroup] ~
DC CORP. L... |Windows Server ... |8/21/2017 1:54:00 PM [Use Workgroup] v
DESKTOP CORP. C.. |Windows 10 Ent... |9/27/2017 4:46:44 PM [Use Workgroup] ~
DESKTOP CORP. L. |Windows 10Pro | 10/12/2017 2:31:42 PM [Use Workgroup] ~
DESKTOP CORP. LC... |Windows 10 Pro 1041272017 2:44:44 PM [Use Workgroup] ~
DESKTOP CORP. L. |Windows 10Pro | 9/27/2017 4:41:58 PM [Use Workgroup] ~
DEV CORP. LC... |Windows 10 Pro 1041272017 2:43:44 PM [Use Workgroup] ~
DEVILS CORP. L. |Windows 10 Pro | 10/12/2017 3.03:47 PM [Use Workgroup] v
Menge Now Cloge

The Scans bar will be updated with the imported scan files.

Once all of the scan data is imported into the Assessment, the assessment’s Checklist
will indicate that the Reports are ready to be generated.

Completed Checklist for Network Assessment

h 4

.-"'-—.-""-___

« | v [ HE%:;;’LE

RapidFireTools’
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Completed Checklist for Security Assessment

,-1/'“

v v v Repo rts
Heady
P} e

(0 (3 )

The status for both assessments will also appear as 100 percent complete:

Assessment-20180430

100% Complete  5Complete i)} Required (0) Optional  Created 30/04/2018 03:12PM  Updated 24/10/2)

Y Metwork Assessment (Domain) 100% Complete = 2 Complete o Required Q Optional
Security Assessment (Domain)  100% Complete 3 Complete @ Required g Optional

© 2023 RapidFire Tools, Inc. All rights reserved.
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Step 8 — Generate Assessment Reports

Note: This step is NOT performed at the client site or network. Network Detective Pro
should be installed on your workstations or laptop. Install Network Detective Pro from
https://www.rapidfiretools.com/ndpro-downloads/ if you have not already done so. To
generate the reports for your Security Assessment, follow the steps below:

1. Run Network Detective and log in with your credentials.

2. Then select the Site, go to the Active Assessment, and then select the Reports
link to the center of the Assessment Window in order select the reports you want
to generate.

Al
] o m—

Al Reports ~| 3% Avalable 3 Available Reports 113 Unavailable Reports

[E] ccvomse [E] s serer [E] rewor B secu

= [JStandard Reports [EJM 5tndard Reports| = [JStandard Reports = [JStandard Repotts
Exchange Risk Report { dock) Routine Heath Repor ) Cliert Risk Report {docx; Securty Risk Rep:
Management Plan {docx; SQL Server Detail Report {doci) Network Management Plan | doc; Securty Managen|
Q Ful Detai ocx) Outbound Securty|

jocx Excel E Securty Poicy A
Traffic and Use Repor {docx SQL Server Agent Jobs Report {docx Site Diagram {docx Share Pemnission

Exchange
Exchange
Exchange
Exchange.

3. Selectthe Create Reports button and follow the prompts to generate the reports
you selected.

4. Atthe end of the report generation process, the generated reports will be made
available for you to open and review.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Appendices

Pre-Scan Network Configuration Checklist

RapidFire Tools products can gather a great deal of information from the target network
with little advance preparation — and with very little footprint! However, if you are having

trouble with scans, or you have the ability to configure the target network in advance, we
recommend the settings below.

These checklists detail the recommended network configurations for both Windows
Domain and Workgroup environments.

Note: You must have the .NET 3.5 framework installed on machines in order to use all
data collector and server/appliance tools.

Checklist for Domain Environments

Share this checklist with your IT Administrator and ask them to configure your network's
Domain Controller as follows:

Complete ‘ Domain Configuration

GPO Configuration for Windows Firewall (Inbound Rules)

D Allow Windows Management Instrumentation (WMI) service to operate through
Windows Firewall

This includes the following rules:

» Windows Management Instrumentation (ASync-In)
» Windows Management Instrumentation (WMI-In)
* Windows Management Instrumentation (DCOM-In)

D Allow File and printer sharing to operate through Windows Firewall

This includes the following rules:

 File and Printer Sharing (NB-Name-In)
 File and Printer Sharing (SMB-In)

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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Complete ‘ Domain Configuration

 File and Printer Sharing (NB-Session-In)

O

Enable Remote Registry “read only” access on computers targeted for scanning.

Note: Remote Registry access should be restricted for use by the user access
account credentials to be used during network and local computer scan.

Enable the Internet Control Message Protocol (ICMP) to allow authorized ICMP echo
request messages and ICMP echo reply messages to be sent and received by
Windows computers and network devices.

Windows firewall rules on Windows computers may need to be created/enabled to
allow a computer:

» operating a Kaseya-RapidFire Tools product network data collector to
issue ICMP echo request messages to be sent to Windows computers
and network devices

» tosend ICMP echo reply messages in response to an ICMP echo request

Note: ICMP requests are used to detect active Windows computers and network
devices to scan.

GPO Configuration for Windows Services

Windows Management Instrumentation (WMI)
« Startup Type: Automatic

Windows Update Service
« Startup Type: Automatic

Remote Registry
« Startup Type: Automatic

Remote Procedure Call
« Startup Type: Automatic

RapidFireTools

© 2023 RapidFire Tools, Inc. All rights reserved.

219




Network Detective Pro Network Detective Pro — User Guide

Complete ‘ Domain Configuration

Network Shares

D » Admin$ must be present and accessible using supplied credentials (usually a local
admin or user in the local Computer's Administrative Security group)

3rd Party Firewalls

D * Ensure that 3rd party Firewalls are configured similarly to Windows Firewall rules
described within this checklist.

[ Note: This is a requirment for both Active Directory and Workgroup Networks. ]

Checklist for Workgroup Environments

Before you perform a workgroup assessment, run the following PowerShell commands
on the target network and the machine that will perform the scan. These three
configurations should help you avoid most issues in a workgroup environment. Each
command is followed by an explanation and link to Microsoft documentation.

1.

reg add
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\syst
em /v LocalAccountTokenFilterPolicy /t REG DWORD /d 1 /f

By default, UAC only allows remote administration tasks to be performed by the
Built-in Administrator account. To work around this, this command sets the
LocalAccountTokenFilterPolicy registry key to 1. This allows any local admin to
perform remote administrative tasks (i.e. access to system shares C$, Admin$,
etc.).

https://support.microsoft.com/en-us/help/951016/description-of-user-account-

control-and-remote-restrictions-in-windows

. netsh advfirewall firewall set rule group="windows

management instrumentation (wmi)" new enable=yes

This command creates an Inbound firewall rule to allow access to the WMI service
and namespaces.

© 2023 RapidFire Tools, Inc. All rights reserved.
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https://docs.microsoft.com/en-us/windows/win32/wmisdk/connecting-to-wmi-
remotely-starting-with-vista

3. netsh advfirewall firewall set rule group="File and Printer
Sharing" new enable=Yes

This command creates an Inbound firewall rule which enables File and Printer
Sharing on the machine. File and printer sharing is required in order to access the
Admin$ share on remote machines.

https://answers.microsoft.com/en-us/windows/forum/all/turning-on-file-and-printer-
sharing-windows-10/bb3066eb-f589-4021-8f71-617e70854354

You can also share this checklist with your IT Administrator and ask them to configure
each computer in your workgroup as follows:

Complete? Workgroup Configuration

Network Settings

D » Admin$ must be present on the computers you wish to scan, and be
accessible with the login credentials you provide for the scan

D * File and printer sharing must be enabled on the computers you wish to scan

D * Ensure the Windows Services below are running and allowed to communicate
through Windows Firewall.

» Windows Management Instrumentation (WMI)

» Windows Update Service

* Remote Registry

* Remote Desktop

* Remote Procedure Call

D * Workgroup computer administrator user account credentials.

Note: Before configuring scan settings for workgroups, prepare a list of the
workgroup computer(s) adminstrator user account credentials for entry into the
scan settings wizard.

RapidFireTools © 2023 RapidFire Tools, Inc. All rights reserved.
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Complete? Workgroup Configuration

I:] Enable the Internet Control Message Protocol (ICMP) to allow authorized ICMP
echo request messages and ICMP echo reply messages to be sent and received by
Windows computers and network devices.

Windows firewall rules on Windows computers may need to be created/enabled to
allow a computer:

e operating a Kaseya-RapidFire Tools product network data collector to
issue ICMP echo request messages to be sent to Windows computers
and network devices

* tosend ICMP echo reply messages in response to an ICMP echo
request

Note: ICMP requests are used to detect active Windows computers and
network devices to scan.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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Enable Discovery Agents for Local Data Collection (Network
Detective Pro)

The Discovery Agent for is a lightweight, streamlined option for collecting local data from
specific network endpoints. Discovery Agents generate local scan files that are passed to
your site via a secure connection. You can install any number of Discovery Agents for an
organization, where they will perform local scans on the days of the week you designate.

By assigning labels to your Agents, you can filter the scan data that you import into your
assessment projects. Finally, you can combine Discovery Agents with other data
collectors to customize your IT assessment for your exact purpose.

Follow the steps below to enable Discovery Agents for your site and use them to perform
local scans:

Discovery Agent Firewall Requirements

IT admins and end customers using RapidFire Tools products should configure the
firewall rules on their networks to enable access to the following RapidFire Tools URLSs.

gatekeeper.rapidfiretools.com
go.rapidfiretools.com
au.rapidfiretools.com
go-eu.rapidfiretools.com
go-au.rapidfiretools.com
wcflb.rapidfiretools.com
wcflb-eu.rapidfiretools.com
wcflb-au.rapidfiretools.com
api.ndglue.com
networkdetective.s3.amazonaws.com

download.rapidfiretools.com

The RapidFire Tools Server and Discovery Agent requires access to port 443.

Step 1 — Enable Discovery Agents via RapidFire Tools Portal

In the first step, enable Discovery Agents at the organization level using the RapidFire
Tools Portal.

223



1. From the Network Detective Pro app, click Appliances from the top menu.

O..' Blue Bird Bus Compa

Assessment Status: In PRjgress
Cheddist: 1/3

O..' Greystone Professionals

“" Assessment Status: In Progress
Qﬁ Qﬂ Checklist: 1/2

Active Sites

2. Click Discovery Agents from the left menu.

~ @ nDA: Virtual Cyber Hawk SD5
— @® nDA: Virtual All
Reporters @ noa: Virtual Compliance Manager
@® Eevs- Virtual Vulnerability Scan...
@ nDA: Virtual Vulnerability Scan...
9 @ rvs4 Virtual Vulnerability Scan...
@ nDa: Virtual Cyber Hawk SDS
Remote Data §
Collectors @ nDA: Server All
@ nDA: Virtual Inspector
. @ NDA: Server Cyber Hawk SDS
ﬂ @ nDa: Server Cyber Hawk SDS
Discovery Agents @ NDA: Physical Inspector
@ nDA: Virtual Inspector

3. Open the "Click here to log in to the RapidFire Tools Portal" link.

Discovery Agents are d at the O ization level and can be managed in the RapidFire Tools Portal

Click here to log in to the RapidFire Tools Portal

Learn more from the video below.

ORGANIZATION DISCOVERY AGENTS (NETWORK DETECTIVE PRO)
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4. Sites that you create in Network Detective Pro are also created in the RapidFire
Tools Portal. The sites will appear in an organization with the same name as your
site.

5. From the left menu, find the organization with the same name as your site. Click on
the org.

7

Note: You can later rename orgs or move sites between orgs whenever you
choose.

Filter Organizations.

{} Al Organizations
3 All sites
3 ABLE Manufacturing West
3 Accent Fit
[3J Accent Fit - Guest Network
3 Acme Group
3 Acme Organization
3 Beautiful British Columbia
3 Bobs Test Org
[ Bullet Bus Company - Dayton
3 Example Organization
[J Goodman Law

Discovery Agents

[ Legal Pros

6. Click Discovery Agents from the right page.

Goodman Law

Sites

1

Searcl  All Site Types - =] LT TP it

Agents

Goodman Law v

Note: The organization must contain at least one site for you to access to
Discovery Agents.
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7. From the Organization Discovery Agents page, click Generate New Key. Copy the
Install Key to your clipboard. You will use this to install Discovery Agents for this

organization.
Legal Pros
() All Organizations Discovery Agents
[ Allsites

Organization Discovery Agents
[ ABLE Manufacturing West Coast

[ AccentFit Install Key

[ Accent Fit - Guest Network

3 Acme Group

3 Alpha Investments —

3 Beautiful British Columbia ;
Daily Scan

[ Bell Systems

[ Bobs Test Org

Option
3 Bullet Bus Company - Dayton
3 Example Organization

Deep File Scan
3 Foresight Group

Repeat Weekly
O Goodman Law
O3 Initiative Group
3 Legal Pros

Discovery Agents Scan Schedule can be applied after a Discovery Agent is installed

3 Micro Consulting

Step 2 — Install Discovery Agent(s)

1. Download the Discovery Agent from https://www.rapidfiretools.com/ndpro-
downloads/. You can download the Agent installer from Data Collectors
> Network Detective Pro Discovery Agent.
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Ra pld Fire'!'ool S PRODUCTS

»Kaseyacovpany

\)\ 5
Network Data
Detective Pro Collectors

( O‘ Search downloads

Network Detective Pro
Discovery Agent

More Info Download

The Network Detective Pro Discovery
Agent installs as a Windows Service that
collects information for individual
computers (workstations or servers) on a

schedule. The scan results are made

2. Open the app, proceed through the setup prompts, and click Install.

3. Confirm that you want to allow the Discovery Agent to make changes to your device.
Once you finish the wizard, the Discovery Agents Installer will open.

4. Enter the install key that you generated in the previous step. Also enter a "label”
to help you identify the endpoint on which the agent is installed. You will later use
the label to import the correct scan data into your assessment projects.

L Discovery Agent Installer X

Step 1: Enter Install Key

Enter the Install Key for this Installation
[1c1b5355-5078 \

Enter a commentto help identify this computer (optional)

|Work laptop ‘

Enter a "label" to make it easier to select and use Discovery Agents (optional)

‘Goodman Law |
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Finally, enter an optional comment to help identify the PC hosting the Agent.

5. Next, Confirm the site and key details for the Discovery Agent.

®_  Discovery Agent Installer X

Step 2: Confirm Install Key Details

Install Key: 1c1b5355
Account @D3M201103
Site Name: Goodman Law
Comment Work laptop
Label: Goodman Law

6. The installer will begin registering the Agent for your organization.

@®_  Discovery Agent Installer X
Step 3: Install
Registering Agent with your site.
[m]
Site Key 098e190b-al6e-4c9c:
Account PERF
Site Name: AgentTesting
Comment D
Agent ID:

7. Click Finish when complete.
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@®_  Discovery Agent Installer X

Step 3: Install
Installation completed

Site Key 098e190b
Account PER

Site Name: AgentTesting
Comment

Agent ID: AGT-49

Step 3 — Confirm Discovery Agent install for your Organization

1. Once you've installed the Agent(s) on the target network, return to the portal and
navigate to [Your Organization] > Discovery Agents.

2. Under installed Discovery Agents, you will see the new Agent.

3. The appliance status will appear as green once the Agent checks in with the
RapidFire Tools Portal.

Organization Discovery Agents

Step 4 — (Optional) Enable Access for Site Admin and Technician
Users

Next, you can optionally enable your Site Admin and Technician portal users to manage
the Discovery Agents that you deploy. You can do this in two ways:
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1. From your site, access Roles. Next to your Site Admin and/or Technician users,

turn on the slider. These users can then access and manage Discovery Agents for
the organization that contains the site.

Roles

Roles

joe-admin-user@rapidfiretools.com o wgibson@microconsulting.com o

mc-admin@microconsulting.com o
fkafka@microconsulting.com o

2. Alternatively, if you want to enable access to Discovery Agents for all Site Admin
and/or Technician Users in the portal, navigate to Global Settings > Users. From
the top-right page, select Enable Discovery Agents for All Users. All site-

restricted Site Admin and Technician users can then manage Discovery Agents for
their assigned organizations and sites.

Require Two-Factor Authentication for All Accounts Enable Discovery Agents for All Users

Step 5 — Assign Labels to Agents

If you didn't assign a label to your agent(s), be sure to do so now. To assign labels to
agents:

1. Navigate to [Your Organization] > Discovery Agents.

2. Select the agents where you want to add or edit labels.
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Option
Application Vulnerability Scan (Windows)

Deep File Scan

Repeat Weekly
Configure
Apply

Filter...

v@ Computer = Last Scan Discovery Agent ID Comment

[ ] DESKTOP- 19-Sep-2023, AGT-23 10.200.1.140
418 PM

[ ] DESKTOP- 19-Sep-2023, AGT-76 DevTest Network
418 PM VulScan Agent

Showing 1 - 2 of 2 ltems

3. Click the Select All button, and then click Update Label.

- Computer = Last Scan Discovery Agent ID Comment Label
1 Selected ;
W 03-Feb-2023, 3:02 PM AGT-37B' Work laptop Goodman Law
Run Scan Now
Update Now
Cancel Scans

Remove Agents

Update Comment

Update Label @

4. Enter your label and click Save.

Discovery Agents Label

Add label for Discovery Agents.
Goodman Law offsite] A
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5. The label will be updated for the select agent(s).

10 ~ | rows per page 1 of 1

O Computer ©  Last Scan Discovery Agent ID Comment Label

O L] KA- NEVER AGT-01Al work Goodman
PW laptop Law

offsite

Step 6 — Schedule scans for Discovery Agent
1. From the RapidFire Tools Portal, navigate to [Your Org] > Discovery Agents.

2. From Scan Schedule, select one or more days of the week for the agent(s) to
perform scans. Then click Apply.

7

Note: The Deep File Scan is only used with Compliance Manager GRC. ]

\.

~

Note: The Application Vulnerability Scan is only used with VulScan. ]

.

Organization Discovery Agents

Install Key
af3a4fff-d389-4559-8024-698: Copy
() Daily Scan

Sun Mon Tue Wed Thu Fri Sat

Option
[} Application Vulnerability Scan (Windows)

Deep File Scan

Repeat Weekly

Configure

Note: To avoid disruption during normal business hours, Agent scans begin at
2:00am on the selected days.

\.
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Step 7 — Download scan into assessment
To import Agent scans into your active assessment project:
Open your Network Detective Pro site. This site should be in the same organization

where you installed discovery agents.
From your active assessment project, click Download Scans from the Scans bar.

/A Goodman Law / EdtSte Assessments
Assessment-20230203
1 Complete o Required (0 ) Optional Created 03-Feb-2023 03:12PM  Updated 03-Feb-2023 03:13 PM  Previous Project: Select
Created 03Feb-2023 03:12PM Modifie]

omplete  1Complete ) Required (0) Optional

Network Assessment (Domain)
v
Run Network
Detective Data
Collector Reports
(NDDC) with the Not Ready
twork Sca

9 2

Double-click tems to open

ﬂ Run Network Detective Data Collector (NDDC) with the Network Scan
Run the Network Data Collector on the Domain Controller (f possible), a computer joined to the Domain if the Domain Controller is not available, or from any

workstation on the network. The data collector should be run with Administrative privileges.

nitiate Extemal Scan W, Download Scans

v N Scans 4 Impot Scan Fik

03-Feb-2023 03:13 PM - 03-Feb-2023 03:13 PM

Scan(s) Expand Al 4 Files
« Computer Scans 1 Files 03-Feb-2023 03:13 PM - 03-Feb-2023 03:13 PM

3. Agent scans are organized under the Agent Connector (AGT) header.
4. Sort scans using the Label field. Using labels, you can select which scans to import

into your assessment.

Download Files
The following scans have been uploaded and are available for download. Select all downloads you wish to import into the curent site and press Download Selected or press Download Allto download
il available scans.

Date

Task ID File Name
Goodman Law

ice Name
2/3/2023 8:02:38 PM

Type Devi
AGT Connector
Comnector  AGT Connector N/A KA-PWOOPHAL-OCSAICGE 109A.2ip

Download Al Download Selected Delete Selected

5. Select the scan files you wish to import, and then click Download Selected.

6. The local computer data files (.cdf) will be merged into your assessment.
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Remove Discovery Agents

To remove Discovery Agents:

1. Access the Organization Discovery Agent page and ensure that the Discovery
Agent to be removed is online. You cannot remove an Organization Discovery
Agent that is offline.

2. Select the checkbox on the left of the Discovery Agent Appliance ID that is to be
removed.

3. Selectthe Remove Agents menu option.

Configure

= Computer + Last Scan Discovery Agent D = Comment Label - Update Status = Last Check-in
Mesta 18012023, 1143PM  AGT29GPKN DCMA BU of Alfredos Pizza Cafe Computer Endpoint  APC upto-date 190012023, 309PM 2 @

INVMS  NEVER AGT22HAZX 10200180 Alanta uptodate 15Dec:2022, 3:28 PM @

The Discovery Agent will be removed from the Organization Discovery Agent Page.

Finally, uninstall the Discovery Agent app from the computer endpoint.

You cannot remove an Organization Discovery Agent that is offline. You will receive
the error message pictured below.
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Silent Install for Discovery Agent

Use the commands below in a batch file, Powershell Script, or similar, to perform a silent
install for the Discovery Agent. You can combine these commands with others you may
use for your agent deployments.

1. First, find and copy the Install Key. From the Organization where you wish to
deploy the agent, click Discovery Agents.

Bell Systems

Sites 2 All Site Types

~ BellSystems ~ JavaTech

2. Generate and copy the Install Key.

Bell Systems
Discovery Agents

Organization Discovery Agents

Install Key

ebbb74a6-2b25-41f2-9b6a-4333 Copy

Daily Scan
Option

Deep File Scan

Repeat Weekly

3. Next, download the agent on the target endpoint. You can use this URL:
https://download.rapidfiretools.com/download/DiscoveryAgent.msi

4. Save the agent installer in the same location where you will run the batch file.

5. Next, use the following two commands. Replace <your key> with the value for the
Install Key that you copied earlier.

To install the agent:

msiexec /gn /i DiscoveryAgent.msi /L*V install-silent.log

To bind the agent to your site:
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"C:\Program Files (x86)\DiscoveryAgent\Agent\bin\register-
device.exe" -installkey <your key> (withoutthe <>)

You can also append a label and comment to the command above. Example:

"C:\Program Files (x86)\DiscoveryAgent\Agent\bin\register-
device.exe" -installkey <your key> -label "Your Label" -
comment "Your Comment" (withoutthe <>)
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Install Linux and OSX Discovery Agents

The help topic below demonstrates how to use scripts to deploy the Discovery Agent in
Linux and OSX environments. The first section provides the default installation scripts.

The second section provides a more detailed walkthrough for scripting the Linux and OSX
installation.

Find and Copy Install Key for Discovery Agents

In order to deploy the Agent with the scripts below, you will need the Install Key for the
Discovery Agent.

1. First, find and copy the Install Key. From the Organization where you wish to
deploy the agent, click Discovery Agents.

Bell Systems
Sites 2

All Site Types

v Bell Systems ~ JavaTech

2. Generate and copy the Install Key. The exact Install Key should be inserted in
place of the <install_key> tag in the scripts below.

Bell Systems
Discovery Agents

Organization Discovery Agents

Install Key

ebbb74a6-2b25-41f2-9b6a-4333 Copy

Daily Scan
Option

Deep File Scan

Repeat Weekly

© 2023 RapidFire Tools, Inc. All rights reserved.
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Default Scripted Linux Install

Note: Commands must be executed by a user with super user privileges (i.e., root) or
using the ‘sudo’ command.

curl -0
https://download.rapidfiretools.com/download/discoveryagent-
install-linux.tar.gz

tar zxf discoveryagent-install-linux.tar.gz

./discoveryagent-install-linux --install

/opt/discoveryagent/discoveryagent -register -installkey
<install key> -comment "my comment" -label "my label"

Note: Do not use the < and > characters when you enter the install key. For the
optional comment and label, only use quotation marks if your entry is two or more
words.

System Requirements

Hardware | Lessthan 20 MB disk space

Software | ¢ | inux Operating System that employs Systemd (system daemon) for
service management. (Note that most modern Linux distributions employ
this method by default.)

e YUM, APT, or ZIPPY installed for package management.

e .NET 6.0 Runtime

The following software packages. (The app will install these packages if
they are not already present.)

o curl
o unzip
Other Install Key for Discovery Agent.
prereqs
RapidFireTools © 2023 RapidFire Tools, Inc. All rights reserved.
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Default Scripted OSX Install

Note: Commands must be executed by a user with super user privileges (i.e., root) or
using the ‘sudo’ command.

curl -0
https://download.rapidfiretools.com/download/discoveryagent—
install-osx.tar.gz

tar zxf discoveryagent-install-osx.tar.gz

./discoveryagent-install-osx —--install

/opt/discoveryagent/discoveryagent -register -installkey
<install key> -comment "my comment" -label "my label"

Note: Do not use the < and > characters when you enter the install key. For the
optional comment and label, only use quotation marks if your entry is two or more
words.

System Requirements

Hardware | Lessthan 20 MB disk space

Software | ¢ acOS 10.15 "Catalina” or higher

e NET 6.0 Runtime

The following software packages. (The app will install these packages if
they are not already present.)

o curl

o unzip

Other Install Key for Discovery Agent.
prereqs

Install Script Options

Note: Replace discoveryagent-install-linux withdiscoveryagent-
install-osxon OSX.

./discoveryagent-install-linux --help

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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Syntax: discoveryagent-install-1inux [command] [options]
commands:

--version|-v

--help|-h

--check-prereqgs|-c

—-—-install-missing-pkgs

Note: --install will do this automatically. Only use this option to install the pkgs without
doing the full install.

—-—-download-bundle

--url [url]

Overrides the URL used for downloading the install bundle.
--install

—-—-install-dir [install dir]

Defaults to /opt/discoveryagent

--url [url]

Overrides the URL used for downloading the install bundle.
--bundle [install bundle zip file]

Use an install bundle already on the local machine.
--verify-install

--uninstall

Options:

-—-force

RapidFireTools © 2023 RapidFire Tools, Inc. All rights reserved.
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Non-interactive mode. Does not prompt for confirmation.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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Scripts for Linux and OSX Manual Data Collection

Note: With the default run, the resulting CDF data file will be called <computer
name>-<mac address>.cdf.

Linux X64 Collection

curl -0
https://download.rapidfiretools.com/download/computerscanner-
linux-x64.tar.gz

tar zxf computerscanner-linux-x64.tar.gz

./computerscanner

OSX ARMG64 Collection

curl -0
https://download.rapidfiretools.com/download/computerscanner-osx-
armé4d.tar.gz

tar zxf computerscanner-osx-armb64.tar.gz

./computerscanner

System Requirements

Hardware 20 MB disk space

Software e macOS 10.15 "Catalina" or higher
e .NET 6.0 Runtime

The following software packages.

o curl

o unzip

OSX X64 Collection

curl -0
https://download.rapidfiretools.com/download/computerscanner-osx-
x64.tar.gz

tar zxf computerscanner-osx-x64.tar.gz

RapidFireTools © 2023 RapidFire Tools, Inc. All rights reserved.
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./computerscanner

System Requirements

Hardware 20 MB disk space

Software e macOS 10.15 "Catalina" or higher
e .NET 6.0 Runtime

The following software packages.

o curl

o unzip

Optional Flags

e Switch: -outbase <basename>

o Details: The basename of the ouftfile.

o Default: <COMPUTERNAME >-<MAC ADDRESS>
e Switch: —outdir <directory>

o Details: The directory to produce the outfile. Defaults to the current directory.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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End-user Initiated Computer Scans

With the RapidFire Tools Portal, you can enlist end-users in scanning their own devices.
With a couple of clicks, end-users download and run the computer scanner. The scan files
will then be uploaded to your Network Detective Pro assessment project, where you can
download them. Here's how to get started:

Step 1 — Create a New Network Detective Pro Portal Site

You can enable end-user scans for both new and existing Network Detective Pro sites.

* New sites: Create a new Network Detective Pro site in the RapidFire Tools Portal.
Then proceed to "Step 2 — Customize Portal Branding" below.

» Existing Sites: You can enable end-user scans for existing Network Detective Pro
sites in the Portal. These sites must have a corresponding site in the
Network Detective Pro desktop app that is publishing data to the RapidFire Tools
Portal via Reporter. See "InDoc and the RapidFire Tools" Portal in the Reporter
User Guide.

Step 2 — Customize Portal Branding

Next, customize the branding for the end-user download page. The download page is
where end-users will access the computer scanner. It can be customized with your own
company logo, for example. From the RapidFire Tools Portal, navigate to Global
Settings > Branding and make your changes.

Global Settings
9

Branding

Theme
(Click to Prey

Default
Light

[R1A0N
©ADYDH o erDe o

Custom Branding
Company Nam

by

Displayed i top left of menu bar Upload a logo to customize your login page (JPG or PNG, < 1MB in size).

TE— @CQMPLlANCE
MANAGER

© 2023 RapidFire Tools, Inc. All rights reserved.
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Step 3 — Enable End-users Scans from RFT Portal

1. From your Network Detective Pro site, navigate to Data Collection > End-user
Initiated Scan.

Micro Consulting
0 Home

P Network Detective Pro
Dashboard

Data Collection

Scan Data
Data Explorer
Settings

B AwitLog

End-User Initiated Scan

Organizations  ToDo  Global Settings
Probable Partners

ork Detective Pro/ Data Colection / Enc-User Intated Scan
End-User Initiated Computer Scan

Configure

End-User Initiated Computer Scans are performed by a downloadable application to scan cor
is not possible.

End-User Initiated Computer Scan Data Collector instructi

A custom branded download page designed to be shared with end-users for local computer scans caf

mputers where remote scanning via the LAN Scan

n be generated and managed below:

®@ O ioeadminuser [

2. Click Generate to create a URL for end-users to download and run the computer
scanner. Copy the URL to your clipboard.

Micro Consulting
£ Home

Py Network Detective Pro
Dashboard

Data Collection

Scan Data
Data Explorer
Settings

@) AuditLog

End-User Initiated Scan

Organizations ~ ToDo  Global Settings.
Probable Partners
lection / End-User Initiated Scan

End-User Initiated Computer Scan

Configure

End-User Initated Computer Scans are performed by a downloadable application to scan computers where remote scanning via the LAN Scan

ilabllhere

® O icadminuser [

sstom branded download page designed to be sh for local computer scans can be generated and managed below:

https://alerts.alert-central-staging.com/download/data-collector7ik=14b13aof!

Step 3 — Send URL to End-users

Once you generate the URL, send it to your end-users. You can do this with a simple
email — or whatever method you choose.

Step 4 — End-user Runs Computer Scanner from URL

1. With the URL, the end-user opens the download page for the computer scanner and
clicks Download.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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RapidFireTools

End-User Initiated
Computer Scanner
(Windows)

The End-User Initiated Computer
Scanner is a Windows application that is
run on individual computers
(workstations or servers) to collect
information for each system.

—

2. The end-user next opens and runs the computer scanner.

RapidFireTools

End-User Initiated
Computer Scanner
(Windows)

The End-User Initiated Computer
Scanner is a Windows application that is
fun on individual computers
(workstations or servers) to collect
information for each system.

Network Detective Pro

3. The computer scanner will immediately begin the scan. The user can continue using

their device while the scan runs.

L Computer Scanner X

Running Computer Scanner

Getting computer local listening ports...

B

RapidFireTools’ © 2023 RapidFire Tools, Inc. All rights reserved.
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4. When the scan completes, the end-user clicks Finish.

@®_  Computer Scanner X

Scan Complete

Step 5 — Download Scan(s) from Network Detective

Once the end-user performs the scan, the scan file is uploaded and becomes available to
download in Network Detective Pro.

For New Sites

If you created a new site in the RapidFire Tools Portal for end-user scans, follow these
steps:

1. Open the Network Detective Pro app, and log in with the same account as your

RapidFire Tools portal account. This should be the same account that contains your
portal site.

2. From the Network Detective Pro app, click New Site.

3. Foryour site name, enter the exact site name of your corresponding
Network Detective Pro site in the RapidFire Tools Portal. The names must match
exactly. Then continue to "Download End-user Scans" on the next page.

Existing Sites

If you already have a site in the Network Detective Pro app that is publishing data to your
portal site via Reporter, continue to "Download End-user Scans" on the next page.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Download End-user Scans
1. From your Network Detective Pro site, click Download Scans from the scans bar.

A Blue Bird Bus Company /&
Assessment-20221207 - Feme  CugeTpe, i
E vt OCariae @ Feud (2) Ol Gt 127202
e Network Assssment (Workgroup) ™
Acwed s
Gt
'—. © Run Network Detective Data Collector (NDDC) with the Network Scan = Refresh Checkist  Printed Checkiat
Bt s S
Sk
s
2 VA scns  lumetsnien uutseBienisn ) (W Oomsison L (s
Aot Sk Eomi Ories
vy Rots
(Y]

2. The end-user scans will appear by device name. Select them and click Download.

[=1 Download Files - | X
N
The following scans have been uploaded and are available for download. Select all downloads you wish to import into the cument site and press Download Selected or press Download
Allto download al available scans.
Tyve Device Name  Task ID File Name Date Size
[J Connector Blue Bird-... N/A ndscan-39143938 ndf 12/2/20225:36:02AM 023 MB
[ Connector Blue Bird-... N/A ndscan-39128031.ndf 12/1/2022 6:11:02 PM 1.70 M8
[J Connector Blue Bird-... N/A ndscan-39127958 ndf 12/1/20225:26:48PM 171 MB
[] Connector Blue Bird-... N/A ndscan-39126247 ndf 12/1/2022 4:05:20 PM 168 MB
[J Connector Blue Bird - ... N/A ndscan-39102772.ndf 12/1/20225:53:19AM 023 MB
[] Connector Blue Bird-... N/A ndscan-39033163 ndf 11/30/2022 7:39:04 PM 0.22mMB
[J Connector Blue Bird - ... N/A ndscan-38658941.ndf 11/17/2022 5:12:47PM 0.2 MB
[] Connector Blue Bird- . N/A ‘exchangescan-38685696 zip 11/18/2022 12:19:00 PM  0.04 MB
[J Connector Blue Bird-... N/A exchangescan-38596981 zip 11/16/2022 12.56:05 AM  0.04 MB
[] Connector Blue Bird- ... N/A exchangescan-38557702 zip 11/14/2022 226:10PM  0.04 MB
[] Conneclor Blue Bird- ... N/A awscloudscan-39102702 zip 12/1/20225:23:16AM  0.05MB
[ Connector Blue Bird- ... N/A WS-AHULIDA-01-7C70DBOB11AC zip 12/6/2022 9:40:58 AM 051 MB
[] Connector Blue Bird- ... N/A WAMPA-94C69126525E zip 12/5/20225:0521PM  0.98 MB
[] Connector Blue Bird-... N/A KA-PWOOPHAX-OC3A3CEDBICE zip 12/7/2022 1:02:21 AM 054 MB
[J Connector Blue Bird - ... N/A DESKTOP-4A6JOB6-70CDODS 1BEAG zip 12/7/2022 11:30:54 AM  0.21 MB
[] Connector Biue Bird-... N/A DESKTOP-4A6JOB6-.zip 12/7/2022 11:38:43 AM 0.17 M8
Download Al

Step 6 — Generate Reports

Once you download the scans, you can generate assessment reports.

Use the blank network data file (.ndf) to generate reports that would otherwise require a
network scan. You can download the blank .ndf in the web version of this help topic here.

RapidFireTools © 2023 RapidFire Tools, Inc. All rights reserved.
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Generate Commonly Used Report Sets

Network Detective Pro makes it easy for you to generate a set of reports to accomplish
your chosen business purpose. For example, you can select a set of reports geared
toward prospecting and selling, onboarding a new client, or performing a monthly

technical review. To use this feature:

1. Once you have completed your assessment and are ready to generate reports, go
to Reports from your assessment dashboard. Then open the Commonly Used

Report Sets drop-down menu.

ated 12-Apr-208F01:12 PM  Updated 13-Apr-2021 09:41 AM  Previous Project: Select

1Complete  ()) Required

S— 0 Corimorty Used Repart Seis:
fiable 31 Avaiable Reports 65 Unavailable Reports  Clear Selected Reports
@ Network l Exchange

& []Standard Reports
[JClient Risk Report {.docx)

= [ Standard Reports

[] Network Management Plan (docx)
[JFull Detail Report {.docx)

[ Excel Export (xdsx)

[JWindows Patch Assurance Report (docx)

[]Site Diagram (.docx)
[[]Site Diagrams Export to Microsoft Visio (zip)
[[] Asset Detail Repoit (docx)

1) Optional Created 12-Apr-202101:12PM  Modified 13-Apr-2021 09:41 AM

Prospecting and Seling
Scoping and Sizing the Engagement
New Client Onboarding

Monthly Technical Review

Quarterly Business Review
Management and Remediation
Network Securtty Audit

Exchange Migration

SQL Server Health Check

2. Select areport set from the drop-down menu. The report sets represent the various
business functions for your IT assessments and can help convey the value of your
managed service to both prospective and current clients.

Note: When you select a report set, you can hover your mouse over the Apply
button to see a pop-up list of reports contained in each set.
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Project: Select

1:12PM  Modified 13-Apr-2021 09:41 AM

Commonly Used Report Sets: | Scoping and Sizing the Engagement

Scoping and Sizing the Engagement:
NA-Full Detail Report
NA-Asset Detail Report
NA-Excel Export
NA-Layer 2-3 Detail Excel Export
NA-Consolidated Risk Excel
S| I:|51andard Reports NA-Consclidated Management Plan

€ = NA-BDR Needs Analysis
SA-External Network Vulnerabilities Summary Report
SA-External Vulnerability Scan Detail Excel
SA-Security Policy Assessment
SA-Consolidated Security Report Card
SA-Consolidated Security Report Card Excel
MCA-Azure AD Assessment
MCA-SharePoint Assessment
MCA-OneDrive Usage Report
MCA-Outlook Mail Activity Report
MCA-Microsoft Teams ment
MCA-Microsoft Cloud Security s
MCA-Management Plan

€ EA-Exchange Traffic and Use Report
= [JChange Reports EA-Exchange Excel Export

eline € eme EA-Exchange Server Configuration Report

EA-Exchange Mobile Device Report
SQL-SQL Server Detail Report
SQL-Database Detail Report

Once you select a report set, click Apply. The associated reports will be selected in
the Reports console. You can continue to select and apply common report sets as
you wish.

Filter Rename Change Type Finish

s Project: Select

01:12PM  Modified 13-Apr-202109:41 AM

Commonly Used Report Sets: |— Select — v _
}i Reports

Exchange

= []Standard Reports

= []Change Reports

Note: If you want to clear your report selections and start over, click Clear
Selected Reports.
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Assessments | Reports | Expot | Explore Data
* m
A0r-2021 01:12 PR Updated 13-Apr-2021 09:41 AM  Previous Project: Select
k= @ Requred Wi Optional  Crested 12-A0r-202101:12PM  Modified 13-Apr-202108:41 AM
Commonly Used Report Sets: [ Select — v] | ey

31 Available Reports 65 Unavailable Re

Network

——

= ] Standard Reports
[]Client Risk Report (docx)
[[INetwork Management Plan (docx)
[EAFull Detail Report ( docx)
[ Excel Export (xsx)

[[JWindows Patch Assurance Report (.docx)

indows Patch Assurance Change Report (.docx

= [ Standard Reports

Scoping and Sizing t
New Client Onboard
Monthly Technical Review
Quarterly Business Review
Management and Remediation
Network Security Audit
Exchange Migration
SQL Server Health Check
docx

he Engagement
ing

Once you select your reports, click Create Reports to generate your assessment

documentation.
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Document Exceptions with the Issue Exception Worksheet

The Issue Exception Worksheet compiles the issues discovered during the assessment
process. Depending on the assessment type, these can be technical issues identified
during the scanning process, or issues that result from your answers to security
worksheets and surveys.

The Issue Exception Worksheet allows you to document your response to each of these
issues. For example, you can explain why the issue is false positive, or alternatively, you
can outline the measures you’ve taken to mitigate the issue.

In this way, the Issue Exception Worksheet brings the human element back into the
assessment and allows an auditor to document explanations for suspect items. Of
course, the worksheet does not alleviate the need for safeguards, but it does but allows
provide you with an alternative means of mitigating assessment issues.

Here's how you can employ the Issue Exception worksheet in your projects:

1. First, open one of your Network Detective Pro sites. Before you can generate
the worksheet, you should first have completed your assessment checklist. This
includes completing any required scans or responding to any worksheets or surveys
that are part of the assessment.

2. Mouse over or scroll down to the InForm panel near the bottom of the Network
Detective site interface.

A Y Scans #* Import Scan File 1 - Intiate Bxtemal Scan ‘- Download Scans
Scan(s) BExpand Al 5 Fles 01122016 - 0172772016
= External Vulnerability Scans 1 Files 01/12/2016 - 01/12/2016
- Network Scans 1 Files 01/27/2016 - 01/27 2016
~ Security Scans 2 Files 01/27/2016 - 01/27 /2016
~  WiFi Scans 1 Files 01/27/2016 - 01/27 2016

3. Next click Generate Issue Exceptions.

e

i~

\'4

InForm <+ Add Form {Choose Template) [ Generate lzsue Exceptions ]

Mo Forms Loaded

© 2023 RapidFire Tools, Inc. All rights reserved.
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4. A status bar will appear while the worksheet is being created. Once it’s finished, the
Issue Exception Worksheet will become available for viewing and editing.

Generating Issue Exception Worksheet @

|.—
Please wait, risks are being identified for possible exclusion

5. Toview and edit the Issue Exception Worksheet, select the down arrow located
on the left side of the InForm Bar to expand the list of forms/worksheets
available for viewing below the InForm Bar.

B4
|v : ‘ InForm + Add Form {Choose Template) Generate |ssue Exceptions
1Foms oo, oo 01/25/2016 - 01/25/2016

6. Double click on the Issue Exception Worksheet text denoted in Blue text to open
the worksheet for viewing and editing.

HCd
A : InForm =+ Add Form {Choose Template) Generate lssue Exceptions
—_— Diouble click form name to open for editing.
1Foms ooyt / 01/25/2016 - 01/25/2016
(3 I Issue Exception 'x-'-a'cu'ksheetl

Issues and their Exceptions Responses are listed in the Worksheet window to
enable you to document “Responses” outlining the actions used to mitigate the
Issues identified during the Assessment. Follow these steps to review and
document issue mitigation or clarification responses.

© 2023 RapidFire Tools, Inc. All rights reserved.
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By T -] BE

Expand All | Collapse All

" 1 Network Assessment

response field. Any issue that has a mitigation

s i
idenified as false posiive & TJ M

1.2 User Not Logged in within 30 days

Ithe is: in the response field. Any issue that has a mitigation

sue has been miligal
response will be

igated oris a false positiv
wil be documented with the note and the

Issue has been mitigated through technical means D C

Y
&

1.3 Password Expiration
Ifthe issue has been mit
response will be docu

response field. Any issue that has a mitigation

Issue not relevant to client D o 1 G
r . T

1.4 Too Many demain Admins

Ifine issue has been miligated or is a fase positive, please enler in notes in the response field. Any issue thal has a mitigation
response will be documented with the nole and the issue will not affect risk scoring.

First review the topic for each issue.

Then review the issue description. Most descriptions contain additional detail that
explains the issue and how you can resolve it. In some worksheets, Exceptions are
grouped by a number of exception types that may include Firewall, Office
Environment, Business Associate Agreements, and so on.

9. Next, enter a response for the issue. How you respond is up to you. As we alluded
to earlier, there are a few categories for how you might respond to the issue:

» You can explain how the issue is a false positive and does not affect the
assessment environment

» Oryou can explain that while the issue detected is real, it does not pose a risk
because you have measures in place to mitigate the issue

» Further yet, you could explain that you wish to exclude the issue simply
because it isn’t relevant to your client or service

10. Some worksheets might employ a drop down menu where you select from multiple
responses. If this is the case, you can use the Notes icon to enter any “Notes”
relevant to a particular exception.

11. Select the Respondenticon to enter the name of individual that provided
information for the response. These can be the name of the auditor themselves or of
an SME who explained the exception.

Note: The Exception Worksheet does not require a response for each and every
topic. Enter your Response if applicable, otherwise, leave the entry blank.

© 2023 RapidFire Tools, Inc. All rights reserved.
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12. Save your answers periodically and Save when you are done. When you're
finished, click Save and Close.

Once the Issue Exception Worksheet is saved, it will be listed under the InForm Bar
located in the Assessment Window.

You can return to the Issue Exception Worksheet to make any modifications by
Double clicking on the Issue Exception Worksheet text denoted in Blue text.

A : InForm + Add Form {Choose Template) Generate Issue Exceptions
= Double click form name to open for editing.
Select Form to
1 Forms View / Edit 01/25/2016 - 01/25/2016
9 I Issue Exception '-.-'-;'u:urlrsheetl

When you mark issues as exceptions, the overall risk score and other areas in your
assessment documentation will change. Specifically, the documented exceptions
will be removed from the risk score.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Using a USB drive

It is often handy to use a USB drive so that you are not downloading anything onto the
client or prospect machine. And it is extremely useful when using the Local Data
Collector.

To setup the USB drive, simply download and run NetworkDetectiveDataCollector.exe,
and unzip it directly to the USB drive (uncheck “When done unzipping...”).

x

'WinZip Self-Extractor - NetworkDetec

To unzip all files in this geH-extractar file to the Unzip |

specified folder pr e Unzip buttan. =
Run'WinZip |

Unzipg peflder:

E bowee. Close |

¥ Dvervrite files without prompting Aot |
I “when done unzipping open:
T MRunMetworkDetective.exe ﬂl

To run a scan from the USB, run any of:

RunNetworkDetective.exe — runs the interactive Data Collector. This is the same as
downloading and unzipping/running the Data Collector from the download site.

runLocal.bat — runs the Data Collector to perform a Local Data Collection, and will pop
up a dialog with the folder containing the CDF file once complete. Note that the CDF file
output is stored on the root of USB and in the “CDF” folder that will be created. This way
all CDFs from multiple machines are in one folder.

runLocalSilent.bat — runs the Data Collector to perform a Local Data Collection, but
does not pop open a dialog box. Note that the CDF file output is stored on the root of USB
and in the “CDF” folder that will be created. This way all CDFs from multiple machines are
in one folder.

© 2023 RapidFire Tools, Inc. All rights reserved.

256



Network Detective Pro — User Guide Network Detective Pro

Override Issues in Network Detective Pro Reports

Network Detective Pro gives you the option to ignore certain detected issues in your
assessment reports. This can be helpful if you are having trouble with false positives, or if
you wish to ignore certain issues that are not relevant to your assessment purpose or the
client’s needs. Further, you can override values for each issue, such as Severity,
Probability, and Score.

These customization options give you flexibility in how you choose to present issues to
your stakeholders.

You can still view ignored issues in the Issue Exception Worksheet.

Override issues at the global level

You can configure overrides at the global level to ignore certain issues in reporting for all
of your Network Detective Pro sites. To do this:

1. Click Preferences from the Network Detective top-menu.

::J Network Detective Pro - v4.0.1293

@, ®201 (@, BOR Custd
Ko~ ~4 Assessment Status: In Progress o ,1 A b o7 Assessmer]
2u3fs2? Cheddst:0/0 ::\:]:{:f Checkist: 2527 cheddist:

HOME

Note: Note that you must be an admin user in order to set preferences, including
issue overrides, at the global level.

\.

2. From Preferences, select the Issue Overrides tab.

RapidFireTools © 2023 RapidFire Tools, Inc. All rights reserved.
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Preferences - o x
Report Defauts  Email Groups  lssue Overides

Text  Mylogs Theme Coverlmages Company Infomation

Report Prepared For [ ]

Repot Prepared By: [Your Compary Name ]
Footer. [PROPRIETARY & CONFIDENTIAL ]
Cover Page Disclaimer: CONFIDENTIALITY NOTE: The information contained in this report is for the exclusive use of the client specfied above and may contain corfidential.

thi or the exclusive u
privieged, and non disclosable information. ff you are not the ciient or addressee, you are stictly prohibited from reading, photoconying, distrbuting, or
e

Target Language: English v

Time Zone: (UTC-05:00) Eastem Time (US & Canada) v
Date Format. MM/dd/yyyy ~| 01/06/2022

Paper Size Letter (85%11") v

oy s

Conversion Factor 1000000 [2] x USD

Reset to Global Preferences

3. Alist of the most commonly detected issues will appear.

Preferences - o X
Report Defauts Reporter Emai Groups  lssue Ovemides  Integrations
The most commonly detected issues are listed below. Uncheck an issue to ignore the issue completely during report generation. Scores can be overidden wih a number between 1-100. Changes
to Global Preferences will affect all Stes unless ovenidden at the Site level. Ignored issues wil stil appear i the Issue Exception Worksheet
Reset al Severty, Probabilty, and Score Select Al Unselect Al
Enabled Module Issue Sevety  Probabity  Score ~
BDR Assessmert Grtical servers not backed up Hgh Figh 100
BDR Assessment Citical workstations not backed Up High Hich %5
BDR Assessment Insufficient network speed for offste backup High High 80
BDR Assessment No successful backup was ever successfuly perfomed High High 100
BDR Assessment On-Premises Exchange Server not backed up High High 80
BDR Assessment On-Premises Exchange Server not backed up successfull in 30 days Medum  Medum 7
BDR Assessment Recent backup faiures High High 90
BDR Assessmert Signficantly aged hardware Medum  Medum 70
BDR Assessment SQL Server not backed up High High 75
BDR Assessment SQL Server not backed up successfully in 30 days Medium Medium 65
Exchange Assessment Disabled Maiboxes High ~  High - 100
Exchangs Assessment Empty Distrbution Lists Low v |low | 2
Exchange Assessment. Mailbox Size versus Quota (>50%) High | Low - 35
Exchange Assessment Mailbox Size versus Quota (>75%) Hgh ~ | Medium < 65
Exchange Assessment Mailbox Size versus Quota (>80%) High ~ | High v %
Exchange Assessment Mailbox without Quota Low ~ |Low - 20
[ |Microsoft Cloud Assessment | Admin Mulifactor Authentication High  ~|Hih | %
Microsoft Cloud Assessment | Admin Role Overiap High ~ | High 90
[ | Microsoft Cloud Assessment  Adobe Reader Flash Content Rendering Hgh < Hich 90
Microsoft Cloud Assessment  Advanced Audt Policy Alert High ~ | High 50
Microsoft Cloud Assessment  Anonymous Access Restricted To Named Pipes High ~ | High %0
Microsoft Cloud Assessment  Authentication of Remote Desktop Connections High v  High 90
Microsoft Cloud Assessment  Azure ATP Sensor High ~ | High 90
[ | Microsoft Cloud Assessment | BitLocker Additional Authentication Hiah ~ | Hish 0
Ok Cancel

4. Uncheck an issue to ignore the issue completely during report generation. You
can also override the issue Severity, Probability, and Score for issues that appear
in reports that include this data. These settings will change how Network
Assessment displays these issues in their associated reports.

5. When you are finished making changes, click OK. The issues will then be omitted
for future reports for all sites.

Note: Note that if you have previously set issue overrides at the site level, these
sites will be unaffected by subsequent changes to global issue overrides.
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Override issues at the site level

Network Detective Pro

1. Open the Site Preferences from the top-left chevron button. Then click Report

Preferences.

%V Customer A  / Eiisie

Appliances L Connectors

Remote Data Collectors

" Click Add to bind a Network Detective Appliance to the site -+

Assessments | Repots | Export

|:| Report Preferences

Add

2. From Preferences, select the Issue Overrides tab.

Preferences
Report Defaults  Emal Groups  kssue Overides
Text  Mylogs Theme Coverlmages Company Infomation

Report Prepared For [

Report Prepared By:
Footer:

Cover Page Disclaimer:

Target Language:

[Your Company Neme

[PROPRIETARY & CONFIDENTIAL

CONFIDENTIALITY NOTE: The infomati

on contained in this report is forthe exclusive use of the cent specfied above and may contain confidertial
privieged, and non-disclosable infommatin. I you are not the cent or adciressee, you are stictly prohibited from reading, photocopying, distibuting, or
report or ts corterts in ary way

Engish ~

Time Zane: (UTC-05:00) Eastem Time (US & Canada) -
Date Format MGy ~| o1/06:2022

Paper Size: Letter (8.5°11) ~

Currency Symbol:

Conversion Factor 1000000 |3 x uSD

Reset to Global Preferences

3. Alist of the most commonly detected issues will appear.

RapidFireTools
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Preferences - u} X
Report Defaults Email Groups  Issue Ovenides
The most commonly detected issues are fisted below. Uncheck an issue to ignore the issue completely during report generation. Scores can be overidden with a number between 1-100. Changes
to Global Preferences wil affect all Stes unless oveidden at the Ste level. Ignored issues wil stl appearin the lssue Exception Worksheet
Revert to Global Preferences  Reset all Severity, Probabilty, and Score Select Al Unselect All

Enabled  Module Issue Severty  Probabity  Score "
BDR Assessment T High Figh 100
BDR Assessment Critical workstations not backed up High High %5
BDR Assessment Insufficient network speed for offste backup High High 80

BDR Assessment No successful backup was ever successfuly pefomed High High 100

BDR Assessment On-Premises Exchange Server not backed up High High 80

BDR Assessment On-Premises Exchange Server not backed up successfull in 30 days Medium Medium 70

BDR Assessment Recent backup faiures High High %0

BODR Assessment Signfficantly aged hardware Medium Medum 70

BDR Assessment SQL Server not backed up High High 75

BDR Assessment SQL Server not backed up successfully in 30 days Medium Medium 65

Exchange Assessment Disabled Maiboxes High ~ | High - 100

Exchange Assessment Empty Distrbution Lists Low ~ | Low | 2

Exchange Assessment Maibox Size versus Quota (>50%) High - | Low - 35

Exchange Assessment Maibox Size versus Quota (>757) High  v|Medum ~v| 65

[ | Exchange Assessment Maibox Size versus Quota (>90%) High ~ | High M

Exchange Assessment Maibox without Quota Low v | Low !

[2 | Microsoft Cloud Assessment | Admin Mutifactor Authentication Hgh  ~|Hgh ~| s0

Microsoft Cloud Assessment  Admin Role Overtap High  ~|High | %0

[ | Microsoft Cloud Assessment | Adobe Reader Flash Content Rendering High ~ | High - 90

Microsoft Cloud Assessment  Advanced Audt Policy Alert High  ~|High | %

[ | Microsoft Cloud Assessment | Anonymous Access Restricted To Named Pipes High ~ | High - 90

Microsoft Cloud Assessment  Authentication of Remate Desktop Connections High  ~|High | %0

Microsoft Cloud Assessment  Azure ATP Sensor High ~ | High - 90

R I Microsoft Cloud Assessment | BitLocker Additional Authentication Hoh  ~|Hah -l s

Ok Cancel

4. Uncheck an issue to ignore the issue completely during report generation. You
can also override the issue Severity, Probability, and Score for issues that appear
in reports that include this data.

5. When you are finished making changes, click OK. The issues will then be omitted
for future reports for this site only.

Note: Note that once you set issue overrides at the site level, these sites will be
unaffected by subsequent changes to global issue overrides. To revert the site
overrides to the global configuration, click Revert to Global Preferences.

Preferences _ = ”
Report Defaults Email Groups ~ Issue Overides

Most common detected issues are listed below. Uncheck the issue to ignare the issus compiete during report generation. Changes in the Giobal Preferences will affect al Stes unless ovemdden at
the Site level. lssue Overrides work in conjuncion with the lssue Exception Worksheet . Ignored issues will appearin the worksheet but wil not affect the lst of issues and risks found

Revertto Global Preferences _ Select Al Unselect Al

Wodule Issue ~
Network Assessment Anti-spyware not installed
Network Assessment Arti-spyware not tumed on
Network Assessment Anti-spyware not up to date
Network Assessment Antivirus ot installed
Network Assessment Antivirus ot tumed en
Network Assessment Antivirus not up to date
Network Assessment DHCP Emors
Network Assessment Excessive security patches missing on computers
]| Network Assessment Few Security patches missing on computers.
Network Assessment Inactive computers
Network Assessment Insecure listening ports
Network Assessment Lack of redundant domain controlier
Network Assessment Offine Domain Controlier
1| Netwark Assessment Operating system in Extended Support
1| Netwark Assessment Potertial disk space issue
]| Network Assessment Potential password strength risks
]| Network Assessment Severe Password Strength Risks
]| Network Assessment Significantly high number of Domain Administrators
1 Mot et Tes Few Orearization |l hd
Ok Cancel
. v
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Affected Reports

Network Assessment Security Assessment

Client Risk Report Security Risk Report

Network Management Plan Security Management Plan
Consolidated Risk Report Consolidated Security Report Card
Consolidated Risk Excel Consolidated Security Report Card Excel
Consolidated Management Plan Security Health Report

Baseline Network Management Plan Baseline Security Management Plan*
Baseline Client Risk Report Baseline Security Risk Report*

Baseline Client Health Report Baseline Security Health Report*

Asset Detail Report* Security Assessment PowerPoint
Network Assessment PowerPoint

RapidFireTools © 2023 RapidFire Tools, Inc. All rights reserved.
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Adding a Connector to a Site

As an alternative to importing Scans from a local source, Scans can be downloaded
remotely via the Network Detective Pro Client Connector service.

Preferences for Client Connectors are configured on a Site-by-Site basis and can be
customized for each individual site.

@, B01 (@, Arrow Test Site @, B0
HOME [, Assessment Status: In Progress e /’,“ Assessment Status: Not Started A2 A
833z2Y cheddist: 0/0 :::l:’:: Cheddist: SR
’B Ot Beavis & Butthead (@, Blue Bird Bus Company
e ;ﬂ [~~4| Assessment Status: In Progress B~ ,’,“ Assessment Status: Not Started N
S 3729 Cheddst:0/2 WY Cheddst: Y o
Mive Sites
(@, doud assessment test 0 (@, Customer 1Test @ g, Cu

To add a Connector to a Site, first navigate to the desired Site from the Home screen by
double-clicking on its icon.

This will open the Site’s Dashboard.

From the Site’s Dashboard, select thel#M selector control to the left of the Assessment’s
name to access the Connector setup option.

"! Customer A - Network Assessment

WV Customer A  / Fiisie

. Appliances L Connectors Remote Data Collectors D Report Preferences
b 4
. 4 AddComnector + Add Mabile Connector
Remove | Edit  Mame D Type Downloads Available

By selecting the Connectors option, then the Add Connector button you will be
prompted with a wizard to configure the Connector. Enter a unique label for the
Connector. If you wish, the label can be identical to the Site Name.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools

262



Network Detective Pro — User Guide Network Detective Pro

Note: Note that the Connector ID is randomly generated and will be used to configure
the Connector.

Add Connector E@g

Adding a connector will allocate a new Connector 1D, The Connector 10 will be used in
the Client Connector command line to associate uploads with your account and to this
particular Connectar.

Connector 1D G 74 Vo-

Connector Label:

Connector Site: [Cusiumer A - Metwork Assessment -

| ok || Ccancel

Next, configure your Connector.

You can now use your Connector to download Scans and associate them with your
Assessments.

RapidFireTools © 2023 RapidFire Tools, Inc. All rights reserved.

263



Network Detective Pro Network Detective Pro — User Guide

Adding an Inspector to a Site

After starting a new assessment, or within an existing assessment, in order to “Associate”
and Inspector Appliance with the Assessment Project, you must first select the V symbol
to expand the assessment properties view.

v Example Site 'I Edit Site Assessments | Repots | Expot | Explore Data

This action will expand the Assessment’s properties for you to view and to add an
Inspector to the Assessment.

V Example Site 4 Ed Site Assessments | Repots | Expot | Ewplore Data

' Appliances . Connectors Remote Data Collectors |:| Report Preferences

~ Click Add to bind a Metwork Detective Appliance to the site 4+ Add

Mame Type Manage Update Remaove Running Tasks

To add an Inspector to an Assessment, from the Assessment’s dashboard select the
Inspector button, then the Inspector Add button as noted above.

Add Inspector l — | (5] |_iz-l
Appliance 10: vl
Site: Customer A - Inspector Assessment

| oKk || cance |

Select the Inspector ID of the Inspector from the drop down menu. Note that the
Inspector ID can be found on a printed label on the Inspector Appliance.

After successfully adding an Inspector it will appear under the Inspector bar in the
Assessment’s dashboard.

© 2023 RapidFire Tools, Inc. All rights reserved.
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V' Customer A  / Edisie

d Appliances L Connectors Remote Data Collectors |_| FReport Preferences

R
:/Dd{MdtnbiﬁaNdwod{Dﬁecﬁveﬁppimtuﬁmﬁ& 4+ Add

Marme Type Manage Ipdate Remove Running Tasks
@ IspP Inspector %, Manage 4 Update M Remove Mo queued tasks

To view a list of all Inspectors and their associated Sites, navigate to the Appliances tab
from the top bar of the Network Detective Pro Home screen. This will show a summary of
all Inspectors, their activity status, and other useful information.

(89 Metwork Detective - v4.0.1093

m EF g o

Connector Service Plans Users Preferences

Appliance ID Type Appliance Type Site Name
Appliances @ npa1 Virtual Reporter
@ npat Physical Detector 5D5
@ rpai Virtual Reporter
@ @ NDA1 Virtual Detector SDS
Al Appliances @ sp- Physical Al
@ msp- Physical Detector 5D5
(( @ npat Virtual
& @ Insp- Physical Inspector
@ npat rtual
Detectors
@ nDa1 Virtual Not Specified
@ npat Virtual Reporter
& @ NDA1 Virtual Detector SDS
@ noat Virtual D D
Inspectors @ npai Virtual Inspector

To return to the Site that you are using to perform your assessment, click on Home above
and select the Site that you are using to perform your assessment.

RapidFireTools’ © 2023 RapidFire Tools, Inc. All rights reserved.
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Dark Web Scan Summary for Security Assessment Module

We provide a Dark Web Scan for compromised passwords as part of the Security
Assessment Module (SAM) and reports. This feature can quickly and dramatically convey
to clients the security risks that exist on their network and why they need MSP security
services.

How it Works

We offer a Dark Web scan that shows 5 returned results for each domain identified within
the assessment. When you specify one or more domains, the scan searches the Dark
Web for compromised login credentials (usernames and passwords). This feature is
available in several SAM reports and deliverables, including:

Security Risk Report

Security Management Plan
Consolidated Risk Report

Consolidated Management Plan

Compromised passwords will appear as an issue in these reports as in the example
below:

— . -
— High Risk
Risk Score Recommendation Severity Probability
100 Ensure the compromised passwords are no longer in use. We recommend having lr

all users reset their password as the extent of the compromise is difficult to assess.

elmatador@example.com password: 12345 =+
manutdace@example.com password: gepa =
nha@example.com password: 11052%***
samco_619@example.com password: samet™

soasta_fight_3789@example com password: soast™™=*=="==
mohenchao@gmail.com password: 86420*
moonislah786@gmail.com password: 5171
moses12088@gmail.com password: shing®
mountain11060722@gmail.com password:
mppinvest@gmail.com password: wbgvc™™
akumar@performanceit.com password: ani
dwillis@performanceit.com password: sunny®==="===
ftaslimi@performanceit com password: aaron™"
Kino@performanceit com password: myron®="
O kmorris@performanceit com password: proit™*=="==

77 Enable account lackout for all users r [H
72 Enable automatic screen lock on the specified computers. M (M
o DCo1
© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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Network Detective Pro

EXAMPLE:

Here is an example of how the results will appear in the Baseline Security Risk

Report.

1500

|Cnmpmmised Passwords found on the Dark Web (100 pts each)
Current Score: 100 pis x 15 = 1500: 90.96%
Previous Score: 100 pts x 15=1500: 90.96%

Issue: A scan of the Dark Web revealed one or more compromised passwords from your domain. The most recent compromise occurred
in 2018

Recommendation: Ensure the compromised passwords are no longer in use. We recommend having all users reset their password as
the exient of the compromise is difficult fo assess.

Issue: Compromised Passwords found on the Dark Web

Description: A scan of the Dark Web revealed one or more compromised
passwords from your domain. The most recent compromise occurred in 2018.

Recommendation: Ensure the compromised passwords are no longer in use. We
recommend having all users reset their password as the extent of the compromise is

difficult to assess.

How to Perform Dark Web Scan as Part of Your Security Assessment

You can perform a Dark Web Scan for compromised passwords as part of a Security
Assessment. You can opt into this feature when configuring your scan for the
Network Detective Data Collector. Here's how it works:

1.

First, run the Network Detective Data Collector and select both the Network and
Security Data Collector options when first configuring the scan.

© 2023 RapidFire Tools, Inc. All rights reserved.
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€

Scan Type

Scan Type

Scan Options
Verify and Run
Collection Progress

> Finish

Select type of scan to perform

Select one or more the collection process below to run. The amount of collectors to run will
affect run-time.

Network Data Collector

Collect network-wide data using remote protocols. Required for Network
Assessments.

Local Computer Data Collector (required with Security Data Collection)

Collect data on the computer. Typically, used to augment data collection when
remote protocols are not available from this computer.

Security Data Collector

Collect security data from the current computer perspective. Required for
security Assesments.
Perform Network Scan. Required for Share Permissions.

(running on .NET CLR version 2.0.50727.9151)

Network Detective Pro — User Guide

2. Continue through the wizard and enter the required network information and user

credentials to configure the scan.

3. When you reach the External Domains screen, be sure that Perform Dark Web
Scan for Compromised Passwords is selected.

4. Before you click Next, enter each external domain that you would like to scan for
compromised passwords. Click Add to enter the domain in the list of domains to be

scanned.

Scan Type

External Domains

Active Directory

Local Domains

Additional Credentials

External Domains

IP Ranges

SNMP Information

VMware

User Control Tests

File Scanner

Verify and Run

Collection Progress
> Finish

List external domains to be used for WHOIS, MX (mail) record detection, and Dark Web scans.

Domain ‘ | Add |

microsolutions.com

Clear All Entries ‘ ‘ Import from Text File

Perform Dark Web Scan for Compromised Passwords

(running on .NET CLR version 2.0.50727.9151)

5. Complete all steps in the wizard and perform the scan. Then upload the results into
your assessment in Network Detective Pro. See Performing a Security Assessment

© 2023 RapidFire Tools, Inc. All rights reserved.
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for complete instructions.

Any compromised passwords will appear as security issues identified in your
assessment reports and documentation.

Important: Note that the Dark Web Scan will only return the first 5
compromised passwords identified for each domain you specify.

What to do if Compromised Passwords are Detected

The Dark Web Scan searches for compromised login credentials for each of the domains

entered during the scan. It only returns the 5 most recently compromised logins for each
domain.

If the scan reveals compromised logins, consider these actions:

» Force users to change their passwords or implement multi-factor authentication.

» Deliver reports on a regular basis to keep on top of possible new breaches.

Note: Itis not always necessary to get the complete list of compromised credentials,
as older entries may not lead to increased security due to password expiration.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Set Up Full Dark Web ID Integration

By default, the Dark Web Scan will only return the first 5 compromised passwords
identified for each domain you specify. However, Dark Web ID users
(https://www.idagent.com/) can access full reporting for compromised passwords. To set
this up:

Step 1 — Contact Dark Web ID Support to Enable User
APl Access

To enable API Access, the Dark Web ID customer must open a ticket with Kaseya
Support. The Dark Web ID team will grant the customer API access. Once the support
ticket is closed, the user can successfully enter and test their credentials in

Network Detective Pro. See also https://helpdesk.kaseya.com/hc/en-
gb/articles/4407392147345-How-can-l-enable-APIl-access-for-ID-Agent-.

Step 2 — Set Up Dark Web ID Integration with Network Detective
Pro

Once you enable Dark Web ID API access, you can set up the integration in
Network Detective Pro. To do this:

In the Network Detective Pro app, click Preferences from the top menu.
Click the Integrations tab
From the Dark Web ID tab, enable the Dark Web ID Integration.

Then enter your Dark Web ID Username and Password.

Finally, click Test Connection. Once you verify the connection works, click OK to dismiss
the Preferences menu.

Et Bu:
Essm
cklist) Report Defauly bepoter  Email Groups  lssue Ovemides  Integrations

Dark Web ID | [T Glue
Asse
lessm Enable Dark Web ID Integration
cklist

Dark Web ID Usemame: |iweakland| |

orter|  Dark Web ID Password: |nuuun |
lessm

cklist]

Test Connection
b test

essm
clist]
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Step 3 — Continue Assessment and Perform Scan
» Once you enable the Dark Web ID Integration, complete your assessment.
» See "How to Perform Dark Web Scan as Part of Your Security Assessment" on page 267.

* Your assessment documentation will feature complete data regarding compromised
passwords.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Perform Datto Unified Continuity Scan

During the Network Assessment, you can optionally perform a Datto Unified Continuity
Scan. This will retrieve data from your Datto BCDR, Cloud Continuity for PCs, Datto
Continuity for Microsoft Azure, and SaaS Protection accounts. This topic covers how to
perform the Datto Unified Continuity Scan as you perform a Network Assessment.

Step 1 — Enable API Access in Datto Partner Portal

First, you need to generate Datto API credentials for use with Network Detective Pro.
To do this:

1. From the Datto Partner Portal, navigate to Admin > Integrations.

datto Status ~  Purchasing & Billing ~  Admin ~  MarketNow

A Kaseya CoMPANY

Integraticiﬂs

Manage Clients
Partner Portal Home Manage Employees
Company Settings

Portal Email Alerts

Partner News

2. Click Create API Key.

datto =
APl Keys Networking API ConnectWise Autotask
Create API Key
APl Key Management Q
Product Public
Name A Contact Email v Family Vendor v Client v Key Last Update v
Micro . . 2023-03-21
Pro micropro@pro.com BCDR Gradient RFTTest 8570b1 13:13:43
BCDR cagorr 20221121

16:16:08

1 Showing 110 2 of 2 entries

Documentation

alall

3. Complete the fields for the AP1 Key and click Create.
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» Enter an optional Name and Contact Email for the API Key.

» Select the optional Vendor and Client. The vendor and/or client should match
the Datto organization from where you want to collect data.

Create AP| Key
API| Key Details

API Key Name

Optional

Contact Email

Optional

Access Controls

Select Vendor v

Optional

Select Client hd

Optional

4. Copy the Public Key and Private Key for use later.

API Keys

Public Key

33c87e

Private Key

Step 2 — Enable Datto Unified Continuity Integration

Next enable the integration from Network Detective Pro:
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1. From the top menu, open Preferences.

[E1 Network Detective Pro - v40,1358

SITE /\ Blue Bird Bus Company = / Edtse Assessments | Repots | Expot | Bxplore Data

2. Open Integrations.

=
.;] Preferences

Report Defaults Reporter Email Groups lssue Ovemides Integrations

Text  Mylogo Theme Coverlmages Company Information [

Report Prepared By: ‘Aaﬂe Technologies

3. Open the Datto Unified Continuity tab.

::J Preferences
Report Defaults Reporter Email Groups  Issue Ovemides  Integrations
Dark Web ID 1T Glue  Datto Unified Continuity b

[] Enable Datto Unified Continuity Integration
Datto AP| Public Key:

Datto AP| Secret Key:

Test Connection

4. Enter the API credentials are click Test Connection. A success notification will
appear.

a Preferences
Report Defauts Feporter Email Groups Issue Ovemides  Integrations
Dark Web ID ITGlue Datto Unified Continuity

[~ Enable Datto Unified Continuity Integration
Datto API Public Key:

(7384

Datto API Secret Key:

Test Connection

Success

Connection to Datto Unified Continuity successful,
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Step 3 — Perform Network Assessment Scan

Before you can perform a Datto Unified Continuity Scan, you must first:

1. Create a Network Assessment project.

2. Perform a Network Scan. Perform the Network Scan on the same environment
where you want to collect Datto Continuity data.

After you complete "Step 2 — Enable Datto Unified Continuity Integration" on page 273,
the "Run a Datto Unified Continuity Scan" task will appear in your checklist.

/\ Blue Bird Bus Company / EdtSte Assessments | Repots | Expot | Explore Data
Assessment-20230321 Fiter Rename
0% Complete 0 Complete o Required (2 ) Optional Created 03/21/2023 01:07 PM  Updated 03/22/2023 11:14 AM  Previous Project
Network Assessment (Domain) 0°: Complete 0 Complete o Required 2 ) Optional Created 03/21/2023 01:07 PM
v
Run Network Run Computer Run a Datto
Detective Data Data Callector on Unified
Collector computers that Continuity Scan Reports
(NDDC) with the cannot be to retrieve data Not Ready
Network Scan scanned remot from your Datt.
0 2 3
Double-click tems to open

Step 4 — Perform Datto Unified Continuity Scan

Once you perform a network scan, you can then perform the Datto Unified Continuity
Scan.

1. From the Scans bar, click Datto Unified Continuity Scan.

1) Run a Datto Unified Continuity Scan to retrieve data from your Datto BCDR, Cloud Continuity Refresh Checklst | Prnted Checklist
I you do not have a results file from a Datto Unfied Continuity Scan, use the “Datto Unfied Continuity Scan” button to generate scan data

v Y Scans 4 Impot Scan Fle .. lnitiste Exemal Scan ¥ Download Scans ~ ., Datto Unfied Continuity Scan N

Scan(s) Expand Al 1Fles  03/22/2023 11:24 AM - 03/22/2023 11:24 AM
~ Network Scans 1 Files 03/22/2023 11:24 AM - 03/22/2023 11:24 AM
W ndf

2. Choose the Datto Organization from the drop-down menu and click Scan.
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Reports

Ready

:5_] Select Datto Organization

Organization:

Amazing Inc.

AMG Engineering AUS
Avengers, Inc

Berg Industries
BlipsNChitz

- Core Systems Canada
to retrieve data from you . < clesEngineeing

inuity Scan, use the "Datto Unified Cd Datto SE-GSuite
DattoSE-Q365

dreid

Dunder Miffiin Paper Company
EP Swag Co.

. . FancyDC

Ao litate Bdemal Scan | (U 4 looy Group
Hoolio

Jaryall Lab

1 Fles 0372272023 11:24 AKnowhere | T

Krick Labs

1 Files 03/22/2023 11:24 AMG Beverage Co.

Motley Lue

Moto Cafe

Refresh Checklist y Printed (

o Unfied ortrty Scan

3. You will receive a success notification when the scan completes.

—|[
Run a Datto .

Created 03/21/2023 11:15AM  Updated 03/21/2023 03.02 PM  Previous Project: Select

. 1Complete 0 Required 3 Optional ~ Created 03/21/2023 11:15 AM  Modified 03/21/2023 03:02 FM

o=t B! Reports
Centinuity Scan Ready
to retrieve data
from your Datt___
(2)
puters that be d e ly

motely (j.e. blocked by a firewall, not connected to the domain, or otherwise inaccessible]
i

.. Initiate Extemal Scan ‘."._ Download Scans

Datto Unified Continuity Scan X

Scan complete.

led Continuity Scan

1Hles  03/21/2023 03:02 PM - 03/21/2023 03:02 PM

1 Files 03/21/2023 03:02 PM - 03/21/2023 03:02 PM

Step 5 — Generate Reports

Once you perform the Datto Unified Continuity Scan, you can generate the Datto Unified

Continuity Report.

© 2023 RapidFire Tools, Inc. All rights reserved.
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1.

Network Detective Pro

From your Network Detective Pro site, navigate to Reports.

L~

s (e

Active Assessment - Ready to Generate w | B3%

L] INEIWUIK Mgl idgetien it Fiall | UUCK)
[CJFull Detail Report {.docx)

[JExcel Export (xlsx)

[JWindows Patch Assurance Report { docx)

[ site Diagram (. docx)

[JSite Diagrams Export to Microsoft Visio ( vsdx)
[[JAsset Detail Report (docx)

|:|Nelwofk Assessment PowerPoint (pptx)
[CJwindows Service Account Report (docx)
[CJLayer 2-3 Diagram Repott ( docx)

[CJLayer 2-3 Diagram Export to Microsoft Visio (.vsdx)
[CJLayer 2-3 Detail Report (.docx)

[CLayer 2-3 Detail Excel Export (xdsx)

[CJLayer 2-3 Diagram (tif)

[Consolidated Risk Report (.docx)

[CConsolidated Risk Excel (xsx)

DCcnsoIidaied Management Plan (.docx)

[CJClient Health Report {.docx)

[ Datto Unified Continuity Report ( docx) L

1= [Jirfographics

[JExecutive Summary ( docx)
[CJOutdated Malware Definitions Summary { docx)

2. From Network Assessment reports, check the Datto Unified Continuity Report.
3. Then click Create Reports. The Datto Unified Continuity Report will then be

available for your review.

RapidFireTools
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Data Breach Liability Scanning and Reporting

The Data Breach Liability Report helps you assess and manage your financial
exposure to a cyber security incident. The report identifies specific and detailed instances
of personal identifiable information (PIl) throughout your computer network that could be
the target of hackers and malicious insiders.

4 - corp.myco.com/DC03

Operating System
Windows Server 2012 R2 Datacenter

Unprotected Data
Count by Type

IP Address
169.254.52.150
192.168.1.23
192.168.1.4
192.168.13

Potential Liability

$23,919

At the same time, the report calculates the potential monetary liability based upon

industry published research.

RISK SUMMARY

Total Potential Liability

$149,142

169.254.24.1 0 v 623

169.254.58.2
36
192.168.6.80

(%] ‘ corp.myco.com/darkhorse

169.254.52.1 0 v 119

192.168.1.23
192.168.1.4
192.168.1.3

0 ‘ corp.myco.com/DCO3

a  Potential Liability ($)

$125,223

$23,919

The Data Beach Liability Report anomalously details specific types of detected PII,

including:

e Visa card

Mastercard

Discover Card
Diners Club United States & Canada
Mastercard Diners Club Alliance
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American Express
Date of Birth
« SSN

Drivers License

» ACH (bank transfer information)

In order to collect this Pll and generate the most detailed Data Breach Liability Report,
you need to perform a couple of extra scans during your Security Assessment. This topic
details the extra steps you should take to get the most out of your report.

Steps to Perform Scans to Identify Pll and Generate the Data Breach
Liability Report

You can perform the extra scans needed for a complete Data Breach Liability Report as
part of a normal Security Assessment. To do this:

1. Use the Network Detective Data Collector to perform a network scan.

2. Next, use the Push Deploy Tool to perform the Push Deploy Scan. When you
configure the scan, select the following scans settings: Computer Scan, Security
Scan, Pll Scan, and PCI scan.

@ NetworkDetective Push Deploy Tool - v2.0.1128

+ Settings and Configuration Settings and Configuration

Scan Settings
Storage Folder: [C:\Users NetworkDetective PushDepioy Tool

Scan Type: Computer Scan Securty Scan  Deep Scan Option: [ Include the scanning of PDF Files
[J HIPAAQuick [ HIPAA Deep
[ PCI Quick PCl Deep
[ BOR Scan Pll Sean

Note: Also select whether you want to scan PDF files. Note that this may
significantly increase total scan time.

\.

3. For computers that cannot be scanned using the Push Deploy Tool, use the
Network Detective Data Collector to perform a local Security Scan. Be sure to select
to scan for PIl on the File Scanner screen when configuring the data collection.
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BCaOpIyES Scan Type

Scan Options

Wity e Select type of scan to perform

Select one or more the collection process below to run. The amount of collectors to run will
affect run-time.

Collection Progress
Network Data Collector
[] Collect network-wide data using remote protocols. Required for Network
Assessments.
Local Computer Data Collector (required with Security Data Collection)
Collect data on the computer. Typically, used to augment data collection when
remote protocols are not available from this computer.

Security Data Collector

M Collect security data from the current computer perspective. Required for
security Assesments.
[] Perform Network Scan. Required for Share Permissions.

St = File Scanner

User Control Tests
NOTE: File scanning can cause a temporary increase in resource utilization.

File Scanner
Scan Types:

Verify and Run

0 @ Personally Identifiable Information (P11)
Collection Progress

> Finish Scan Options:
Include the scanning of ZIP files
Include the scanning of PDF files

PDF Timeout: minutes (min = 1, max = 60)

4. Then, import the scan data into your assessment. You can then generate the Data
Breach Liability Report with complete Pll scan details.
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ovons (i)

|o\dive Assessment - Ready to Generate v | 51% Available

£l [ Standard Reports

[CJSecurity Risk Report (docx)

[CJSecurity Management Plan (.docx)
[CJOutbound Security Report (docx)

[JSecurity Policy Assessment (.docx)

[ Share Pemission Report { docx)

[[JShare Pemission Report Excel {xdsx)

[[]Share Pemission Report by User (.docx)
[[]Share Pemission Report by User Excel (xsx)
[CExtemal Vulnerability Scan Detail Report {.docx)
[[JExtemal Vunerabiity Scan Detail by Issue Report (. docx)
[[] Extemal Network Vuinerabilities Summary Report (docx)
[C]Extemal Viulnerability Scan Detail Excel {xdsx)
[CJLogin Failures by Computer Report (. docx)
[CJLogin History by Computer Report (docx)
[JUser Behavior Analysis Report (.docx)
[CJAnomalous Login Report {.docx)

[[] Security Assessment PowerPoint (pptx)
[CIRSOP Computer Settings Report (docx) - BETA
[CJRSOP User Settings Report { docx) - BETA
[CJConsolidated Security Report Card ( docx)
[CJConsolidated Security Report Card Excel (xlsx)
[] Data Breach Liabilty Report ( docx)

e r PR 1 Py = 1 n

77 Available Repd
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Completing Worksheets and Surveys

Throughout the assessment process, assessment data is gathered though the use of
automated scans and by documenting information in a series of surveys and worksheets.

These surveys and worksheets are dynamically generated when the assessment is
initially started and when data is collected throughout the assessment process.

Assessment response data is collected through:

» use of automated scans
e importing responses from Word documents

« typing the information directly into surveys and worksheets forms

Entering Assessment Responses into Surveys and Worksheets

Throughout the assessment process a number of Surveys and Worksheets will be
generated and require completion.

EXAMPLE:
To complete an InForm worksheet (or survey or questionnaire), follow these steps:

i. Review the Topic (i.e. the specific field or question within the form).

1 test1. it.com (2 Required Remaining) Section
Indicate if the user is an employee, vendor, former employee or former vendor. Note that employees may also be users who are on coniract or have relationships
(such as privileges) with the covered entity. For aclive employees and vendors, indicate if the user is authorized to access ePHI. You must indicate a response for
every user to complete this worksheet \ Instructions
1.1 Administrator % TDPICIQUEStIOn
Name: Administrator Enabled: enabled Last Login: 10/5/2017 1:27:30 PM Job Title: Depariment: Company: Detected Service Account:
B Add SWOT analysis
- - O 1 B
Vendor - ePHI authorization \ ~ D 2 T
Answer field / I '\
Add Notes Add T "
attachmen
Respondent
hame

ii. Review the Instructions. The instructions appear immediately below the topic
label. Instructions provide guidance and are not included in the reports.

iii. Enterthe Response. There are three types of responses:

© 2023 RapidFire Tools, Inc. All rights reserved.
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RCETENED) Description Example Use

Type

Text Free-form text response "Describe the condition of the data
Response center."

Multiple Multiple fixed responses "Does the firewall have IPS?"
Choice (Yes/No)

Checklist An item that is marked off if "Check the security of the door
Item completed locks."

r

Note: With few exceptions, you must respond to each form entry to
complete the all of the surveys within the Network Assessment process.

Vi.

Vii.

viii.

\

(Optional) Enter any Notes relevant to the topic’s response.

(Optional) Enter the name of Respondent (i.e. the person who provided you
with the information, if applicable).

(Optional) Add any relevant Attachments. See "Add Image Attachments to
Surveys and Worksheets" below for more details.

[ Note: Only image attachments (.png, .jpg) are supported at this time. ]

(Optional) Add a SWOT Analysis, examining Strengths, Opportunities,
Weaknesses, and Threats. See "Add SWOT Analysis to Surveys and
Worksheets" on the facing page for more details.

Save your answers periodically and Save and Close when you are done.

Add Image Attachments to Surveys and Worksheets

You can add images to worksheets and surveys. You might include pictures of key
personnel or diagrams that explain certain security exceptions.

Attachments can be added to each item or question listed in a worksheet. To do this:

1. Open the InForm in your assessment in Network Detective Pro.

2. Underneath an InForm item, click on the folder icon.

RapidFireTools © 2023 RapidFire Tools, Inc. All rights reserved.
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1.1 Administrator

Name: Administrator Enabled: enabled Last Login: 10/5/2017 1:27:30 PM Job Title: Department: Company: Detected Service Account
Ho

Vendor - ePHI authorization v

3. Click Add.
4. Select the attachment from your computer and click Open.

5. Continue adding attachments until you are finished.

Note: Once you complete your assessment and generate reports, your attached
images will appear alongside the form item in the published report and/or
supporting document.

Add SWOT Analysis to Surveys and Worksheets

The IT SWOT analysis is a structured method used to evaluate the Strengths,
Weaknesses, Opportunities, and Threats affecting an IT network. The analysis involves
identifying internal and external issues that are favorable and unfavorable to increasing
the overall network health and security of the environment.

To add SWOT to your inform items:

1. Open the InForm in your active assessment in Network Detective Pro.

2. Underneath an InForm item, click on the SWOT icon.

1.1 Administrator
Hame: Adminisirator Enabled: enabled Last Login: 10/5/2017 1:27:30 PM Job Tille: Depariment: Gompany: Defected Service Account
o
Vendor - ePHI authorization v 0 o o
SWOTS:
SWOT Bullet Point Key Point
® Strength v Enter a bullet point O

3. Fill'in the required fields for each SWOT entry:
» Bullet Point: Enter a short description of the issue here.

» Key Point: Check this to make the entry appear in the SWOT table in the
report. Otherwise, it will appear with the rest of the issues in the SWOT list in
the report.

4. When you have finished entering all SWOT items for an InForm, click Actions and
select Generate IT SWOT Report.

© 2023 RapidFire Tools, Inc. All rights reserved.
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horization to access el

Create Word Response Form
Import Word Response Form
Generate Response Report
Generate IT SWOT Report

ay also be users who are on CONACT Or Nave reldnonsnps
uthorized to access ePHI. You must indicate a response for

B

Network Detective Pro

Note: A folder will open with your generated IT SWOT Report. You must
generate this report separately for each InForm in your assessment.

Time Savings Tip to Reduce Survey and Worksheet Data Input Time

Use the InForm Worksheet Tool Bar

Use the InForm tool bar to save time when completing worksheets.

Antivirus Capability Workshest

0 Required Remaining - @ | |

# of required Previous/Next Hide _
unanswered  numbers in

remaining . ;
question questions

guestions

Enter bulk Available Save
answers to Actions, such as answers
similar import/exportto and Close

Word InForm

Bulk Entry for InForm Worksheets

InForm allows you to enter bulk responses for worksheet questions. Note that you can
only enter bulk responses for questions that require the same types of responses. To use

the bulk entry feature:

RapidFireTools
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1. Click Bulk Entry from the Inform tool bar.

Network Detective Pro — User Guide

User |dentification Worksheet

0 Required Remaining -- m Fitter Topics

Filter Bulk Entry

Key Words Ty x
Select All Filtered Deselect All Filtered MNote

Respondent

- Select topics of same response type

oo ] o~ o [ oo

Apply to Selected

Check boxes will appear next to the response topics.

User Identification Worksheet o x
ey - - ) - . e <
Filter Bulk Entry
Key Words ¥ x Select topics of same response type
Select All Fitered | Deselect Al Filtered Note
ks Respondent Apply fo Selected
Category Previcus - 2 Next
~
A0 1 (2 Required Remaining)
[J 1.1 adminonly
Select user fype and access level.
~ B
| Baw®
Notes:
Name: admin only A
Enabled: enabled
Last Login: 71212014 8:26:48 AM
Job Title: 7
[J 1.2 Administrator
Select user type and access level
~ B
| Ba®
Notes:
Name: Administrator A
Enabled: enabled
Last Login: 9/27/2017 12:57:35 PM
Job Title: 1
~

2. Select the check boxes for the topics for which you wish to enter bulk responses.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Network Detective Pro

2 Required Remaining -n m

Filter Bulk Entry

Select All Filtered Deselect All Filtered

Category  Previous 2 Next

AM 1

L

1.1 adminonly

Select user fype and access level

(2 Required Remaining)

[

Job Title:

v ]
Notes:
Name: admin only -
Enabled: enabled
Last Login: 77212014 8:26:48 AM
Job Title: ¥
1.2 Administrator
Select user fype and access level
~]
Notes:
Name: Administrator "
Enabled: enabled
Last Login: 9/27/2017 12:57:35 PM
v

B AT M
v

\

Note: You can select individual topics, or you can click the check box next to the
section heading to select all topics within the section. You can also Filter topics
using terms like "Admin." Note that each topic within the section must require the
same types of responses in order to enter bulk responses.

3. Select the response from the Bulk Entry menu. You can likewise enter any relevant

notes or the name of a respondent.

3 Required Remaining “n m

Filter Bulk Entry

Key Words Y x

Employee - no CDE access
Employee - CDE access
S e —
Vendor - no CDE access

Vendor - CDE access

Vendor - POS Terminal Access Only
Former Employee

Former Vendor

Service Account

Generic Account

Category  Previous - 2 Next

A 1 (3 Required Remaining)

1.1 adminonly

Select user type and access level

Job Title:

v ]
Notes:
Name: admin only ~
Enabled: enabled
Last Login: 7/2/2014 8:26:48 AM
Job Title: [
1.2 Administrator
Select user type and access level
~ ]
Notes:
Name: Administrator "
Enabled: enabled
Last Login: 9/27/2017 12:57:35 PM
v

~
B AT H

4. Then click Apply to Selected.

RapidFireTools
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- - o
Filter Bulk Entry
Select All Filiered | Deselect All Fillered
Apply to Selected
Category  Previous 2 Next
~
O 1
[J 1.4 adminonly
Select user fype and access level
Vendor - no CDE access v E Q \;-ﬂ‘ U
Notes
Name: admin only N
Enabled: enabled
Lasi 2014 8:26:48 AM
Job Title: M
[] 1.2 Administrator
Select user fype and access level
Vendor - no CDE access v E Q \';—ﬂ‘ u
Notes
Name: Administrator N
Enabled: enabled
Last Login: 9/27/2017 12:57:35 PM
v
v

Your chosen response will be entered into the selected topics.

Create Word Response Form

You can export InForm worksheets in your assessment project to Word. This allows you
or others to complete worksheets without using Network Detective. For example, you can
create a Word response form and send it to a client at a site. The client can then help you
gather the required information and enter it in the response form.

Important: In order to import your data, you must enter your responses in the fields
contained in the Word document. See "Important Note on Working with Word
Response Forms" on the next page for detailed instructions.

To create a Word response Form:

1. From the Active Assessment screen in Network Detective Pro, open the worksheet
that you want to export to Word.

2. From the InForm tool bar, click Actions.

a. Click Blank Response Form to generate a Word document with blank fields
ready for data entry.

b. Click Populated Response Form to generate a Word document with the

© 2023 RapidFire Tools, Inc. All rights reserved.

288



Network Detective Pro — User Guide Network Detective Pro

responses already entered using InForm.

Blank Response Form Create Word Response FO%

Populated Response Form Import Word Response Form

3. Select the location to save the file. Click Save.

A confirmation message will appear.

«” Word response form created |

Important Note on Working with Word Response Forms

When you export a Word response form from your assessment, keep in mind the
following important tips:

» Do NoT DELETE the field controls embedded in the response form! The response
fields appear in the images below for your reference:

Important: If you delete these fields, your data cannot be imported into the
assessment!

Multiple choice response field

1. APPO1\administrator
Mame: Enabled: Enabled Last Login: 10/4/2017 4:48:32 PM
Choose an answer.

Follow-up: If you responded ‘Employee - COE access’

11 B o CTE

| :Remote Access to COE =z the Cardholder Data Environment?
Choose an Ianswer.

Mo

ponded Ves'
T.I.I. Femote Access Authentication Method
For remote access to the Cardholder Data Environment, select the tyg

Text response field

RapidFireTools © 2023 RapidFire Tools, Inc. All rights reserved.
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Follow-up: If you respondad Yes'
1.2.1. Remote Access Authentication Method
For remaote access to the Cardholder Data Environment, select the type of authentication method.

Choose an answer.

Follow-up: If you respondead Yes'
v B = e

13 Sauct A A
|EF‘.emote System Components Accessed Lh.. accessed by this user,
|M',r example resp-;:ur'.-:e.| |

» You must use the Word fields to enter your responses. Any content you enter not
included in these fields will not be imported into your assessment.

Import Word Response Form

You can import a Word response form into your assessment using InForm. This allows
you to collaborate with others to gather information and complete worksheets.

EXAMPLE:

Step 1: Create/export a Word response form for one of the worksheets in your
assessment.

Step 2: Send it to a client to enter additional information about the site using Word.
Step 3: The client can then send you the worksheet as an email attachment.

Step 4: Import the Word document back into your assessment with the client's
responses and make any final changes to the worksheet.

To import a Word response form:

1. From the Active Assessment screen in Network Detective Pro, open the worksheet
that you want to export to Word.

2. From the InForm tool bar, click Actions.

3. Click Import Word Response Form.

Create Word Response Form

Import Word Response FO[m@

4. Select the file to import. Click Open.

© 2023 RapidFire Tools, Inc. All rights reserved.
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A confirmation message will appear. The InForm worksheet fields will be updated
with the imported responses.

&/ Word response form imported |

RapidFireTools’ © 2023 RapidFire Tools, Inc. All rights reserved.
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Compiling Network Detective Data

In order to share sites, scans and reports between all Network Detective Pro users, use
the Change Data Directory quick link from the home screen.

You can set this as a network share, Dropbox, Cloud Sync, One Drive or however you
would like as long as all users have access to this directory.

Find Site: X
QUICK LINKS
Cument Data Path:  C:\Users" \ppData\Foaming\Network Detsctive\ Dowrload Data Collectors
Change My Password
Doubleclick to select nt data directory, the By button to select . Submit S o
CuUrrent data | i somiercont i havigeine smes o rmoee and pss e DEL Ry e
ange Data Dirsctory
directory Recently Used Data Dirsctories CI ICk to oben
DO EVEN MORE p
9 «boe.. Change Data
cwee  Directory menu
eport
| Desiaop ~
@ OneDrive
o a s
B 3D Objects Ebinar
~  AppData
Local
ﬁ LocslLow 5
a ~ | Roaming
Browse for Adobe
= FileZilla
New DlreCtory Macromedia (ANAGER
MadCap Software o paton
E
Make New Folder cancd | [

Changing the directory will automatically create a new Network Detective folder along
with all of the corresponding subfolders. Any data already created locally will not migrate
automatically. To retain this data, navigate to the C:\Users\
[User]\AppData\Roaming\NetworkDetective folder (you may need to enable hidden file
viewing) and copy the relevant contents of any subfolders you wish to retain.

This PC » Local Disk (C:) » Users » » AppData » Roaming » MetworkDetective » —

Name Date modified Type Size Default data
ExternalScans 1/24/2018 1:15 Ph, File folder -
ilZn 1 File folder d I rectory
Interviews 1725 File folder
Reports 1 File folder
ReportStyles 1 File folder
e ; g Backup and copy
Sites 1/2 File folder contents of Sub_

|=| acceptsLa 1/2 Text Decument 1KBE

|=| acceptTOU 1/2 Text Document 1KB folders

|=| cache 2 Text Document 11 KB

|=| datadirectories Text Decument 0KBE

|| hidetips File 1KB

=] rflogin Text Document 1KB

|| startup.cfg 2/6/2 CFG File 1 KB

] Tips 1/24/2018 1: XML Document 1KEB

© 2023 RapidFire Tools, Inc. All rights reserved.
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Most importantly, copy the contents of the Reports, Scans, and Sites subfolders over to

corresponding subfolders of the new directory.

Important: We recommend that you backup any important data before transferring.

» ThisPC » Local Disk (C:) » Users » » AppData » Roaming » MNetworkDetective » Sites
MName Date modified Type Size
» D Customer 1 Test.dat 2/13/2018 10:20 AM  DAT File 2KB
D Customer 2 Test.dat 2/13/2018 10:23 AM  DAT File 2KB
. D Customer 3 Test.dat 2/13/2018 10:26 AM  DAT File 1KB
*

Copy contents of sub-folders
into new Data Directory

Once this has been completed, select the refresh button from the Homescreen of the

Network Detective Application to view all of the previously created sites, which will contain

all of their relevant data.

ﬁlﬂ-ﬂﬂ

Appliances Users Billing Preferences

Customer 1 Test

HOM E j Assessment Status: In Progress
~~1 '

Checklist: 0 /0

RapidFireTools’ © 2023 RapidFire Tools, Inc. All rights reserved.
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Integrate Network Detective Pro with a PSA System

With Network Detective Pro, you can export important information uncovered during your

assessment into your preferred Professional Services Automation (PSA) system. This
includes technical information on computer assets discovered on the network, contact
information for network users, and issues for remediation. This topic covers how to
integrate Network Detective Pro with your chosen PSA System.

Step 1 — Gather Credentials and Set Up your PSA System

Before you begin, you will need:

» Valid Login Credentials for Network Detective Pro

* A Network Detective Pro "Site" for which you wish to export items or create tickets in

your PSA

» Valid Login Credentials for your PSA system account (if you wish to integrate

Network Detective Pro with multiple PSA accounts, gather credentials for each PSA

account)

» Other prerequisites specific to your chosen PSA system (refer to the table below)

PSA System

PSA Prerequisites

7

AXatotask:

Note: To set up a connection between the
Network Detective application and the
Autotask system, you will need to create an
APl User in Autotask. See "Set Up Autotask

Integration” on page 308.

o Autotask APl Username
» Autotask API| Password

n:"‘ REST
Connec+Wise

e ConnectWise REST Public Key
» ConnectWise REST Private Key
» ConnectWise Company ID

» ConnectWise PSA URL
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PSA System

‘ PSA Prerequisites

F

\

Note: You must configure ConnectWise
correctly before you can integrate with
Network Detective Pro. See "Set Up
ConnectWise REST Integration" on
page 313 for detailed instructions.

& o
Connec+Wise

ConnectWise Username

ConnectWise Password

ConnectWise Company ID
ConnectWise PSA URL

7

\

~

Note: You must configure ConnectWise
correctly before you can integrate with
Network Detective Pro. See "Set Up
ConnectWise SOAP Integration" on
page 322 for detailed instructions.

'T"i7e,fpc_.wzw

e Tigerpaw Username
o Tigerpaw Password
e Tigerpaw APl URL

» Kaseya Username

» Kaseya Password

7

Note: The Kaseya User must be in the
Kaseya Administrator Role. See for
"Set Up Kaseya BMS Integration" on
page 324 detailed instructions.

\

» Kaseya Tenant (i.e. company name)

e Kaseya API URL,
example: "https://bms.kaseya.com" (you
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PSA System PSA Prerequisites

should receive the exact URL in an email
from Kaseya)

Step 2 — Create a Connection Between Network Detective Pro and
Target PSA

1. If you have not already done so, visit https://www.rapidfiretools.com/ndpro-
downloads/ to download and install Network Detective Pro.

2. Start Network Detective Pro and log in with your credentials.

3. Open the Site for which you wish to create tickets in the target PSA.

Note: You must have completed your assessment project and must have
reports ready to generate in order to create tickets.

4. Within the Assessment window, click Export.

A ND Samp[e Site f Edit Site Assessments | Repots | Export

Sample Network Assessment
50% Complete = 1 Complete 0 Required 1 ) Optional Created 10/12/2017 2:16:30 PM  Updated 10/12/2017 Pry§

Network Assessment (Domain)  50%: Complet= 1 Complete 0 Required {1 Optional ~ Created

5. Choose an export option from the drop-down menu.

Assessments | Repots | Expot | Explore Data
Export Configuration

Export Exchange Contacts

P0172:16:30 PM  Updated 10/12/] Create Ticket from Issue/Recommendations

@ Required (1) Optional  Created 10/12/2017  Modified 10/12/2017

6. Select your Target Ticketing/PSA system from the list of supported options.
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Create Ticket from... — O x

Select Target

AXatotask:

f? REST
Connec+Wise

& o
Connec+Wise

‘T'iTeﬂrpcuw*(,gb

BMS ...

Cancel

7. Click Manage Connections.

T TS T RO

Mappings

Kaseya Connection: - [] Automatic screen lo

[] Login audtting is req

Manage Connections [] Mo extemal firewall
[[] While not inherently

~

Export to Account

Account Location:

w

The Connections Manager window will be displayed.

Connections Manager
Manage Multiple Accounts

Saved Connections

|

Modify

Remove

Select Al

Deselect All

Close
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8. Select the New button in the Connections Manager window to create a new PSA
connection.

The PSA Credentials window will be displayed

Kaseya Credentials n

Kaseya Usemame:

Kaseya Password:

Kaseya Tenant:

Kaseya APl URL:

OK Cancel

9. Enter the credentials for chosen PSA.

Important: To generate login credentials for ConnectWise REST, see "Set Up
ConnectWise REST Integration" on page 313. To generate login credentials for
ConnectWise SOAP, see "Set Up ConnectWise SOAP Integration" on

page 322.

10. Click OK.

The new Connection will be listed in the Saved Connections list in the Connections
Manager window.

If you wish to export items to multiple, separate PSA accounts, repeat this
process and add Connections for each account.

11. Click Close to dismiss the Connection Manager.

12. From the Export screen, verify the connection by selecting it from the drop-down

(8 Export Issues and Recommendations To Kaseya
Automatically creates Tickets in Kaseya based on issues and recommendations in a Risk Report
Select ltems to Export
Mappings
Kaseya Connection - [[] Automatic screen lock pi
7 [] Login auditing is require
— s [] Mo extemal fimwall was
] While not inherently a ris|
Export to Account: -
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Note: If the connection is successful, some of the Mappings fields should
automatically populate with values from the PSA system.

13. Proceed to export information to your PSA. Refer to the instructions below.

Once you have created the connection, you can then use the Export features:

» "Export Configuration Items from Network Detective Pro to PSA" below

» "Export Exchange Contacts from Network Detective Pro to PSA" on page 305

o "Create Tickets from Assessment Issues and Recommendations from
Network Detective Pro to PSA" on page 305

Export Configuration Items from Network Detective Pro to PSA

You can use Network Detective to export data to configuration items within your preferred
PSA/CRM or Ticketing Systems such as Autotask, ConnectWise, and Tigerpaw. To do
this:

1. Open the Site and Assessment Project for which you wish to create tickets.

2. Within the Assessment window, click Export.

% Customer A - Network Assessment Assessmerts | Repots | BExport | Explore Data
SITE
Baseline-A-20151229
— 50% Complete 1 Complete aﬂequired 1 ) Optional Created 1/15/2015 Updated 1/22/2016 Previous Project: Select
— -
. . Metwork Assessment (Domain)  50% Complete 1 Complete 0 Required 1) Optional Created 12/29/2015
Active Project

3. Click Export Configuration.

V Customer A - Network Assessment Assessmerts | Repots | Expot | Explore Data
| Export Configuration
Baseline-A-20151229 Export Exchange Contacts

50% Complete 1 Complete ()} Required (1) Optional Created 1/15/2015  Updated 1/22/2016 Prev| Create Ticket from Issue/Recommendations

Network Assessment (Domain)  50% Complets 1 Complete Q Required 1) Optiomal Created 12/29/2015  Modified 1/22/2016

4. Select the Target PSA from the menu.
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Export Configurati..  — O X

Select Tanget

Adatotask:

f? REST
Connec+Wise

L’ SOAP
Connec+Wise

“I"i7eﬂ/pa,w*(;gb

BMS.....

NITCGlue

5. The Export Issues/Recommendations window will appear.

6. Select a Connection from the drop-down menu. The Connection determines the
specific PSA account to which the tickets will be exported.

@ Export To Kaseya - O x

Automatically creates Assets in Kaseya based on information from Network Detective

Select tems to Export

Mappings Select Active  Select Inactive  Select Al Unselect Al
- > [Computer] WINTOT
[Computer] WIN10-2 fe80: 1ce-9992:7262:d50F 3,10, 200.1 55)
Manzge Connections [Computer] WIN10-3 fe80: beb1:761F <647 2
[Computer] WIN7-1 fe80::7d0c:ccec:4d2a de:
> [Computer] WINT-2 fe80:c169:8653:808a 79ed
Eot et [Computer] WINST-1 fe80: 81b4:15e2:3582 deel
[ > [Computer] WIN81-2 fe80: bof9:588:647c:5054°

[Computer] WIN81-3 fe80: 8d5a:206c: Fodide 15
[Computer] WIN1-4 fe80: 6db8:de07:8a52.8550%3,10.200.1.20)
[Exchange Server] EXCHD1 (unknown)

[Nen-A/D] 10.200.1.1(10.200.1.1)

Hardware Settings

BT b [Mon-A/D] 10.200.1 2 (10.200.1 2)
- - Non-A/D] 10.200.1 27 (10.200.1 27)
[Non-A/D] 10.200.1.3 (10.200.1.3)
Map Printers - Non-A/D] 10.200.1 32 (10.200.1.32)
Non-A/D] 10.200.1 37 (10.200.1.37)
Map Non-A/D Devices: ~ [Non-A/D] 10.200.1.4 (10.200.1.4)

[Non-A/D] 10.200.1.42 (10.200.1 42)

[Non-A/D] 10.200.1.43 (10.200.1.43)

[Non-A/D] 10.200.1.44 (10.200.1.44)

[Non-A/D] 10.200.1.47 (10.200.1 47)

[Non-A/D] 10.200.1.48 (10.200.1.48)

[Mon-A/D] 10.200.1.5 (10.200.1.5)

[Non-A/D] 10.200.1.51 (10.200.1 51)

[Non-A/D] 10.200.1.52 (10.200.1.52)

[Mon-A/D] 10.200.1.56 (10.200.1.56)

[Non-A/D] RFHVDT {10.200.1.21)

[Server] APPO1 fe80::clabiach3:7a27791c%3,10.200.1.12)
[Server] DCD1 fe80:b177bd8:9508:a4c1%8,10.200.1.10)
[Server] DCO2 fe80::cSbc:ablcfBc:43d8%5.10.200.1.11) v

Software Settings
Map SQL Server -

Map Exchange Server. ~

Create New Configuration ltems
[] Update Existing Records with Same Reference Title

Close
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Important: If you have not yet created a connection, see "Integrate
Network Detective Pro with a PSA System" on page 294 and follow the
instructions there. Then return to this help topic.

Note: When the Connection between Network Detective Pro and the PSA is
established, some of the fields in the Mapping menu will automatically populate.
This may take up to 60 seconds.

\.

7. Map the issues to service ticket fields in your PSA. These mappings allow you to
configure how the items will be mapped within your PSA.

[®1 Export To Kaseya — m] X

Automatically creates Assets in Kaseya based on information from Network Detective

Select tems to Export
Maprings Select Active  Select Inactive Select Al Unselect Al
[Computer] WIN10-1

[Computer] WIN10-2 fe80: 1ce:9992:7e62,d50F%3,10.200.1.55)
[Computer] WIN10-3 feB0:bc1:76 1f:e64f c86a%.3,10.200.1.26)
[Computer] WIN7-1 fe80: 7dlc:ccec:4d2a 3e:
[Computer] WIN7 2 f30: c169:2653:808a:75d% 10,10.200.1.45)
[Computer] WINB1-1 feB0::81b4:19ea:3582:dee0%3,10.200.1.40)
[Computer] WINB1-2 fe80: bef9:538:647c:5¢54%3,10.200.1 41)
[Computer] WIN81-3 fe80: 8d5a:206c: Fodide 15%3,10.200.1 22)
[Computer] WINB1-4 feB0::6dbB:dc07:8a52:855d%3,10.200.1.20)

Kaseya Connection, muwinter -

Manage Connections

Export to Accourt: v

Account Location v

Hardware Settings [Exchange Server] EXCHO1 {unknown)

[Non-A/D] 10.200.1.1 (10.200.1.1)

Map Computers: Laptop i [Non-A/D] 10.200.1.2 (10.200.12)

P — o {Non-A/D] 10.200.1.27 (10.200.1.27)
Lot ST [Non-A/D] 10.200.1.3 (10.200.13)
Map Prirters Printer 2 [Non-A/D] 10.200.1 32 (10 200.1 32)

{Non-A/D] 10.200.1.37 (10.200.1.37)
Map Non-A/D Devices: |[-DO NOT EXPORT-] v [Mon-A/D] 10.200.1 4 (10 200.1 4)

[Non-A/D] 10.200.1.42 (10.200.1.42)
[Non-A/D] 10.200.1.43 (10.200.1.43)
[Non-A/D] 10.200.1.44 (10.200.1 44)
[Non-A/D] 10.200.1.47 (10.200.1.47)
[Non-A/D] 10.200.1.48 (10.200.1 48)
[Non-A/D] 10.200.1.5 (10.200.1.5)

[Non-A/D] 10.200.1.51 (10.200.1.51)
[Mon-A/D] 10.200.1.52 (10.200.1 52)

Software Settings
Map SGL Server [-DO NOT EXPORT-] ~

Map Exchange Server: | [-DO NOT EXPORT-] ~

[Non-A/D] 10.200.1.56 (10.200.1.56)

[Non-A/D] RFHVDT (10.200.1.21)

[Server] APPD1 fe80::c0a5:achd 7a2791c%3,10.200.1.12)

[Server] DCO1 fe80:b177bd8:9508:24c1%8.10.200.1.10)

[Server] DCD2Z fe80::c9bc:a51c fBfc:43d8%5,10.200.1.11) v

Create Mew Configuration ltems
[ Update Existing Records with Same Reference Tile

Export Close

Important: You configure the values for the mapping fields in your PSA system.
Ensure the values are correctly configured in your PSA before continuing.

8. Choose whether to Create New Configuration Items. This will create new items in
your PSA, even the items already exist.

Non-A70] TO-Z00. .23 17

Software Sefti [Non-A/D] 10.200.1.44 (1

) [Non-A/D] 10.200.1.47 {1
e ~| [Non-A/D] 10.200.1.48 {1
T EreGa > [Non-A/D] 10.200.1.5 {10

[Non-A/D] 10.200.1.51 {1
[Nen-A/D] 10.200.1.52 (1
[Non-A/D] 10.200.1.56 (1
[Nen-A/D] RFHVDT (10.4
[Server] APPD1 {fedD. cld
[Server] DCO1 fe80:b17]
[Server] DCOZ fed0::cSb:

Create New Configuration ltems
[ Update Existing Records with Same Reference Title

Close
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9. Select Update Existing Records with Same Reference Title if you want to
update existing configuration items with information from Network Detective.

You can perform this operation multiple times with different “Selected
Items” to map each group to different Product types. For example, if different
sets of “Non-A/D devices need to get mapped to different elements (e.g. - some
to Switches, other to Printers), select appropriate items, set the mapping and
repeat with different settings as necessary.

10. From the list, Select Items to Export.

Select ltems to Export
Select Active Select Inactive  Select Al Unselect Al

[] [Computer] WIN10-1 () A
] [Computer] WIN10-2 f280::1ce:9992: 7e62:d50f%.3,10.200.1.55)

[] [Computer] WIN10-3 fe80: bch1:761f eb4f c86a%.3,10.200.1.26)

[ [Computer] WIN7-1 fe80::7d0c:ccec:4d2a:3e37%10,10.200.1.46)

] [Computer] WIN7-2 fe80::c169:8053:808a:79%ed % 10,10.200.1.45)

] [Computer] WINS1-1 feB0::81b4:19%a:3582.dee0%3,10.200.1.40)

[] [Computer] WINS1-2 feB0::bcf9:588:647c:5c54%3,10.200.1.41)

[ [Computer] WINE]-3 fe80::8d5a:206c: ¥bd:dc15%3,10.200.1.22)

[ [Computer] WiN ffe80:.6db8:dc07.8a52:855d%.3,10.200.1.20)
[ [Exchange Server] EXCHO1 {unknown)

[ [Non-A/D] 10.200.1.1 {10.200.1.1)

[ [Non-A/D] 10.200.1.2 (10.200.1.2)

11. Click Export. Confirm that you wish to export the issues.

After the export is complete, an Export Complete status window will be displayed
indicating the number of items created in the PSA.

Note: You can then log in to your PSA and confirm that your items have been created.

Export fields for Autotask

When exporting to Autotask, Network Detective will set the following fields in each
Configuration item:

e Product (mapped as per step 4 above)

» Reference Title (from the machine name)

» Notes (information on the device, including O/S, CPU, RAM, IP, etc. — as available
from scan)
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Export fields for Tigerpaw

Once you have created and established a connection to Tigerpaw, Network Detective will
populate the Export to Account field and Source Product drop down list.

Qal Export To Tigerpaw = =
Aumatically crestes Assets in Tigsmaw based on iformstion from Metwork O etectivs,

Select tems to Export

s clectdctive  Select Inactive  Selectéll  Unselect A1
Tigerpaw Connection v [] [Computer] 1RB11D1 (1 ~
- [ [Computer] AGEMTOO3-PC )
Manage Comections 7 [Computer] Ben |
(] [Computer] Bhanks-LT ()
Export to Account p— " (] [Computer] BKRICKE' WINT (10.0.7.74]

] [Computer] CLOYEPOWER [
Sourcs Product Netwark Detective v [ [Computer] CONFERENCET ()
[ [Computer] CONFERENCERDOM [
] [Computer] COSTEN-SG [10.0.7.24)

Hardware Settings [ [Computer] DE20-5PSWOCT ()
Map Computers: [-DO NOT EXPORT-] v [ [Computer] DB20-BBCIVDT (|
[ [Computer] DAMIS P [10.0.7.10)
hap Servers: [-D0 NOT EXPORT-] v [] [Computer] DAVIS ()
[ [Computer] DELL_OFFICE )
Map Frinters: [-DO NOT EXPORT-] v [ [Computer] DELLT20720 (10.0.7.78]
[ [Computer] DEDNKE [)
Map Non-A/D Devices:  [-DO NOT EXPORT-] v

[ [Computer] DHARDLD-PC [10.0.7.1)
[ [Computer] DIALTOME )
] [Computer] Dwilisms2 [}

Software Settings [ ] [Computer] EHAMMOND-WINT [
Map SOL Server: [-D0 MOT EXPORT-] = [ [Computer] EPTOWER (]

[ [Computer] ERPI-MYCO-01 ()
Map Exchange Server: | [-D0 MOT EXPORT-] v [ ] [Computer] FT-LENOYO (10.0.7.21)

(] [Computer] FTDELLLAPTOP (10.01.108)
[ [Computer] FTDESKTOPWORK. [)

] [Computer] GHAMMOND-LT [10.0.7.15)
] [Computer] HioelVM-wINZG4 (10.01.215)

Create New Configuration ltems ] [Compuier] HoekwINTE [10.0.7.56)
[[] Update Existing Records with Same Refersnce Tite: [ [Computer] HYPERV (]
[ [Computer] JAMIE-PC [10.0.7.53) v
Expart Close

Select the account from the Source Product list that you want to export your Configuration
Fields to within Tigerpaw. Once the account is selected, elect the Hardware Settings and
Software Settings that you want to export.

Then complete the Export by selecting the Export button.

At that point, “Assets” will be created within the Tigerpaw system for management under
the Tigerpaw “Managed Assets” process.
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Export fields for ConnectWise

When exporting to ConnectWise, you can use any existing Configuration Types that you
have setup. In this case, Network Detective will populate the standard fields, and the
Notes field will be set with the information for that system (CPU, Memory, etc.). If there
was information in the Notes field, it will be overwritten by Network Detective.

There is also the option to use a Configuration Type specific to Network Detective for
each of Computers, Servers, Printers, etc. These will be in the appropriate drop-down
with “(ND)” as the suffix - for example “Computer (ND)” and “Server (ND).” These will
automatically be created by Network Detective. If you use this Configuration Type,
Network Detective will create and set custom Configuration Questions relevant to the
Configuration type. For example, for Computers (ND), the Configuration Questions
include: Computer Name, Operating System, CPU, etc. The full list of information will
also be entered into the Configuration Question: Misc.

Export Configuration Items to IT Glue

To Export Configuration Items to IT Glue:

1. Select the items to export from the list.

@1 Export To IT Glue - m] X
Creates a CSVile which can be imported to IT Giue.

Select ltems to Export
Select Active  Select Inactive  Select Al Unselect All

[Computer] WINTO-1

[Computer] WIN10-2 fe80: Tee: 9992 7e62,d501%3,10.200.1.55)

[Computer] WIN10-3 fe80:beh 176 1F-e64f c86a%3,10.200.1.26)

[Computer] WIN7-1 f80: 7dlc:ceec4d2a:337%10,10.200.1.46)

[Computer] WIN7-2 fe80-c169-8653-808a 7

[Computer] WINE1-1 f80-81b4:15ea 3582-dee07%3,10.200.1.40)

[Computer] WINE1-2 fe80-bcf3:588-647c:50542:3,10.200.1 41)

[Computer] WINE1-2 fe80-8d5a-206c ¥bd de15%3,10.200.1.22)

[Computer] WINE1-4 fe80: 6db3 dc07,8a52:8554%3,10.200.1.20)

[Exchange Server] EXCHOT {unknown)

[Non-A/D] 10.200.1.1 (10.200.1.1)

[Non-A/D] 10.200.1.2 (10.200.1.2)

[Non-A/D] 10.200.1.27 (10.200.1.27)

[Non-A/D] 10.200.1.3 (10.200.1.3)

[Non-A/D] 10.200.1.32 (10.200.1.32)

[NonA/D] 10.200.1.37 (10.200.1.37)

[Non-A/D] 10.200.1.4 (10.200.1.4)

[Non-A/D] 10.200.1.42 (10.200.1.42)

[on-A/D] 10.200.1.43 (10.200.1.43)

[Non-A/D] 10.200.1.44 (10.200.1.44)

[Non-A/D] 10.200.1.47 {10.200.1.47)

[Non-A/D] 10.200.1.48 {10.200.1.48)

[Non-A/D] 10.200.1.5 (10.200.1.5)

[Non-A/D] 10.200.1.51 (10.200.151)

[on-A/D] 10.200.152 (10.200.152)

[on-A/D] 10.200.1.56 (10.200.1.56)

[on-A/D] RFHVDT (10.200.1.21)

[Server] APPO1 f280: c0s5-ach3.7a27491c%3,10.200.1.12)
[Server] DCO1 fe80:0177bd2:9508:a4c1%8,10.200.1.10) v

Export Close

2. Click Export.

304



3. Enter a name for the CSV file. Click Open.

4. Network Detective Pro will then create a CSV file. Import the file into IT Glue.

Export Exchange Contacts from Network Detective Pro to PSA

Help topic coming soon!

Create Tickets from Assessment Issues and Recommendations from
Network Detective Pro to PSA

Network Detective Pro allows you to create tickets from Issues and Recommendations
identified during the assessment. To create and export tickets to your preferred
PSA system:

1. Open the Site and Assessment Project for which you wish to create tickets.

2. Within the Assessment window, click Export.

A ND Sample Site J  Edi Site Assessments | Repots | Export

Sample Network Assessment

50% Complete 1 Complete o Required (1 )Optional Created 10/12/2017 2:16:30 PM  Updated 10/12/2017 P

Network Assessment (Domain)  50%: Complet= 1 Complete 0 Required 1) Optional Created

3. Click Create Ticket from Issues/Recommendations.

Assessments | Repots | Bpot | Explore Data

Export Configuration

Export Exchange Contacts [

P0172:16:30 PM  Updated 10/12/] Create Ticket from Issue/Recommendations

0 Required 1) Optonal Created 10/12/2017  Modified 10/12/2017

4. Select your preferred Target PSA from the menu.

305



Create Ticket from... — O x

Select Target

AXatotask:

f? REST
Connec+Wise

& o
Connec+Wise

‘T'iTeﬂrpcuw;gb

BMS.....

5. The Export Issues/Recommendations window will appear.

6. Selecta Connection from the drop-down menu. The Connection determines the
specific PSA account to which the tickets will be exported.

[@1 Export Issues and Recommendations To ConnectWise REST [E=gIEn

Automatically creates Tickets in ConnectWise based on issues and recommendations in a Risk Report
Select tems to Export

taxas Select Al Unselect Al
CoreciWise Connection —)  [[F] 2 computers were found with signficantly low free disk space.
For LI [ Antispywar softwars was nct dstectsd on some compiters. Without adea
ennsdaiinla ot [F] Anti~vimss software was not detected on some computers. Without adequate
omputers are to be wsing potentially insecure protacals
Computers are to b ctential rotacal
w0 ompLters are Using sn operating system that is in Btended Supported. B
Export to Company Comput i et that is in Btended Supported. B

] Computers found using an cperating system that is no langer supparted. Uns
v] [ Computers havs not checked in during the past 30 days
] Empty organizational units (OL) were found in Active Directory. They may no

Service Board

(

(
Status [ ¥ | |7 Enforcing password complexiy mts the abilty of an attacker to acqire a pa
) ] Local account passwards on 2 were found to be potentially weak. Inadequa
Service Type: [ z) ] More than 307 of the users are in the Domain Administrator group and have
S Service Type [ =] || Pessrerd polces e ot consstendy appbed fom e compder o the e
[F] Security patches ars missing on computers. Maintaining proper security patc
e [ <] | User accounts with passwords se o never expire reset 2 nsk of s by ur
] Users havs ot Iogged on to domain 30 days. A userthst hss not loggsd in f
Source: [ =] |[5] We were unable to determine if an anti-virus software s enabled and running

Priorty: [ -

[¥] Create Muliple Tickets (one ticket per issue)

Important: If you have not yet created a connection, see "Integrate
Network Detective Pro with a PSA System" on page 294 and follow the
instructions there. Then return to this help topic.
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Note: When the Connection between Network Detective Pro and the PSA is
established, some of the fields in the Mapping menu will automatically populate.
This may take up to 60 seconds.

\

[ Export Issues and Recommendations To ConnectWise REST =@ = |

Automatically creates Tickets in ConnectWise based on issues and recommendations in a Risk Report

Select tems to Export

Mappings Select Al Unselect Al
Comnsctitise Connaction: | <] [F12 compuiers were found it sgrifcanily low ree disk space
[] Arti-spyware softwars was not detected on some computers. Wihot adea
Manage Connecfions 7] Anti-vinus software was not detected on some computers. Without adequate
[£] Computers are to be using potentially insecure protocols
Erir b G [ ~] |l Computers e using an operating system that i in Extended Supported. Bxts
| Compters found using an operating system that is na longsr supported. Uing
Senvice Board: [ =] |[] Computers have not checked in duing the past 30 days.
[ Empty organizational units {OU) were found in Active Directory. They may no|
Status [ v] [F] Enforcing password complexity limits the ability of an attackerto acquire a paj
; I Local account passwords on 2 were found to be potentiall weak. Inadequal
Service Type: [ -] [ More than 30% of the users are in the Domain Administrator aroup and have
Seb Seevicn Ty [ <] [ Psssnord poicies are it consterly pphedfom one compuerta he nex
[7] Seourity patches ars missing on computers. Maintaining propsr securty patc,
e [ =] |[C] User accounts wih passwerds set to never expirepresent a sk of use by ur
[7] Users have not logged on to domain 30 days. A user that has not logged inf|
Source: [ | |[C] We were unable to determine f an antvins software is enabled and running|
Priority: [ -

[¥] Create Muliple Tickets (one ticket per issue)

7. Map the issues to service ticket fields in your PSA. These mappings allow you to
configure how the issues in Network Detective Pro are created as tickets in your
PSA.

Important: You configure the values for the mapping fields in your PSA system.
Ensure the values are correctly configured in your PSA before continuing.

Note: In the Export Issues and Recommendations window select the Create
Multiple Tickets option to create a ticket for each Issue and Recommendation
contained within the Items to Export list. Unselect this option to create a single
ticket with all of the issues.

\.

8. From the list, Select Items to Export to the PSA.
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Select tems to Bxport
Select Al Unselect All

[¥] 2 computers were found with significantly low free disk space.

[¥] Anti-spyware software was not detected on some computers. Without adequ
Anti-virus software was not detected on some computers. Without adequate
Computers are to be using potentially insecure protocols.

[¥] Computers are using an operating system that is in Extended Supported. Exte
[¥] Computers found using an operating system that is no longer supported. Uns
[¥] Computers have not checked in during the past 20 days.

[¥] Empty erganizational units {0U) were found in Active Directory. They may no
Enforcing password complexity limits the ability of an attacker to acquire a pa
[¥] Local account passwords on 2 were found ta be potentially weak. Inadequal
[¥] More than 30% of the users are in the Domain Administrator group and have

[¥] Password policies are not consistently applied from one computer to the next
E Security patches are missing on computers. Maintaining proper security patc
[¥] User accounts with passwords set to never expire present a risk of use by ur,
[¥] Users have not logged on to domain 30 days. A user that has not logaed in i
[Fd| We were unable to determine if an anti-virus software is enabled and runni

9. Click Export. Confirm that you wish to export the issues.

After the export is complete, an Export Complete status window will be displayed
indicating the number of Issues tickets created in the PSA.

Note: You can then log in to your PSA and confirm that your tickets have been
created.

Set Up Autotask Integration

To set up a connection with the Autotask system, you will need to create an API User in
Autotask. To do this:

1. Log in to Autotask with your admin user credentials.
2. Click on the Autotask home button on the left, then click Admin.
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= \A’(itotask Search d

Home ADMIN CATEGORIES
CRM Account Settings & Users W
Contracts Features & Settings
Projects Automation pult
Service Desk Activations
Timesheets Extensions & Integrations
Inventory COMMONLY USED
Reports .
P Getting Started
Outsource

Resources (Users)

m Form Templates
forn|

- Notification Templates eloy
datto | M Workflow Rules forn
. . elof
User-Defined Fields
datto | glDR nini:

System Settings
Client Portal: Global Settings  forn|

. . el
Client Portal: Manage Clients =
form
REPORTS elog
Reports
form

3. From the Admin menu, click Account Settings & Users.
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= JAdutotask Search

Home ADMIN CATEGORIES
CRM Account Settings & Users
Contracts Features & Setdngs
Projects Automation
Service Desk Activations
Timesheets Extensions & Integrat®ns
Inventory COMMONLY USED
Reports .

P Getting Started
Outsource

Resources (Users)
Form Templates
Notification Templates
datto | RMM Workflow Rules
User-Defined Fields
System Settings

datto | scor

4. Next, click Resources/Users (HR) to expand the menu.

= Search Q oal + 2B % &

I Account Settings & Users | Features & Settings ~ Automation  Activations Extensions & Integrations

Expand All  Collapse All

+ YOUR ORGANIZATION

+| RESQURCES/USERS (HR) _

5. Then click Resources/Users.
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Admin

Account Settings & Users Features & Settings { ivati i &

Expand All Collapse All

v Your Organization

~ Resources/Users (HR)

Resources/Users (HR)

Time Off Policies
for people in your organization who have Manage the time off categories and the number of days or hours

Resources/Users
Manage user accol

an Autotask login in each category your resources are entitled to at each length of
service tier.

Roles

Set up billing roles that determiMithe rate at which labor will be Timesheet Approvers

billed. Set up the resources who will approve other resources’
timesheets

Departments

Set up organizational entities in your company that are Expense Report Approvers

associated with resources and work types, and play a role in Set up the resources who will approve other resources’ expense

project security. reports.

6. Hover your mouse over the drop-down menu to the right of the New button, then
select New API User.

\Aii'totask Search Q Dashboards Create My Calendar

4 Resources

= New =~ < Import/Import History =Y [7] Show Inactive Find Resource EEE
| New Resource Resource ID Default Department  Security Level License Type q
New APl User
v v v

O
iii

7. Enterinformation about the API user. Autotask will prompt you to enter the
mandatory fields.
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Add API User
3 save & Close @ cancel Review Terms and Conditions for API Use
General
First Name * Security Level *
v
Last Name * Date Format
MM/dd/yyyy v
Email Address * Time Format
hh:mm a v
Active Number Format
[ Jrocked X XXX XX v

Primary Internal Location*

Credentials

£ Generate Key £ Generate Secret

Username (Key) * Password (Secret) *

API Tracking Identifier

APl version 1.6 & later require the user of an API tracking identifier. Once assigned, this cannot be changed.
@ Integration Vendor

O Custom (Internal Integration)

Integration Vendor*

RapidFire Tools - Network Detective A4

Line of Business

Aline of business can be used to grant access or prevent access to data associated with Contracts, Tickets, Projects, etc.

Not Associated Associated

-
-

Resource can view items with no assigned Line of Business

» Enter a first and last name for the AP user.

» Enter an email address for the API user.

» From Security Level, select APl User (system).

» Select a Primary Internal Location for the API user.

» Enter/generate a username for the API user, then enter/generate a
password.

Note: Take note of these credentials as you will enter these in Network
Detective to enable the APl integration.
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e Under API Tracking Identifier, select Integration Vendor. Then select
RapidFire Tools — Network Detective.

Add API User
[ save & Close () Cancel Review Terms and Conditions for APl Use
Credentials
£ Generate Key {3 Generate Secret
Username (Key)* Password (Secret) *

API Tracking Identifier

AP version 1.6 & |ater require the user of an API tracking identifier. Once assigned, this cannot be changed
(@) Integration Vendor

(’:‘ Custom (Internal Integration)
Integration Vendor*

rapidfire A4

Perspectium - Middleware (ServiceNow)
PropelYourMsP

Li| Pulseway - RMM

Quickpass - Password Management
Quoter Software Inc. - Quoter ssociated with Centracts, Tickets, Projects, etc
QuoteWerks - Quotes, Proposals, and Procurement \ssociated

RapidFire Tools - Email2Ticket
RapidFire Tools - Network Detective @
Recursyv - Seamless

Red Cactus - Bubble CRM Integrations
Relokia - Data Migration

Resale Partners - Telephony

8. When you are finished configuring the new API user, click Save & Close. The new
user will appear in the list.

Set Up ConnectWise REST Integration

To set up a connection to ConnectWise Ticketing system using the REST API you will be
required to:

Step 1 — Download and Install the ConnectWise Manage Internet Client
Application
To enable the integration, you will need to use the ConnectWise Manage Internet Client

application. Download and install the app from http://university.connectwise.com/install/.
Then log in using your credentials.

If you are using the ConnectWise Manage web app, you can continue to use the web app
after you have completed the steps in this guide and enabled the integration.

313


http://university.connectwise.com/install/

Step 2 — Select the ConnectWise Ticket System APl Member Account to
Integrate with

1. From the ConnectWise dashboard, click System from the side menu.

2. Next, click Members.

3. Click on APl Members Tab. The APlI Members screen will appear.

Note that the APl Members Tab may not show by default and may need to be
added. You can add this tab from the Tab Configuration menu on the Members

page ®)

4. Click on the button to create a new APl Member. Fill in all required information.

5. Confirm that the APl Member has been assigned Admin rights by checking the
member’s Role ID under System.

System

Role ID* Location*
Admin v Tampa Office A%

Level* Business Unit*
Corporate (Level 1) v Admin A%

Important: By default, the APl Member must have Admin rights for the
integration to function correctly. However, we provide a "least privilege" custom
solution for the APl Member Role ID below. See "Create Minimum Permissions
Security Role for APl Member" below.

Create Minimum Permissions Security Role for APl Member

If you do not wish to assign the APl member full Admin rights, create this custom security
role and assign it to the APl member:

1. Goto System > Security Roles.

2. Click the button to create a new security role.
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3. Setthe permissions for the Role as detailed in the table below and click Save.

4. Assign this custom Security Role to the APl Member instead of full Admin.

Add Edit Delete Inquire

Module Level Level VLevel Level
Companies
Company Maintenance All
Configurations All All All
Contacts All All All
Service Desk
Service Tickets All All All
System
API Reports All
Table Setup* All All
*Customized Table Setup: Allow
Company / Company Status,
Company / Configuration,
Opportunities / Opportunity Status,
Opportunities / Opportunity Type
(See "Table Setup Configuration"
below below for an extended
explanation)
Table Setup Configuration

From Table Setup, click customize.

Report Writer None
Security Roles None

Systemn Reports (customize None

Table Setup (customize one one

Today Links None one one None

 Time & Expense 7/25/23
Expense Approvals None v None v None v None v

<< <<
HH
<< <K
HH
IR

=z

e 9o ©
<<k
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Allow access to the items listed in the table above under Table Setup. You can also refer
to the image below.

Update Security X
Allow Access to these Disallow Access to these
Company / Company Status Activities / Activity Status-CRM
Company / Configuration Activities / Activity Type

Opportunities / Opportunity Status Agreements / Agreement Type

Fa "4

Opportunities / Opportunity Type Agreements / Batch

3y | Company/ Address Formats

« Company / Company Type
Company / Configuration Status
Company / Country

Company / Currency

ELAUS  CANCEL

Step 3 — Create an API Key in the ConnectWise Ticketing System
1. Select the APl Member that you created previously.

2. From the APl Member details screen, click APl Keys.

Details Skills Certification Delegation Accruals APl Keys

3. Click the button.

Enter a Description for the API Key.

5. Click Save.| 2
6. The newly generated API Key will appear.

7. Write down or take a screen shot of the Member’s Public and Private API Key
strings. This information will be required to set up the integration with ConnectWise.

Important: Note that the Private Key is only available at the time the key is
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created. Be sure to copy the keys for your records. ]

-+ ¥You have successfully updated this record.

Public APl Key
Description * testl
Public Key:

Private Key:

Note: The private key is only available at the time the key is created. Please make a note of it.

Step 4 — Configure Service Tables in ConnectWise

In order to export issues as tickets in ConnectWise, you will need to configure several
Service Tables in ConnectWise. These tables ensure that the issues are “mapped”
correctly to the tickets created within ConnectWise. You must configure the Service
Tables correctly in order to establish the connection with ConnectWise.

You can configure the Service Tables in ConnectWise from System > Setup Tables >
Category > Service. Configure the Service Tables as detailed below:

1. Service Board

You must have a Service Board created within ConnectWise. In addition, within the
Service Board, you must create values for the following fields. You can create
values for these fields from the Service Board page:

a. Statuses
b. Types
c. Teams

You must create at least one value for each of these fields.

Board Statuses Types Subtypes tems Auto Templates Teams

In addition, you must define values for two additional Service Tables:
2. Source
You mustinclude at least one Source.

3. Priority
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You must include at least one Priority level.

Service v o
Service ConnectWise Manage Network ConnectWise Manage Network settings.
Service Email Connector Folder setup for the Email Connector program
Service Email Formats Service Email Template setup
Service IMAP Setup Define IMAP configurations for Email Connector
Service Knowledge Base Create categories, subcategories, and change seftings
Service Priority Priority is associated with SLAS (previously captioned Urgency)
Service Service Board Service Board Setup
Service Service Sign Off Service Sign Off Setup
Service Severity Service Severity and Impact
Service SLA Service Level Agreement setup
Service Source Example: Email, Phone
Service Standard Note Standard Note Setup
Service Surveys - Service Create and edit automated surveys for service tickets
Service Ticket Template Defines ticket templates that can be applied to tickets directly, or used to g

If your existing Service Tables already contain values for the fields listed above, you
do not need to create new values.

Step 5 — Remove "Disallow Saving" Flag from Company

The final step is to ensure your companies are able to save data such as tickets. By
default, your company may have the "Disallow Saving" option flag enabled; this will
prevent you from exporting tickets to the company.

Here's how to remove the "Disallow Saving" flag:

1. Navigate to Setup Tables > Category > Company > Company Status.

Setup Tables

Setup Tables

SEARCH CLEAR

Category Table ~ Description

Company Vv |

Company Address Formats Address Formats
Company Status Example: Active, Inactive
Company Company Type Example: Customer, Prospect, Vendor
Company Configuration Types of configurations
Company Configuration Status Defines valid statuses to be used on the configuration screen
Company Country Valid countries for addresses

2. From Company Status, open the not Approved field.
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Setup Tables > Company Status List
Company Status List

¢ 4+ SEARCH CLEAR

Description Default Inactive

Active
Inactive
Imported

Credit Hold

Problem

Solid

Attention needed

Natify

S AR

AKX

Custom Note

Uncheck the Disallow Saving flag.
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Setup Tables > Company Status List > Company Status
Company Status

{ + «3¥ HISTORY v

Company Status

Description*
not-Approved

(] Inactive

Notification Parameters for Service, Project and Time

Notify

Disallow Saving

Notification Message

Do not Service
they have not been setup for Service yet
check with their account manager
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Company Status

Description*
not-Approved

(] Inactive

Notification Parameters for Service, Project and Time

Notify

(] Disallow Saving .

Notification Message

Do not Service
they have not been setup for Service yet
check with their account manager

4. This will allow you to export tickets to companies with the not Approved status.
Alternatively, you can set the company itself to a different status that allows saving
before attempting the ticket export.
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Company Search » Company > Company Finance Detail

Micro Pro

Summary Recap Invoices 0 Time 0 Expenses 0

< @ m o @ ~  History %  Links v

Company: Micro Pro

Status: # not-Approved v =2

Type: *
Prospect X

Finance Details 4%9

Set Up ConnectWise SOAP Integration

This topic covers how to integrate Network Detective Pro with ConnectWise via the
ConnectWise SOAP API.

Important: The ConnectWise SOAP APl is in the process of being deprecated
by ConnectWise. We recommend that you use the ConnectWise REST APl instead.

To set up the ConnectWise SOAP integration:

1. Navigate to System-> Setup Tables.
2. Type “Integrator” into the Table lookup and hit Enter.
3. Click the Integrator Login link.

Setup Tables

Setup Tables

SEARCH CLEAR

Category Table Description

~  integrator h

General Integrater Login Setup Integrator Access
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. Click the “New” Icon to bring up the New Integrator login screen as shown on the
right.

. Enter and record Username and Password values which you will need later on
when creating a connection in Network Detective Pro.

6. Setthe Access Level to “All Records.”

7. Using the ConnectWise Enable Available APIs function, enable the following

APls:
» ServiceTicketApi
e TimeEntryApi
o ContactApi
o CompanyApi
e ActivityApi
» OpportunityApi
* MemberApi
» ReportingApi
e SystemApi
» ConfigurationApi
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Integrator Login

Setup

< +

Logs

184

i

HISTORY

Username*
api|

Password

Access Level

(O Records created by Integrator () All Records

Select the available AP integration(s) you wish to enable and configure belovI

C] APl Name
Activity Callback URL
Agreement Callback URL
Company Callback URL

(] uselegacy

[ Use leaacy

8. Click the Save icon to save this Integrator Login.

Note: If you already have an Integrator Login configured, you may use it as long

as the Company and Configuration APls are enabled.)

Set Up Kaseya BMS Integration

To export items to Kaseya BMS, you will need Administrator credentials in Kaseya BMS.
To assign a Kaseya user to the Administrator role, follow these steps:

1.
2. Goto Security > Roles.

Log in to Kaseya BMS.
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@ Admin Dashboard

£+ My Company

@ Business Process

& Ssecurity

> Roles

> Scopes

3. Click Open/Edit on the Administrator Role.

=4 CRM Manager CRM Manager

@& Project Manager Project Manager

=4 Service Desk Manager Service Desk Manager
Administrator Administrator

4. Click the Role Users tab.

v Security Role Information

Name: *

Administrator

Status:
O Active |
Permissions Role Users
5. Click Add.

6. Search for the user to who will become a Kaseya Administrator and Select that
user.

7. Click OK. This user can now invoke the Kaseya BMS API.
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Export Network Detective Pro Reports to IT Glue

Network Detective Pro allows you to export your reports as documents in IT Glue, the
Kaseya IT documentation product. Once you complete your IT assessment project and
generate reports, you can easily share your IT documentation for a site with team
members or others using IT Glue. Here's how the export works:

Step 1 — Create APl Key in IT Glue

Before you can export reports, you need to integrate IT Glue with Network Detective Pro.
From within your IT Glue account:

1. Create one or more Organizations in IT Glue. You will later select one of these orgs
to send your data to the right place. You create new Organizations from the

Organizations tab in IT Glue.

[EE T ETG Organizations My Tasks Global Account Q, Search o - L - n

Organizations

SR

Sandbox RFT

2. Create an IT Glue API Key for your use during integration and set up. You can do
this from Account > API Keys.

Dashboard Organizations My Tasks Global Account

Account

| Settings

General Branding Authentication API Keys Theme

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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Custom AP| Keys

Pl that can be used t anage and retrieve inf a Leamn more

rft_ ITG.614 Revoke Password Access =

kreed_| ITG.0d6 Revoke Password Access =

rft_ ITG.2eb. Revoke Password Access =

Generate API Key Password Access =

ﬁ +

Important: For your reference, save a copy of the API key outside of IT Glue.

Step 2 — Create Connection to IT Glue in Network Detective Pro

Next, use your IT Glue API key to create a connection in Network Detective Pro.

1. First, open Preferences from the Network Detective Pro top menu, then click
Integrations.

2. Click IT Glue, then click Manage Connections.

Report Defaults Reporter Email Groups  Issue Overides  Integrations o
Dark Web ID | T Glue
New Connections can inthe IT Glue Connections Manager as "Only Me" or "This Account” Connections
IT Glue Connections Manager
Manage Mutiple IT Glue Accounts
Saved Connections
i} =3 New
i
] ft_documentation Modify
Remave
IT Glue Credentials o [ = |
Connection Name:
IT Glue API URL: Select Al
Connecion Type: @ OnlyMe (O This Account FTY
Close
OK Cancel
Ok Cancel

3. Then click New from the Connections Manager.
Enter the details for the connection, including the APl URL and API Key.

Finally, choose whether to enable this connection only for the current user, or for
the entire account. Then click OK.

RapidFireTools © 2023 RapidFire Tools, Inc. All rights reserved.
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IT Glue Credentials
Connection Mame: |rﬁ_dn::umentatiun |
IT Glue APl LIRL: |hﬁps:;’fapi.'rtglue.cnm |
IT Glue AP| Key: |l--l-il--i-i-il-l-l-liiii-i---l{l
Connection Type: (® Only Me () This Account
QK Cancel
Note:
 For the APl URL, use https://api.itglue.com
* If your IT Glue account is in the EU Data Center, use https://api.eu.itglue.com
* If your IT Glue accountis in the AU Data Center, use https://api.au.itglue.com

Step 3 — Export Reports to IT Glue
To export reports to IT Glue:

1. From your Site, open Generated Reports from the left-side menu.

|[E1 Network Detective Pro - v4.0.1313

/\ Reporter Customer 1 - [ ] J EdtSte
SITE
=]
— | A Date Modified
Active Project - 9/28/2020 3:16PM
- 9/23/2020 2:35PM
- L
l:' | -
= §/29/2020 1:34PM
Archived Projects - 3/6/2015 1:54 PM
- 3/6/2018 1:40 PM
) " 10/24/2018 10:07 AM
E = 10/24/2018 9:43 AM
Progress Rieports c 10/24/2018 9:38 AM
- 10/24/2018 9:34 AM
c 10/24/2018 5:25 AM
E] - 10/23/2018 7:43PM
- 10/23/2018 5:58 PM
== - 10/23/2018 5:50 PM
Repors - 10/23/2035 5:20
- 10/23/2018 5:17 PM
— ] - 10/23/2018 5:14PM
Dowrloaded C 10/23/2018 5:06 PM
Repotts e 10/23/2018 4:57 PM
A 10/23/2018 450 PM
G _Assessment-20150816Reportsl _ 10/23/2018 440 PM

2. Choose the assessment reports you want to export, then right click and select
Export to IT Glue.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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A\ Reporter Customer [ / Edtse
SITE
=
/| Generated Reports
1 | Fierame DateModfed  ~
Actve Proect o Acsesoment 201S0304Reportss  9/29/2020 3:16PM
o ClentProgress Reporting 92902020 2:35PM
G Assessment 2010304 Reportsd  9/29/2020 14PN
— = v o
E G Assesament 2015030 Export o T Glue
Hived Proects || gy Assessment 2015030 Remove Report
G Assessment 20130304 Reports
G Assessment-20180316Reporis1s  10/24/2018 1007 A
1 | G Assessment 20180816 Reports14  10/24[2018 9:43 AM
s ropors || ASSTENZ0IS0I6 Reports 13 L0/242018 9138 AM
G Assessment- 2010816 Reports12  10/24/20189:34AM
G Assessment 20180816 Reports11  10/24[2018 9:25 AM
E:. ) o AssessTent-IDIE0SISREpOrEI)  10/23/2018 7:43 A
G Assessment20180816 Reportss  10/23/2018 5158 PM
Generated G Aessment DIS0S16 Reporss  10/23/2018 5:50 P
Reports
= G Assessment-20180816-Reports7 10/23/2018 5:20 PM

Network Detective Pro

From the Export Documents to IT Glue menu, select the IT Glue Connection from

the drop-down menu.

Note: If you are working with multiple IT Glue accounts, you can create and
select from among several connections to ensure your documents go to the right
place.

Export Documents to IT Glue

Uploads selected documents as GlueFiles to an IT Glue Organization in a new

Select Documents to Export
Select Al Unselect Al

Document folder.

Mappings

IT Glue Connection: ~
Organization: ~

Report Folder Name: | Netwark Detective Pro Reports

Insert UTC Timestamp: @) Before Folder Name () After Folder Name
Append Site Name

Append Assessment Report Folder

Delimiter

Preview' 2022-03-14 14:44:07 - Network Detective Pro
Reports - Reporter Customer 1-

Assessment-20190304-Reports3

oot

Security’\Anomalous Login Report docx
Security’\Consolidated Securty Report Card Excel xisx
SecurityConselidated Securty Report Card docx
Security’\Data Breach Liability Report Excel xlsx
Security’\Data Breach Liability Report docx
Security’\Extemal Network Vinerabilties Summary Report doox
Security’ Extemal Vuinerability Scan Detai by Issue Report doc
Security’ Extemal Vuinerability Scan Detail Excel xlsx
Security’\Extemal Vinerability Scan Detail Report doox
Security’Login Failures by Computer Report docx
Security’\Login Histary by Computer Report docx
Security'Outbound Securty Report docx
Security\RSOP Computer Settings Report doox
Security\RSOP User Settings Report docx
Security’Securty Assessment PowerPoint pptx
Security’\Securty Health Report doox
Security’Securty Management Plan docx
Security’\Securty Policy Assessment docx
Security’Securty Risk Report docx

Security’\Share Permission Report by User Excelxlsx
Security’\Share Permission Report by User docx
Security’Share Permission Report Excel dsx
Security’\Share Permission Report doc

Security’\User Behavior Andlysis Report docx

RERERRERERERRERERERREREEE

Close

Then select the Organization. This list will include your available IT Glue orgs.

RapidFireTools

© 2023 RapidFire Tools, Inc. All rights reserved.
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Export Documents to T Glue H
Uploads selected documents as GlueFiles to an IT Glue Organization in a new Select Documents to Export
Document fold
oeumentfoicer Select Al Unselect Al
Mappings z Security\Anomalous Login Report docx
[ Security'\Consolidated Securty Report Card Excel s
IT Glue Connection < [ Security'\Consolidated Securty Report Card.docx
- [ Securty\Data Breach Liabilty Report Excel xs
Manage Lonngctions W
Manaqe Cannections I Securty’\Data Breach Liabilty Report docx
[ Security\Extemal Network Vulnerabilties Summary Report docx
Organization: 7 [2] Securty\Extemal Vinerabilty Scan Detai by lssus Report docx
— [ Security’\Extemal Vuinerabiliy Scan Detai Excel xlsx
— G [ Security\Extemal Vuinerabilty Scan Detail Report docx
[ Security’Login Faiures by Computer Report.docx
Report Folder Name: ] [ Security’Login History by Computer Report docx
m [ Securty\Outbound Securty Report docx
e T T s 7] Securty\RSOP Computer Settings Report docx
s R [ Securty\RSOP User Settings Report docx
§ [2] Security!Sscurity Assessmert PowerPoint pptx
Append Site Name: I Securty’Secury Heatth Report docx
[ Security’Security Management Plan docx
Append Assessment I Security\Securty Policy Assessment docx
. [A Security’Secuty Risk Report doc
R ] Security’Share Permission Report by User Excel xlsx
|| [ Security’Share Pemmission Report by User docx
Freview ] Security’Share Pemission Repart Excel xls
[ Security'Share Pemnission Report docx
.. [A Security’User Behavior Analysis Report.docx
- hd Closs

5. Continue configuring the export. When you are ready, click Export. A confirmation
will appear when the job is complete.

X

Export to [T Glue completed.

6. You can then find your exported documents in IT Glue under the organization you
selected.

NITCGlue Dashboard  Organizati ersonal  Global  Account
# Home ACME Dental / Documents / Network Detective Pro Repo.../ Network
oo setc Documents
v Checklists
# Configurations. () Ineluce 200f 20 Results
1 Contacts
B Documents w | Name * Updated Updated By Expires ul
@ Domain Tracker O @ Asset Detail Reportdocx 13 Today at 7:20 PM iaw
9 Locations
=] @ Client Health Report.docx 1) Today at 7:20 PM EYl ]
< Networks
o [ Client Risk Report.docx 3 Today at 7:20 PM LX)
@, Passwords
@ Consolidated Management Plan.docx Today at 7:20 PM Low
@ sst Tracker
& Tickets w] @ Consolidated Risk Excel.xlsx 1} Today at 7:20 PM Yl
u] [ Consolidated Risk Report.docx Today at 7:20 PM Lo
Apps & Services P a Y o
& Networking O @ Excel Exportxisx Today at 7:20 PM Lot
& Active Directory 0 (8 Full Detail Report.docx 13 Today at 7:20 PM E
B Layer 2-3 Detal Excel Exportxisx Today at 7:20 PM |
=] @ Layer 2-3 Detail Report.docx I} Today at 7:20 PM Ll
O @ Layer2:3 Diagram Export to Microsoft Visio.vsdx Today at 7:20 PM Law
B Layer 2:3 Diagram Report.docx Today at 7:20 PM Low
0 & Layer 2-3 Diagram.tif Today at 7:21 PM Yl
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Sign Out of Network Detective Pro

To sign out of Network Detective Pro:

1. Click the Help button in the top right corner.

Online Help
Show Startup Tips

Download Data Collectors

Report Requirements

Release Notes

Instructional Videos

New User Orientation

Marketing Collateral
Download Sample Report Data
Sample Legal Forms

Audit Log
Submit Suggestion

Augment Reporting
Improve Translation
Collaborative Data Sharing

Site List and Count
About Network Detectiv

Network Detective Pro

2. Click Sign Out at the bottom of the menu.

RapidFireTools’
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You will return to the Login screen where you can sign in using a different account.

Login n

Usemame: |test-useri@rapidfiretools.com

Passward:

Femember Lsemame

| ogin Cancel

Forgat your password? Enter your usemame and click_here.

Problems logging in? verfy connection
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Network Detective Linux Computer Data Collector

The Linux Computer Data Collector is a Linux application (works on most modern Linux
versions) that is run on individual computers (workstations or servers) to collect
information for that system. Use this to collect computer information from Linux systems
to be merged into the network data collection.

This data collector is a version of computer data collector only and cannot perform
Security Assessments or Network Data Collection.

Download the Linux Computer Data Collector

Download the Linux Computer Data Collector here:

https://download.rapidfiretools.com/download/NetworkDetectiveLinuxCollector.tar.gz

Run the Linux Computer Data Collector

This Linux Computer Data Collector download is a tar gzip file and does not require
installation. Unzip it, then launch the application using the command below:

tar zxf NetworkDetectiveLinuxCollector.tar.gz | ./NetworkDetectiveLinuxCollector

Scan Output and Import into Assessment

Scan output is a ".cdf" file with the filename -.cdf. Copy this file for merging with the
ZIP/NDF file when importing into the Network Detective Pro application.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Augment Reporting to Eliminate False Positives

Occasionally, your customer may have a service installed that was not detected by
Network Detective Pro. With services such as antivirus and antispyware, new products
are constantly being introduced to the market. Also, your customer may have a very old or
very new release of an existing product. Since Network Detective Pro is a very general-
use product, reports may not always reflect a complete picture of your customer's unique
circumstances.

The Augment Reports feature allows you to customize Network Detective Pro's data
analysis to better suit each of your customers. If a service is not listed in our database,
you may add it through the Network Detective Pro application. Then, re-generate the
reports and the service will be properly included and displayed.

To augment your reports:

1. In Network Detective Pro, go to Help > Augment Reporting.

Online Help Upgrade
Show Startup Tips

Download Data Collectors

Report Requirements

Gl Release Motes ! Gaiski
Instructional Videos
Recorded Training Webinars
HIPAA Training Videos

Mew User Ornientation

Marketing Collateral

Download Sample Report Data 3
Sample Legal Forms 3
Audit Log

Submit Suggestion

Improve Translation

The Endpoint Protection Detection screen will appear.

2. Foreach application you wish to add to your reports, select the type of application:
Antivirus, Antispyware, Firewall, and/or Backup.
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Augment Reporting
Endpoint Protection Detection

Endpoint detection can be improved to remove false positives by identifying additional backup. anti-virus. and anti-spyware solutions through their
service display names.

Antivius  Antispyware  Firewall Backup Service Display Name Product Name
2 | O O | O |Bidefender Endpoint Agent Your Branded Anti-Virus Service
T T

8 | O ol o

[oc ][ Canod |

3. Then enter the Display Name for the Windows Service.

Note: You can find the Display Name by opening the Windows Services app
from your desktop. Right click on the service and click Properties. See "Use
the Excel Export Spreadsheet to Find Display Names" on the facing page for an
easy way to find display names for all Windows services.

RapidFireTools’ © 2023 RapidFire Tools, Inc. All rights reserved.
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Bitdefender Endpoint Agent Properties (Local Computer) *
General LogOn Recovery Dependencies
Service name: epag|
Display name: Bitdefender Endpoint Agent

Description: Ensures the communication between a managed
client machine and the securty server.

Path to executable:
"C:\Program Files\Bitdefender\Endpoint Security\epag.exe"

Automatic

Service status: Running
Start Stop Pause Resume

Y'ou can specify the start parameters that apply when you start the service
from here.

4. Next enter the Product Name for use with reporting. You can choose any name you
wish for the Product Name for your Reports.

5. Repeat these steps for each app you wish to add to your reports.
6. Click OK.

When 1) you next collect data on the target endpoints and 2) generate reports, your
new reports will feature information on the apps you included.

Use the Excel Export Spreadsheet to Find Display Names

You can use the Excel Export from the Network Assessment Module to find Display
Names for Windows Services. This might be helpful if you want to enter several apps into
the Augment Reporting tool.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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1. Generate the Excel Export Report from a NAM Assessment.

2. Open the report and navigate in Excel to the Windows Services worksheet.

hPPO1 CertPropSvc Certificate Pro
NPPO1 ClipsvcC Client License
APPO1 COMSysApp COM+ System
hPPO1 CoreMessagingRegistrar CoreMessaging
hNPPO1 CryptSvc Cryptographic
» Workstation Aging-test | Windows Services-test | Server Features-tes
™ B e S |

3. View the service entry for the Antivirus, Antispyware, Firewall, and/or Backup

Network Detective Pro

software installed on the computer and include this in the Augment Reporting tool.

BACKUPO1

Computer Name

LocalSystem
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